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About This Document

Intended Audience
This document is intended for network engineers responsible for switch
configuration and management. You should be familiar with basic Ethernet

knowledge and have extensive experience in network deployment and
management.

Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol Description

Indicates a potentially hazardous
NOTICE situation which, if not avoided, could
result in equipment damage, data loss,

performance deterioration, or
unanticipated results.

NOTICE is used to address practices
not related to personal injury.

Supplements the important

EI:' NDTE information in the main text.

NOTE is used to address information
not related to personal injury,
equipment damage, and environment
deterioration.

Command Conventions

The command conventions that may be found in this document are defined as
follows.
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Convention Description

Boldface The keywords of a command line are in boldface.

[talic Command arguments are in Jjtalics.

[] Items (keywords or arguments) in brackets [ ] are
optional.

{x|yl..} Optional items are grouped in braces and separated
by vertical bars. One item is selected.

[x|y]..] Optional items are grouped in brackets and
separated by vertical bars. One item is selected or
no item is selected.

{x]|y]..} Optional items are grouped in braces and separated
by vertical bars. A minimum of one item or a
maximum of all items can be selected.

[x]y]..T Optional items are grouped in brackets and
separated by vertical bars. Several items or no item
can be selected.

&<1-n> The parameter before the & sign can be repeated 1
to n times.

# A line starting with the # sign is comments.

Interface Numbering Conventions

Interface numbers used in this manual are examples. In device configuration, use
the existing interface numbers on devices.

Security Conventions

e Password setting

To ensure device security, use ciphertext when configuring a password
and change the password periodically.

The switch considers all passwords starting and ending with %/%#, %#
%#, %@%@ or @%@% as ciphertext and attempts to decrypt them. If
you configure a plaintext password that starts and ends with %A%#, %#
%#, %@%@ or @%@%, the switch decrypts it and records it into the
configuration file (plaintext passwords are not recorded for the sake of
security). Therefore, do not set a password starting and ending with %A
%#, %#%#, %@%@ or @%@%.

When you configure passwords in ciphertext, different features must use
different ciphertext passwords. For example, the ciphertext password set
for the AAA feature cannot be used for other features.
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Disclaimer

Encryption algorithms

The switch currently supports the 3DES, AES, RSA, SHA1, SHA2, and MD5.
3DES, RSA, and AES are reversible, whereas SHA1, SHA2, and MD5 are
irreversible. Using the encryption algorithms DES, 3DES, RSA (RSA-1024 or
lower), MD5 (in digital signature scenarios and password encryption), or
SHAT1 (in digital signature scenarios) is a security risk. If protocols allow, use
more secure encryption algorithms, such as AES, RSA (RSA-2048 or higher),
SHA2, or HMAC-SHAZ2.

An irreversible encryption algorithm must be used for the administrator
password. SHA2 is recommended for this purpose.

Personal data

Some personal data (such as MAC or IP addresses of terminals) may be
obtained or used during operation or fault location of your purchased
products, services, features, so you have an obligation to make privacy policies
and take measures according to the applicable law of the country to protect
personal data.

Mirroring

The terms mirrored port, port mirroring, traffic mirroring, and mirroring in this
document are mentioned only to describe the product's function of
communication error or failure detection, and do not involve collection or
processing of any personal information or communication data of users.

Reliability design declaration

Network planning and site design must comply with reliability design
principles and provide device- and solution-level protection. Device-level
protection includes planning principles of dual-network and inter-board dual-
link to avoid single point or single link of failure. Solution-level protection
refers to a fast convergence mechanism, such as FRR and VRRP. If solution-
level protection is used, ensure that the primary and backup paths do not
share links or transmission devices. Otherwise, solution-level protection may
fail to take effect.

This document is designed as a reference for you to configure your devices. Its
contents, including web pages, command line input and output, are based on
laboratory conditions. It provides instructions for general scenarios, but does
not cover all use cases of all product models. The examples given may differ
from your use case due to differences in software versions, models, and
configuration files. When configuring your device, alter the configuration
depending on your use case.

The specifications provided in this document are tested in a lab environment
(for example, a certain type of cards have been installed on the tested device
or only one protocol is run on the device). Results may differ from the listed
specifications when you attempt to obtain the maximum values due to factors
such as differences in hardware configurations and carried services.

In this document, public IP addresses may be used in feature introduction and
configuration examples and are for reference only unless otherwise specified.
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3.6.4 ISPLAY PO POWEN .....oueeierieireirieeeeeee ettt s st ss s s st ss s s ss e s s s s e st ssseessssesssssssass s snsnsensssanen 1166
3.6.5 diSPlay PO POWET-STALE. ..ottt sttt sttt sttt 1170
3.6.6 ISPLAY POC-POWEN ...ttt b st ss s ss bbb bbb s s b s s bbbt s s b s s b s s b b ensensnssessssansans 1177
3.6.7 POE Af-INTUSN ENADLE.......e ettt st s st s s st snes 1180
3.6.8 poe anti-iNterferenNCe frEQUENCY ..ottt ettt sttt es e 1181
3.6.9 poe { at-inrush | pre-bt-inrush | bt-iNrush } €Nable..........eieireeereee s 1182
3.6.10 PO ENADLE......ceieeerriete ettt s st RS ss e s et senaenas 1184
3.6.17T PO fAST-0N ENADLE. ...ttt et bbbt 1185
3.6.12 PO fOICER-POWE ..ottt sss s s bt s s s a bbb bbb s s b s bbb st en s s s s s ssansansensas 1187
3.6.13 poe group ManagemMENt ENADLE..........ccorreeee sttt seen 1188
3.6.14 POE high-INTUSN @NADLE........ieieeee ettt sttt 1189
3.6.15 poe { power-off | POWEI-0N } INTEITACE. ...ttt sses 1190
3.6.16 PO LEGACY ENADLE....... oottt 1191
3.6.17 PO LLAP-PIOXY ...ttt sttt ts s s sttt s et e st se b s enssennenntans 1193
3.6.T8 POB MAX-POWE ...ttt ettt sttt ettt sttt et a et e bt s bttt s b et et ae bt e et et et et taebe s et easseteteen 1194
3.6.T9 POB POWEN ..ottt sttt ettt st s ettt ettt bbbttt sttt ettt e b ettt et et eaeaeaes 1195
3.6.20 poe power QULO-NEG ENADLE.........coi ettt 1198
3.6.2T POE POWEI-MANAGENMIENT ..ottt ettt ettt eae ettt bttt se st b ettt e bttt b et st b et aese st eas st eteas 1200
3.6.22 POE POWEI-OFf LIME-TANGE ...ttt sttt s s s s ss st snssssnsans 1202
3.6.23 POE POWEI-0N AELAY.....teieuiteirieieeiieieieiretretr sttt ettt sttt es et e b s snens 1203
3.6.24 POE POWEI-TESEIVEM.......ouiveririeeeierieniseiessses e e s s s sss st s s s ssss s s s s st st s sessesssssss s bass st essessessessssasssnsssssenssanen 1204
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3.6.25 POE POWEI-ENIESNOL. ...ttt ss st sss bbbttt s st st st ensnsanen 1206
3.0.26 PO PLIOFIEY cucuerieicieicieieireet sttt ettt sttt sttt bbbttt sttt ettt 1207
3.6.27 POE-POWET DACKUP-TMNOUE.......oieeeierierieisie sttt st st sss s bbbt ss s s s bbbt st sssssssansansenees 1208
3.6.28 POE SINGLE-ClaSS ENADLE......ooreeireeieeeeee ettt st st s st st s s ans e 1210
3.6.29 FESEE POC SLOT....eueieieieeieieieire ettt ettt bbbttt 1211
3.7 Monitoring Interface Configuration COMMANAS........cccouiueiiereeienirininisesiseeesiesesses st ssssessssssssssssssnsssnes 1212
3.7.1 COMMANGA SUPPOIT..cuiirieriririririreiseieeisessessissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnns 1212
3.7.2 diSPlay MONITON NP ULttt ettt st es st et b s ene s banen 1212
3.7.3 diSPlay MONILOr OULPUL.....cuiueeeeieeieeieiiiesiseeteseeses sttt s st sesss s s s sss bbb s s st sss s s s b s st enssssessesanen 1213
3.7 4 IMONTLON INPUL ettt sttt st st s s st s bbb bbb e b st st seastseastsenstsssstsnsssasans 1215
3.7.5 MONILOT INPUL ENADLE.......eee sttt s eaeen 1216
3.7.6 MONILOr OULPUL ENADLE........ ittt st s bbb bbbt ss st s tns 1217
3.7.7 MONILOTr OULPUL KEEPLIME. ...ttt sa s bbbttt sas st s s sanen 1219
3.8 OPS Configuration COMMANGS.........oceeureueirireineireireeseieeasisee s iseesesseas s e sss st s ssesstasess s ssesesssssessessssssassnssns 1220
3.8.1 COMMANGA SUPPOIT...cccuiirierieieisiesieetesessssssss s s e ssssssssessssss s s st sssssesssssssssssssssssssessessesssssssssssssasssssessessnssssanssnsansansnns 1220
3.8.2 asSiStaNt SCHEAULET SUSPENG.......ovririririeririeieeisisie sttt ss st ss s s s sttt sssssssssssssssssssssssnsnsssssns 1220
3.8.3 dIiSPLlay OPS @SSISTANT.....cuieierieieireieirte ettt st es st ea e sttt tes 1221
3.8.4 diSPlay OPS ENVIFONIMENT. ..ottt s bttt sss s bbb bt ssss s st s s s bs b b sn s s s sessnsansansas 1226
3.8.5 dISPLAY OPS BITON ..ottt sttt sas s s s s st s et ss bbbt s st nssessnssssrnsas 1228
3.8.6 diSPlay OPS SYSTEIM-SCIIPT ...ttt ettt eas s ettt s b s aseassaesas 1229
3.8.7 ENVIFONMIENT ..ottt ettt sttt e st b st bbb b et bbbt b sttt bbb eb e baen 1230
388 OPS ettt ettt et ettt ettt bt aeae 1232
3189 OPS @DON ..ttt b ettt 1232
3.8.10 OPS INSTALL FIluuvureeieieeieeiieieiciee ettt bbbt s s bbb bbbt s s bbbt ssssansansansans 1233
3.8.1T OPS UNINSTALL FILEuuriuieiiiiieeiieieirieie ettt sttt sas bbb st s bbbt snsenassssssnsanen 1238
3.8.12 SCript-aSSISTANT PYTNON....c..ceie ettt bbb snen 1240
3.8.13 ShULAOWN SCHIPL-@SSISTANT.....oivriereeeeeeeie ettt sttt s bbbt s s sa bbb s e s ss e sansas 1243
3.9 Energy-saving Configuration COMMANAS..........coeeeueerierinininisisissssessensssssss s s ssssssssssssssssssssssssssssssssssssssssssnsnns 1244
3.9.7T COMMEANGA SUPPOIT....itiiieieieieereiseie ettt easssseas st st s s ba et s st b e s b e s s ssesetaseassssssesensnes 1244
3.0.2 ALS @NADLE ...t bR bbbttt 1245
310.3 ALS FESEAIT ettt e e e e bt 1246
3.9.4 alS reStart MOAE MANUAL.....c.o ettt ettt ettt s e sneas 1247
3.9.5 AlS reStArt PULSE-INEEIVAL ...ttt bbbt s s sas s bbb s sssban s sensas 1248
3.9.6 AlS reStArt PULSE-WIALN........ oottt sttt s s snns 1249
3.9.7 display als CONTIGUIAtION......c.oi ettt ettt sttt esneans 1249
3.9.8 display POWET MANAGE CYCLO....uiieieeieeeeeeieete sttt sttt b st s s sas bbbt s s s ssssassansans 1251
3.9.9 display POWETr MANAGE MOUE........ouriririerririrriseisiessis s sssss st ssssssssssssssssssssssssssssssssssssassssssssssssssssssssssssansnns 1252
3.9.10 display power manage power-informMatioN...........oe e seeseisee st es s saesns 1254
3.9.11 display power manage sleep CONfIGUIAtION.........c.eveveieieririseieee ettt s s sssnasnsesees 1256
3.9.12 energy-efficient-ethernNet @NADLe.......... sttt ss st sesaen 1258
3.9.13 POrt-aULO-SIEEP ENADLE.......coiee sttt 1260
3.9.14 Set POWET MANAGE CYCLO...couiiiicceeeeee sttt bbbt s s s bbb bbb s s s s nas 1261
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3.9.15 set pOWEr MANAGE INTEIVAL ...ttt ss st ss bbbt st sasssessssasssnsnes 1262
3.9.16 St POWET MANAGE MGttt et eas sttt b s es st bbb s sseseesseas st se s e s enseeaneanen 1263
3.9.17 set power Manage NON-AWAKEN=PON.......cccoieiuerrreririerisissieseeseessesssssss s sssssssessssssssssssssssssssssssesssssssasssssnsenes 1265
3.9.18 SLEEP LIME-TANGE.......oeeeeieeeeieieire sttt sttt ss s sss st s st s s s s e s s sas s st en s st snssssssssssnsansns 1267
3.10 Information Center Configuration COMMANGS..........cceceirerrireireiniereineireeeeesis et sessee et sesesseseesseaseaeen 1268
3.10.T COMMANGA SUPPOIT...uiiiiiiiiicieeieieeisss st essesssssassssss s st st sssssssssssssssss s st ssessssssssssssssssssessesssssessssasssssassssssnssnes 1269
3.10.2 dISPLAY DU ...ttt st s sttt essssssssnsanen 1269
3.710.3 dIiSPlay CRANNEL...cu ettt ettt s ettt s 1270
3.710.4 diSPlay AEDUGGING ..ottt sttt s s bbb bbb s s s b s n s s st ssessesanen 1274
3.710.5 diSPlay INTO-CONEET ...ttt ses sttt s s s sansansas 1276
3.10.6 display iNfO-CeNLET fIlLEI=I0.......coirieereiree ettt bbbt 1279
3.10.7 display info-center rat@-limit FECOIT. ...t bbb s s senes 1280
3.10.8 display info-center rate-limit threSNOLd..........covrirrire et nees 1282
3.10.9 display info-center SESSION LOG SLATUS.......cccverurrerierierceeeeieireiretretseteee ettt 1283
3.10.10 display iINfO-CONTEI SLATISTICS....coivriricreeeteieeieeieisi sttt sae bbbt s s sss bbb s s s s sanen 1285
3.10.T7T AiSPLaY LOGDUTFRI ...ttt sttt sttt enen 1286
3.T10.T2 diSPLAY LOGFILE . cueiiee ettt 1291
3.710.13 display Log rSTIAIN @ll...iciueieeieeeeieieicieeese ettt bbbt sa s sss bbb st ss s bbb b st ensenanen 1293
3.10.14 display LOog reStrain STAtISTICS. ....cocvurrririririreireereeresesee st sssess s sttt sassssssss bbb st snssnsssssssesanen 1294
3.10.T5 diSPLlay trapDUF @I ...ttt st eeen 1295
3.10.16 INTO-CONTET CRANNEL ...cuieie ettt et 1299
3.10.17 iNfO-CeNTEr ChANNEL NAMIE. ...ttt ettt st 1301
3.10.T8 INTO-CONEET ENADLE. ...ttt bbbttt 1303
3.10.19 INFO-CENTET FILEEI-I0. .. ettt bbbt 1304
3.10.20 info-center local log-COUNTEr diSADLE.........coveveieriririeiesi sttt s e ssssssansans 1306
3.10.27 INTO-CONEET LOGDUTTRI ..ottt et eee 1307
3.10.22 iNfO-CENLET LOGDUTTEE SIZE....uuieeieieieeiciee sttt s s e 1308
3.10.23 INTO-CONLET LOGTFILE SIZE..eueeeieeieeereeeee ettt bbbt ss s s st snsaen 1309
3.10.24 INTO-CENEET LOGNOSE ...ttt ettt st banen 1310
3.710.25 iNfO-CENLET LOGNOSE SOUICE.......oieeieetreceei ettt s s bbb bbb sssessesas 1315
3.10.26 info-center LOGhOSt SOUICE-POI........coorrririrrirrireerisisee sttt ssssssssssas s sn s s st sssssssssesanen 1316
3.10.27 info-center Max-logfile-NUMDEN ...ttt sttt ees 1317
3.10.28 iNfO-CENLEN FALE-LIMIt EXCEPL.....iuieeeeeiecie ettt s s bbb ss s s s bbb b sssssssssansansans 1318
3.10.29 info-center rate-limit global-threShOld...........ociriririrr s snanes 1319
3.10.30 info-center rate-limit MONITOr-PEriOd........cccoiriuieririreiereserer ettt et sees 1320
3.10.31 info-center rate-limit threShOLd. ...t een 1321
3.10.32 info-center SeSSION LOG AiSADLE........c.v ettt nes 1323
3.10.33 iNfO-CENLET SOUICE CRAMNEL. ..ottt bbb een 1324
3.10.34 info-center statistic-SUPPIreSS ENADLE...........cvueieeieeeeeieieeei ettt st ssssas s sansans 1330
3.710.35 INTO-CONLET LIMESTAMIP ...ttt sss ettt ss s s st ss st s s s s s ssssnsenes 1332
3.710.36 INTO-CONEET LrAPDUFTEI ...ttt sttt eeen 1334
3.10.37 INfO-CENLET LrAPDUTTEE SIZE.....ouieieiicteee ettt bbbt nen 1335
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3.10.38 10g reSTrAiN iSADLE ...ttt s st saen 1336
3.10.39 10g reStrain threShOld..... ..ottt 1336
3.10.40 reSet INTO-CONTET STALISTICS...ouuiuueeueeeeeieeeereee ettt sttt eseeb bbb es bbb e 1338
3.10.47 1ESEE LOGDUFTEI ...ttt sttt ssssss s sas 1338
3.10.42 reset L0g reStrain STAtISTICS....ovirieiririreireir ettt sttt bbb s sttt eas bbb ebenses 1339
3.10.43 1ESEE trAPDUTTEI ..ottt bbb bbb bbbt se e s b s st 1340
3.10.44 SAVE LOGFILB.curiuiiiiieieieee sttt s s ees e s sttt ne s 1341
3.10.45 SAVE LOGFILE @ll.cceueeiiieieeeee ettt ettt s et 1341
3.710.46 termMiNAl dEDUGGING.....oiuieeeeeieieeieieiceeeetie sttt bbbt s sss s bbb st es s s e sas s b s st enssssesans 1342
3.10.47 terminal @CN0O SYNCRIONOUS.......ooiiririeees ettt sttt ss s s s s ssnsnsssssnsns 1343
3.710.48 £rMiINQAL LOGGING ...ttt sttt s ettt b et aneastnns 1346
3.T0.49 LEIMINAL MIONITOT ..ttt ettt es et a et s sttt 1346
3.10.50 terminal s€SSION-10G AiSADLE.........oriririeeeee ettt ss s ss 1347
3.10.57 £rMINAL ErAPPING. .. ceceeeeeeeeieieireiree ettt sttt sttt es s e sanen 1348
3.171 Fault Management COMMANGS.........cccoieiureererierinisisiesiesssesssesssssssssssssssessssssssssssssssesssssssssssssesssssssssssssessnssessesanes 1349
3.1T.T COMMANGA SUPPOIT it seesessssssssssssss s ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssssssnsnssssessnsanen 1349
3.171.2 AlArM (SYSTEIM VIEW) ...ttt st a sttt s bbbt es s b s st ses st enansnes 1349
3.171.3 AlarM-NaAME SEVEITLY ..ottt bttt s bbb b bt se s s bbb s s ss s s ssssasssnsssssnsensessnnans 1350
3.T71.4 Cle@r Alarm @CHIVE ...ttt st e e b 1352
3.11.5 clear alarm MANUAL-CLEATN ... ettt sttt saen 1353
B.T71.6 CLEAT @VENT @l s bbb 1354
3.171.7 clear reCord deViC-alarmmi . . ettt bbbt 1355
3.11.8 delay-suppression ENADLE............ ettt 1355
3.171.9 diSPlay Qlarim @CLIVE ...ttt bbb bbb s s a s b st s s e ensessesans 1356
3.11.70 diSPlay @larm NISTOIY ...ttt ss s sttt st ensnssnssnsns 1358
3.11.11 display alarm iNfOrMAatioN..... ..ottt st 1360
3.11.12 display alarm ManUal-ClEAT........ ettt s st ss et b s sssanses 1361
3.11.13 diSPlay @larim UMGENT.. . ettt sttt s s bbbt ssss s s s st s sns st essnsanen 1363
B.TT.T4 dISPLAY @VENT. ..ttt s e sttt et eeaetaes 1366
3.11.15 display @VeNt iNfOrMAtiON. ...ttt bbbt s s sss bbb s s sas s ssnssnsnans 1367
BTT.T60 BVENT ettt s s e 1369
3.11.17 Mask MaNUAL-ClEAr QLA .ttt sttt 1369
3.1T.T8 rESEE QLA UMGENT..ccceieieiicicceeeteeete sttt sss bbb s st bbbt s s s s bbb bt s s sas bbb neas 1370
3.11.19 set alarm reSENA INEEIVAL ...ttt sttt 1371
3.17.20 SUPPIESSION @larM-NaAMIE.......c.ccueiueureeireireieireiseeeeaeeas sttt seasese st sss st ses s ess s bbb s et ss s snens 1372
3.171.27 SUPPIESSION EVENT-NAMIE.....oiiireeieriririeeeieeetseeetsestsessssssstsssssssssssssesssesssssasssssssssssssssssssssssssessssessssesassessssssssanes 1374
3.12 SAID Configuration COMMANGS.......cccovuierierierierinireesssisessessensssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 1376
3.12.T COMMANGA SUPPOIT ..ttt ettt sttt bbb ess st s e bbb b s es e s et e s s ensseanennen 1376
3.12.2 diSplay SAIA-N0AE DT ...ttt bbbttt sa st 1376
3.12.3 Set SAIA-NOAE ISADLE........oeeeeiecire ettt ettt 1377
3.13 NTP Configuration COMMIANGS........c.courururrureerierinisieereiseiseeseeseesessess s ssssssesssssessesssssss st sessessessesssassssssssssssssssssaen 1379
3.13.T COMMANGA SUPPOI ...ttt essesssesasssssss st st ssssssssssssssssssesssssessessssasssssasssssessessessessssasssnsassssessssnes 1379
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3.13.2 display ntp-service @VeNt CLOCK-UNSYNC.......cocouririririeirsecereisiseesesssisssssssssssssssssssssssssssssssssssssssssssssssssssssssens 1380
3.13.3 diSPlay NEP-SEIVICE SESSIONS......c.evuriueueeeieereirtireesteseaseae st asessessess s bbbt ss st se st sessesseassassassseses 1381
3.13.4 display ntp-service StatiStiCsS PACKET........cccuevveverirrierireeeeieeeeetsrs st ss st sas s bbb ssssssnsans 1387
3.13.5 diSPlay NEP-SEIVICE STATUS....ccveiereeecereeeieisie sttt sttt ass st st ss s sss st st sss st s s ssnssnsns 1389
3.13.6 diSPlay NEP-SEIVICE TraACE. ..ottt ettt es st sttt bbbt aesas 1391
3.13.7 display snmp-agent trap feature-name NP All.....oeceieeceineeeeeeeeeeeese st senes 1392
3138 NP SIVICR e ettt sttt st sttt ettt se et et et ae b s bRt s et b e et etas 1393
3.13.9 NEP-SEIVICE @CCESS....cuvieeecireciree ettt sttt sttt sttt sttt bt et ettt ettt bbbt b 1395
3.13.10 ntp-service authentiCation ENADLE. ...ttt bbb sses 1398
3.13.11 ntp-service authentiCAtioN-KEYId........cocvuurioririreirririiriesieieeesistss sttt sass s s st sssssssseens 1399
3.13.12 NtP-Service DroadCast-ClIENT. ..ottt st saeen 1401
3.13.13 NEP-SEIVICE DrOQUCAST-SEIVEN ......oiieieirieierieeeeeie ettt sessss s bbbttt ss st s s s bbb st essessesasbsssassnsnen 1402
3.13.T4 NEP-SEIVICE AISADLE...c.oeieeee sttt s sttt 1404
3.13.15 NEP-SEIVICE AISCAN....euierieieeieeie ettt ettt b st t s seanenetnns 1405
3.13.16 Ntp-Service iN-INTErface diSADLE. ...ttt bbb sssansans 1407
3.13.17 NEP-SEIVICE KOA-ENADLE.......oeeeeeeeeeee sttt sttt enseses 1408
3.13.18 NEP-Service MaANYCAST-CLENT.....c.ovueieieeieieireir ettt bbbttt eees 1409
3.13.19 NEP-SEIVICE MANYCAST-SEIVE ......ceiierieeeiierisisisteistess st ssssssssssssssssssssssssssssssssssssssessssessssessssesssssssssnssesnssnen 1410
3.13.20 NEP-SEIVICE MAX-AISTANCE.....cvrerrrierecereer sttt st sss st s st st ssssssssssssssssenssnssnsssssssnsnns 1412
3.13.21 Ntp-Service Max-AYNAMIC-SESSIONS.........ccceueueureurrereirirreseeeisseessetsesssssessesessssssstsessessesseasesssssssssssssessssssssssnsen 1413
3.13.22 NEP-SErviCe MUILICAST-CLIENT ..ottt es bbb bbb a s s sasssssanen 1414
3.13.23 NEP-SEIVICE MUILICAST-SEIVE ... ettt sttt sss sttt ssssssss s st ensenssssessesanen 1415
3.13.24 NEP-SEIVICE POIucniuiieiiricireicireieircee ettt sttt bbb st st se ettt bbbt b et b et b etaetetacs 1417
3.13.25 NEP-SErVIiCe refClOCK-MASTEN.......ceeeeecee ettt sttt sb st 1418
3.13.26 ntp-service reliable authentiCatioN-KeYid.......c.cccorrrrirrirrnrririnirersissssess st ssssss s sssnes 1420
3.13.27 NP-Service SEIVET diSADLE. ...ttt 1421
3.13.28 NEP-SEIVICE SOUICE-INTEITACE. ....cviieieirteete sttt sttt bbbt s s b s st nen 1422
3.13.29 NEP-SEIVICE UNICASE-PREN ..ottt et sttt et st ettt sens 1423
3.13.30 NEP-SEIVICE UNICASE-SEIVET ....cuiieierrieeeieietei sttt ettt bttt sttt ettt ettt 1426
3.13.31 reset NtP-Service StAtiStiCS PACKET........c.coueveririeireieeteeee ettt s bbb ss s sassanes 1430
3.13.32 snmp-agent trap enable feature-Name NEP........orrnennnee st sss s nsnes 1431
3.14 PTP Configuration COMMIANGS.........cecrururireeneeiireesieeeiseseeesessssseseesess st sssssessssssssessssssssssssssssssssssssssesssssssssanes 1432
3.14.T COMMANGA SUPPOIT...uiiiiiiiiiieieeieieeiesis st essessssssssssss s st st ssssssssssssssssssessssssssessssassssssssessessesssssessssasssssassssessnssnes 1433
3.T14.2 dISPlAY PLP ettt sas s sttt ss s st A e A ARt an s senen 1433
3.14.3 dIiSPLAY PP ULCu ettt ettt st s s et sttt s et eens 1438
3.14.4 ptp aNNOUNCE-AIOP ENADLE........ceieeiriictet ettt sttt ss bbb s s sssbas bbb sesseses 1440
3.14.5 PP @NNOUNCE-TNEEIVAL .eurvrierierieririeieieiseis sttt ss sttt sssss s st st ssssssassssssssssnssnssnsenssssnssns 1440
3.14.6 ptp @aNNOUNCE rECRIPE-TIMEBOUL.....cuiieieericirirc ettt 1442
3.14.7 PEP @SYMIMELIY-COMTEOLION. ...ttt sttt ettt s s st st bss s s st sasses st snssssnsssrnes 1443
3.14.8 PEP CLOCK-SOUICE ... ettt s s sttt s s s s s bbbt et ss st essssss s sans st st enssnsessnsanen 1444
3.14.9 ptp clock-50Urce LOCal LOCAL-PriOFTLY .. .cccoriririreeriereertireeieie ettt ese st se st 1451
3.14.T0 PEP CLOCK-SEEP . .eeuiervrteteeeetceieieisie sttt bbbt bbb bbb s s s b s bt s b s s s b bas bbb s s st sanssnsanen 1452
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5.7 Voice VLAN Configuration COMMANGS........c.couvririreeinsieensersensensnssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssens 2146
5.7.1 COMMANGA SUPPOIT.....iiiiiieieieereiseteiieee ettt ees et seas st st s sttt s st e bt s ssesetaseassnsssesensnes 2147
5.7.2 diSPlay VOICE-VIAN OUi...cuririiirieieieeieieieisisistes sttt sess s bbbt ss s bbb bt et s s sassss s snsenen 2147
5.7.3 diSplay VOICE-VIAN STATUS.......covreririeirireiresiee ettt sss st s st s st ssssss st en s st s sssssssnssnsns 2148
5.7.4 VOICE-VIAN ENADLE.......eee ettt st 2151
5.7.5 vVOICE-VIAN L@GACY ENADLE.......oeeeee sttt bbb bbb a s saen 2153
5.7.6 VOICE-VIAN MAC-AAUIESS.....uceieriereireireeeeiretreietiseise et e ssses s e ts sttt et sttt enaes 2154
5.7.7 VOICE-VIAN MOAE......oiie ettt et ettt e s sanen 2156
5.7.8 VOICE-VIAN FEIMAIK. ... ittt ettt e bbbttt 2158
5.7.9 VOICE-VIAN FEMAIK-IMOAE. ...ttt ettt et 2160
5.7.10 vOICE-VIAN SECUILY ENADLE....... ettt et eaen 2161
5.8 QiNQ Configuration COMMANAS........cccoueiurrirrurierienrenieeisieisssssissesssessssssssssssssssssssssssssssssssssssssssssesssssssessssasssssassnsens 2162
5.8.1 COMMEANGA SUPPOI ...ttt sssessesssssss s s sss s sssssssssssssssssssssssssssssssesssssssssssssssssssssssssssssssssssssssssssnsssnes 2162
5.8.2 @dd-TaG VIAN-I0.. .ttt ettt 2162
5.8.3 display SPAre-DUCKEL FESOUICE. ..ottt bbb ss s s s s s bbb sssssssssassansans 2164
5.8.4 display v0Ian-translation FESOUICE..........ccvriririrerirrieireiseses st ssss ettt sss s ssssss st snssssssssssssssssnsns 2165
5.8.5 POIT @0d-TAG @CL.ueucuieeeieeeeee ettt 2167
5.8.6 POt VIAN-StACKING......cveieieieieietee ettt bbbt ss s sssas s bbb s as s s bbbt st ssessesasssssnsnanns 2170
5.8.7 port vIan-stacking UNEAGQEM.......o.ovuiuriueierierieisieie sttt sss st sttt ssssss st st ssssssssssssnsanen 2173
5.8.8 qiNg MaPPING PE-Vid CO-Vil......ouiuriuieieieireireiriecieeeieietre sttt es sttt ettt seeas 2175
5.8.9 qing MapPINg Vid MaP-V0aN......ierieeeieieisisisisies s sssssssss s st sssssssss st ss st sssssssssssssssssssesssssessnsans 2177
5.8.10 QNG PrOTOCO ... ittt sttt sss s bbbt st s s s s bbbt st sessssssss s sansensnssssnsnsansans 2179
5.8.1T QNG STACKING ..ttt sttt b sttt 2181
5.8.12 QNG STACKING VIAN..c.. ittt ettt s s bbbttt b bbb s e b s s s nssensesansans 2183
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5.8.13 ging vIan-translation @NabLe.......... sttt 2185
5.8.14 qing v0an-translation MiISS=ArOP ...ttt ettt ss st seseesseassasen 2186
5.9 VLAN Mapping Configuration COMMANAS ........cccoeeeuereeinierriniesisisseesessissssssssesssssssssssssssssssssssssssssssssssssssssanees 2187
5.9.1 COMMEANGA SUPPOI ...t sssassessssssssssssssss s sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnes 2187
5.9.2 POrt VIan-mMapping INGIESS........ccovveuiureuriuriurieisieireiseeseasessessse s sssssessessess e ssssss st s s essesssassasssessessssssseasensssssanes 2187
5.9.3 port vlan-mapping VIan INNEI-VIAN........eesiese sttt sssss s st st sssssssssassssssssesssssessesanes 2189
5.9.4 port vlan-mapping VIan Map-V0an........corininirisnssssssssesssss st ssssssssssssssssssssssssssssssssssssssssssnns 2193
5.9.5 1€MAIK CVLAN-IA. .ttt bbb bbbt 2196
5.9.6 FEIMAIK VIAN-T0. ...ttt ca e e bbbt ees 2197
5.9.7 St iNNEIr-VIAN tag0-TEIMOVE.........ovrierereririeisieisets ettt ss s sttt ssssssssssassnsnsessssssssssssssssanen 2199
5.10 GVRP Configuration COMMAaNGS..........c.ccveureeirensinsireiriertineieeeisissieesessess s esssss s sssessessesssssssssssesssssssssassssssssns 2200
5.70.T COMMANGA SUPPOI ...ttt essesssesssssssss s st st ssssssssssssssssssssssssssssesssssssssssssssesssssssssssssasssssassssssnssnes 2200
5.10.2 diSPlay Garp STAtISTICS.....euririeeeirereirririeeisis sttt sttt ss s ssssss s s s st sssssssssssssssssssssssssssssssssssssnnsans 2200
5.10.3 diSPlay QAP LIMET ...ttt st s st se s bbb s saen 2201
5.710.4 diSPlay GVIP SLALE.....ooieieirierieceete ettt sttt s bt s s ss bbbttt s bbb bbbt s s s e bbbt 2203
5.10.5 diSPlay GVIP SEATISTICS....oucririririiireirieisieis sttt sse s st sss st st ensssassssssssassnsenes 2206
5.710.6 diSPlay GVIP SLATUS.....cueceeiereeieereireiriree ettt sttt cs st st es st b e anesesaesanens 2207
5.10.7 display gVIp VIAN-0PEIatioN.......cccuruiieriiieeiesieeieeeieistssiss st essesssssse st sssssssssssssssss st ss s ssssessessssssssnsanssnsenes 2208
5.T0.8 QAP LIMBE ettt et st sttt bbbttt sttt 2209
5.10.9 garp tIMEr LEAVEALL......cuiu ettt ettt neaen 2212
D10, T0 GVE Pttt ettt ettt E a4t A bbbt ettt e b bbbttt aee 2214
5.10.17 GVIP FEGISTIATION. . ettt ea ettt st as st a st ea b ses et eeasbesasbenansaen 2215
5.10.12 r€SEE QAP STALISTICS. cou ettt sttt 2217
5.11 VCMP Configuration COMIMANS.........c.ccceurierrriniirsiesensinisssssissssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssenes 2218
5.17.T COMMANGA SUPPOIT ..t isstseesessssssssssssssssssssssssssssssssssssssssesssssssssssssssssssssssssssssssssssssssssssnsnssssessnsanen 2218
5.17.2 diSPlay VEMP COUNTETS ...ttt eteeeseas ettt ess s sttt s s sasseeas 2218
5.11.3 display VEMP INTEITACE D@ ...ttt bbbt s e 2221
5.17.4 diSPlay VEMP SEATUS....cuieeieeieeeeeirieieiseseissiseee sttt sss s ss st st ssss s s s s st s s s sssssssssssssssssasssnssssssssssssansansns 2222
5.171.5 diSPlay VEMIP traCK. ...ttt bbbt 2223
5,116 FBSEE VOIMIP .ttt ettt bbbttt ettt et ettt b et ettt et s 2224
5.171.7 rESET VEIMP COUNTEIS....ceeiieeeeteetctetettce sttt ettt ettt sttt sttt ettt eteen 2225
5.17.8 FESEE VEIMP TrACK e ettt bbbt bbb saen 2226
5.17.9 VEMP QUENENTICATION. ...ttt bttt s s s bbb st s snes 2226
5.17.T0 VEMP AEVICEIM. ...ttt sttt sss s st st ss s s sttt snsssss s s bbb st essssssssssssssnssnssnsnns 2228
B5.TT.T7T VEMP dISADLE..c.. ettt bbbttt 2229
5.1T.T2 VEMP AOMAIN.cittititiiitititeiieie ettt bbbt s s bbb s s s ss s s bbbt et ensessesassssbans s s nbssessesansans 2230
51T T3 VCIMP FOLEe ettt sttt ss s s s st s s s s e s st et 2231
5.12 STP/RSTP/MSTP/VBST Configuration COMMAaNAS..........cceueuirirenineenisinisises s essssss s s ssssssssssssssssssnsns 2233
5.12.T COMMANGA SUPPOIT....uiiiiiiiiieeieeieieeisis st esstessesssssssss s st st sssssssssssssssssssessssssssessssssssssssssssssssssssssssssasssssassssessnsanes 2233
5.12.2 active region-CONfIGUIATION.......cccoiririeiririeis sttt st sss s st ss st snssssssassassnsnes 2233
5.12.3 check region-CoNfiGUIAtION.. ..ottt s sttt 2234
5.12.4 display ethernet-loop-protection igNOred-V0aN........cccoceerieirinnirsinsiesisessesssssss s ssssessessessse s ssens 2235
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5.12.5 dISPLAY SEP. vttt sttt s e AR s AR s e n s s e tes 2236
5.12.6 display Stp @abNormal-iNTeITaCE. ...ttt een 2247
5.12.7 diSPlay SEP QCHIVE. ...ttt bbbt ss s bbbt s bbbttt s s s st 2250
5.12.8 diSPlay SEP DIIAGE. ...ttt st bbbt s st s s s st nses 2258
5.12.9 diSPlay SEP EITOF PACKET......c.cuieereereeee ettt et es sttt 2260
5.12.70 diSPLlay SEP GLODAL ...ttt bbbt a st a s baen 2260
5.12.11 display Stp region-CoONfigUIAtioN.......c.coreieirinenrie et sasssss st st sssssssssssssans 2264
5.12.12 display Stp tC-DPAU STATISTICS......cuiirerieereieercireir ettt bbbt sanen 2267
5.12.13 display Stp tOPOLOGY-ChANGE........ccuiiieieeeee ettt s s bbbt s s s s ss s s senen 2269
5.12. T4 diSPLAY SEP VIAN ettt sttt s st s sttt ensensessesanen 2272
5.12.15 display VDSt DPAU-STAtISTICS.......cevuririririreieireiriie ettt es st s es st ss s 2276
5.12.16 display VDSt POrt-VIan SLAtISTICS.......cceorierirrirririireiesesieeiese sttt ssee sttt sse s sss s s st sse s ssssanssnsas 2278
5.12.17 ethernet-loop-protection igNOIrEd-VIaN.........ierririniriereseses sttt ssssssseens 2280
512,18 INSEANCE .ttt sttt 2282
5.12.19 max bandwidth-affected-lNKNUmMDET ...ttt 2283
5.12.20 FBGION-NAIMI. ...ttt sttt e et as et a st e st a bbbttt etae et s eeasbeas 2285
5.12.271 reset Stp error PACKET STAtISTICS.....covririririirireiree ettt ettt ss sttt 2286
5.12.22 18SEE STP SLATISTICS ittt sttt ettt st et st n bt benseeas 2287
5.12.23 reset VDSt DPAU-STALISTICS......rvrrririeirirciseisiesie sttt ss s st sssssssssssssss s s ssnssssnsanen 2288
5.12.24 FRVISION=LEVEL....eo ettt s st nenetans 2289
5.12.25 StP @grEEMENT-LEgACY....c.ciuieeeeeeeriieirieise ettt sas s bbb e s bbb s s s s s s s sas st neas 2290
5.12.26 SEP DINAING PrOCESS......ouveeeereeieirirciriresesis sttt sss s s s s s s s st sssssssssssasss s s snssassssssssssnsansnns 2291
5.12.27 stp binding Process LINK-SNare...........crreeerere sttt sttt ese st ssas 2292
5.12.28 SEP DPAU-TIILE oottt s s bbb bbb bbbt ensnee 2294
5.12.29 StP DPAU-TIlter AEFAULL. ... ettt sttt sas s sanen 2296
5.12.30 StP DPAU-PIOTECHION. ... ettt bbbt senen 2297
5.12.37 StP Dridge-iamEter. ...ttt bbbt bbbt s bbb e 2299
5.12.32 SEP COMPLIANCE....eieririeieesee sttt st st sss st s st s s s sttt nssasssasssnsanen 2300
5.12.33 StP CONTiG-AIg@SE-SNO0P.....c.ceiereeieieieereireireee ettt sttt s st e es sttt ses et saen 2302
5.12.34 STP CONVEIGE.....oieeiieeee ettt ettt sttt ettt b et b e ettt b et st bt e et e b et ebaeaeaeta 2303
5.12.35 SEP COSEu ettt ettt sttt sttt bttt st 2304
5.12.36 SEP @AGEA-POI ..ottt ettt sttt 2307
5.12.37 stp €dged-POrt AFAULL........cc.ooviee ettt bbbt bbb bbb s st nen 2309
5.12.38 SEP @NADLE....c ettt sttt a s s sas 2310
5.12.39 StP LiNK-Share-prot@CLION. ...ttt sttt sttt 2313
5.12.40 SEP LOOP-PIOLECLION. ...ttt sss st a st s st s s bbb s s s s bbb st st ssssassss s ssnens 2314
51247 SEP MAX-NOPS ettt sttt e Rt rnn s 2315
51242 SED MICNECK. ...ttt ettt s st b st b st 2317
5.12.43 stp MOdE (IMSTP PIrOCESS VIEW) .....vuuiurereieeiaeirissssisssssssssssssssssssssssssssssssssssssssssssssssssssssesssssssssssssssssssssssssssnsans 2318
5.12.44 StP MOAE (SYSLEIM VIBW) ....uceuieierierieriereeisieiseessesssssssssssssss st sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassssssssnssns 2320
5.12.45 StP NO-2GrEEMENT-CRECK.....c.iuieeeeieeeiee sttt st ss sttt seens 2322
5.12.46 stp PathCOST-STANAAIT.........oueeieieiieec ettt bbbt ss bbb s s s s sanen 2323
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5.12.47 SEP POINE-LO-POINT ..ottt sttt s sttt et st s st seasssessteeastssans 2326
5.12.48 STP POIT PrIOTTLY . cueieireecereeeieietcirectrtct sttt ettt st ettt et sttt 2327
5.12.49 ST PrIOTTTY vttt ettt sttt sttt sttt s et s et et s et enassnaeas 2330
5.12.50 STP PrOCESS....cueetiieicietriecietsteeeeist ettt ettt ettt sttt bttt bt ettt bbbt s bt neaeaee 2332
5.12.51 stp pvid-consistency Prote@Ction MOAE.......c.ovrerierirerieireireireireree ettt ettt es s saseas 2334
5.12.52 Stp region-CONFIGUIAtION. .....c.couriiiieceeceeceie ettt s st sss bbbt s s s s s st enssssnsans 2335
5.12.53 SEP FEVEITIVE SLOW....uiiiieeieeieieieieie sttt sss s s st s s s s st st s s s s st ensensensessesanen 2336
5.12.54 SEP FOOL. ettt sttt bbbt ettt 2337
5.12.55 STP OO PrOTECLION. ...ttt sttt st st ss s st se st s s s s s ssssssnsssssssesansnnans 2340
5.12.56 StP LC-NOLITY PrOCESS O...overieeeririeireieieriieireeisissesst sttt sss st s st sss s s sassssssnssssnsssssssesssssnsnns 2341
5.12.57 StP LC-ProteCtion INTEIVAL....ouiiiirereirie ettt ettt st sneas 2342
5.12.58 stp tC-protection threSNOLd..........ooiiiiiicececcre ettt bbbt ss e 2343
5.12.59 StP LC-reSLIICLION ENADLE.......oeeieeeee ettt sttt sns st nsssaen 2345
5.12.60 Stp timer fOrWard-delay ..ottt st ss st bs s 2346
51267 SEP LML NELLO....eeeeeee ettt bbb bbb s s s sas bbbt s s ssssansanbans 2348
5.12.62 SEP LIMIEBE MAX-QGC.c ittt sttt se st s st b sttt sttt st st sesst e st esssassesassesantes 2350
5.12.63 SEP LIMEI-TACEON ...ttt st st e bt 2352
5.12.64 stp transmMit-limit (INTEIrfAC VIEW) .....ccovririiiricierieeeeete sttt s st ssessss s ss st ssssssassansans 2353
5.12.65 stp transmMit-limit (SYSLEIM VIEW) ....c.vuiuiereerererieirieie et sssssssssssssss st ssssssssssssssssssssssssssnssnses 2354
5.12.66 SEP VLGN ENADLE.......cee ettt ettt 2356
5.12.67 stp VPIS-SUDINLEITACE ENADLE........o ottt s s s e 2358
5.12.68 vIan-mMapping MOAULO.........ocoriririrriree ettt sttt st ss s s s sttt sssssssssssssssssssssessnsessessssanen 2359
5.13 SEP Configuration COMMANGS.........cc.oeuieeererieineineireineis et sssesess s ssssss st ss st sessessssssss s sssssessessssssassasens 2360
5.13.T COMMANGA SUPPOIT...uiiiiiiiiieieeieieeisisis st essesssesssssssss st st ssssssssssssssssssessssssssessesassssssssssessessessessssssssssassssssnsanes 2360
5.13.2 DLOCK POttt sttt st s s s s s bbbt en s s st ensssnssrnsnen 2361
5.13.3 control-vlan (SEP SEGMENT VIEW) ..ottt st st st sssssessssssssssssssssssssssessssesanses 2363
5.13.4 deal SMart-linK-fLUSN ...ttt ettt s 2365
5.13.5 description (SEP SEGMENT VIEW)......cuvuriririierierierierieisisisssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssssssssnsnns 2366
5.13.6 diSPlay SEP €ITOr PACKEL. ..ottt st es st eaen 2367
5.13.7 diSPlay SEP INTEITACE. ...ttt ettt s s sas bbb st s s s bbbt s s s ssssansansans 2368
5.13.8 diSPlay SEP SEGIMENT ...ttt sesa s st st s s s s sss bbbt st sessssssssssssass st enssnsessesanen 2372
5.13.9 diSPlay SEP LOPOLOGY....cuiuuiereurierieririsieireireistts sttt eseese s ee sttt sttt b 2374
5.13.10 preempt (SEP SEGMENT VIEW)......ccoiriririiiriieieseseeniaessss st ssassessssssesssssssssssssssessssssssssssssssssssssssssssnssssssssssassanses 2377
5.13.T71 ProteCLEA-INSTANCE. ..ottt sttt st ss s s s st snsensnsssssnsas 2379
5.13.12 reset sep error PACKEL STATISTICS. ..ottt ettt ee sttt 2381
5.13.13 reset SeP INtErface STAtISTICS....coviireieeieirieieeiee ettt s e s s bbb s s s s esassansas 2382
51314 SEP SEOMEBNT ...ttt ettt sttt ettt ettt a e 2383
5.13.15 sep SEgMENL (INTEITACE VIBW) ...ttt sttt bttt eaen 2384
5.13.16 SEP SEGIMENT PIIOTITY .cvurueieieeiririeieieteeeieeeteeetseee sttt st st ss s s st sssssssss s s s sssssassssssssssssssesssessssesssssnsssnans 2387
D T30 7 O NOTI Yttt b b bbbt 2388
5.13.18 £C-ProteClion INEEIVAL ....c.eueeeeeeeeeeiee ettt ettt 2391
5.14 RRPP Configuration COMIMANS........cccuiueiuereeieriieinisisissisissessesssssssssssssesssssssssssssssssssssssssessssssssssssssssssssssssessessnss 2392
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5.14.7 COMMANGA SUPPOIT ..t isstseesesssssssssss s ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssasssssassssessnsanes 2392
5142 CONEIOL-VIAN .ttt sttt bbbt 2392
5.14.3 description (RRPP AOMAIN VIEW) .......vuiurieeieeieirisisieissis e sssssssssssessssssssssssssssssssssssssssssssssasssssessssssssssssssans 2393
5.14.4 diSPlay 11PP DI ...c. ettt ssnses 2394
5.14.5 diSplay PP €ITOT PACKET ...ttt ettt sttt sanen 2397
5.14.6 diSPlay ITPP FING-GIOUP....ieieieirieirieieeieseesssssssssssesessssssssssssssssssssssesssssssssssssssssssssssssssssssssasssssssssssssssssssansanses 2398
5.14.7 display rrpp SNOOPING ENADLE........ovririreicieereneeesste ettt sttt sss sttt sss s s s ssnsas 2400
5.14.8 diSPlay PP SNOOPING VSiu.ucuurureiurierireisieireireistireisiasisesssssissesesstsstasess st s st ssessesseassassasssssessssssssssssessssssnsssesases 2402
5.14.9 diSPlay TPP SLALISTICS.....ivivierieieeieeiieieisisi sttt sss bbb s st s s sas bbb st essessessesansansnsnsans 2404
5.14.70 diSPLAY ITPP VEIDOSE. ...ttt ss s ss st s st sssss s s s s s s s st st snssssssssssssassnnsns 2407
5.14.11 domain (RRPP NG GrOUD VIEW) ...c.cuiueurierieieireieirtiseis et eeesessessessessess st sssessessssssssssssssssssssssssssssanen 2410
51472 PrOtECLEA-VIAN..... ittt bbbt s bbb s s a bbb bbb s s b s san s bnen 2412
5.14.13 reset rrpp error PACKET STATISTICS....oovuirieerrieieirieisete sttt sttt ss s ss s s snes 2414
5.14.14 18SEE ITPP STATISTICS. cou ettt ettt 2415
51415 FING @NADLE...c.ceie ettt a bbbt e bbb bbbt s bbbt a s 2416
5.14.76 1iNG NOAE-MOAE........oieeeeeeeeie sttt sttt s s s s sttt sassasessssss s st s sssssssssssssssnsansans 2417
S5.TAT7 FIPP AOMAIN.cctitittiittirtiri ettt ettt st st b s et b b s enesaesanen 2420
B5.T4T8 FTPP ENADLE....eeeee ettt sttt bbb s s bbb bt a st 2421
5.14.79 rrpp HNKUP-AELAY-TIMET ...ttt st sss sttt sas s s s st nsnens 2422
5.14.20 1TPP FINGGIOUP...ceiuiiiieirieeiieeineieieesieeste s eaeesese et stae s tae s tse bt se s sa bbbttt st s baea et sae b s esassesaeses 2423
5.14.271 rrPpp SNOOPING ENADLE.......iiieiecieter ettt sttt bt s s s bbbt s s s e bbb snen 2424
5.14.22 1TPP SNOOPING VSiuueuiuiriiririirieieieieieirieirisisestseastsestsesstsesstsssess sttt seas st ssessssessssssssssessssessssssassetassesssssasssssens 2426
5.14.23 1rPP SNOOPING @LL-VSiueuiiiiiieeieee ettt ettt s s bbbt saen 2427
5.14.24 timer (RRPP dOMAIN VIBW) ......ourieiieeeeeeieceeeecee ettt ssss et ssssss s sssse st s st sasassssssssasassssasasssassssasassssanas 2428
5.15 ERPS (G.8032) Configuration COMMEANAS.......ccovueerieririeririsiriseissessensessssssssssssssssssssssssssssssssssssssssssssssssssssssns 2430
5.15.T COMMANGA SUPPOIT ..ottt ettt sttt sttt ess s st es st bt e s s ensseanenen 2430
5.15.2 Cle@r (ERPS FING VIBW) ..ottt sttt sassssssesssss s s s ssssssssssssssssssessssssssssssssssasssssassssnssnsassassansanses 2430
5.15.3 cONtrol-vlan (ERPS FING VIEW) ..ot sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssanes 2431
5.15.4 description (ERPS NG VIBW) ..ottt ettt st ss st sttt 2432
5.15.5 dISPLAY EIPS ettt ssss st as s b bt ss s s s s bbbt s s b e bbbt s s s s s e bbbt sesaenaes 2433
5.15.6 diSPlay @PS INEEITACE. ..ottt sttt ss st sas bbbttt s s s s s s s st st ensesanen 2439
5.15.7 diSPlay @IPS STATISTICS...uvuieieiereirieicire ettt ettt sttt ea s bbbttt b et nneneen 2441
5.15.8 enCapsulate-riNg-id @NabLe.........ocoirieceeeeee ettt s s bbb s s sanb s nans 2442
5.15.9 @IPS FING ettt sttt et ettt et ettt 2444
5.15.10 erps riNG (INTEITACE VIBW) .....cuiuiieieireer sttt et enen 2445
5.15.171 €rPS NG PrOtECE-SWILCN......cuieieeieceecicte sttt bbbt sa s s s bbbt s s sas s st st 2447
5.15.T2 €FPS traCK CFMeurinieiee sttt sttt sttt s s st snen 2449
5.15.13 erps vpls-SUDINTErface @Nable........... ettt 2451
5.15.14 guard-timer (ERPS FNG VIBW) ..ottt ss st sssssssss s sss st ssssssssssssssssasssssesssssnssnsanes 2452
5.15.15 holdoff-timer (ERPS FING VIEW)......voiuierieerririeisisiseiss st sssssssssssssssssssssssssssssssssssssssssassassssssssnssnes 2453
5.15.16 POIt (ERPS FING VIEW) ..ottt ettt seas st st ts st cs et s st snens 2454
5.15.17 protected-inStance (ERPS FNG VIEW) ..ot sssassssssssssesssssssssssssssssssssssssssssssssssssssanes 2456
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515 T8 FAPSTMEL ettt st sa s s s s e s et s s s 2458
5.15.19 r@SEL @IPS STATISTICS. ... cueeieeiee ettt et sttt 2459
5.15.20 FBVEITIVE. ...ttt sttt tb st bbb s bbbttt bt 2460
515,271 SUDTING ettt sa st s s s ettt s s s 2461
5.15.22 £C-NOLITY BIPS MING .ttt sttt sttt s e 2462
5.15.23 L0 NOLITY SEP ettt bbbt bbbt s e a bbbt R bbbttt saeen 2464
5.15.24 tc-protection interval (ERPS FiNG VIEW) ..o ssssssssssssssssssssssssssssssssssssssssssssssssssanes 2465
5.15.25 tc-protection threshold (ERPS NG VIEW) ..ottt essess st ssessessssesns 2466
5.15.26 VErsSioN (ERPS NG VIEW) ..ottt ses s ssss s s s s s sssssssssssssssssssesssssssasssssssssssssnssnsanses 2468
5.15.27 VIrtUQL-CRanN@Lu . ettt et b s e it 2469
5.15.28 WEr-timer (ERPS FING VIBW) ..ottt ss sttt et ssnsesansnes 2470
5.16 Loopback Detection Configuration COMMANGS..........ccoeuriuererenreneenininiisississiesssesssess st ssssessesssssssssssssessnes 2471
5.16.T COMMANGA SUPPOIT..c..uiriiiiierireireirisieesisisstseesessssssasssssssssssssssssssssssssssssssssessssssssssssssssssssssssssssssssssssassssssnssssssessssanes 2471
5.16.2 display L0OPDACK-AELECT.........coireeeeee ettt sttt 2472
5.16.3 display loOpbaCk-deteCt INLEITACE. ...ttt bbbt sas s bbb ss s seen 2474
5.16.4 l0OPDACK-AELECE QCHION.....ceiieeeriririeree sttt sttt s s s bbbt st nssssnssenas 2477
5.16.5 l0OPDACK-AELECT QULO @CHION. ...ttt sttt saeen 2479
5.16.6 loOpbaCK-detect QULO diSADLE........cuiieieicec sttt bbb bbb neas 2481
5.16.7 loopback-detect enable (SYSTEM VIEW) ...t ssssssssssssssssssssssssssssssssssssssnses 2482
5.16.8 loopback-detect enable (INTEIfACE VIEW) ...ttt s sans 2483
5.16.9 l0OPpbaCK-AELECt PACKEL VIAN....... ittt s bt a s bbb s s snes 2484
5.16.10 loopback-detect PACKET-INTEIVAL ..ottt sttt snssnsensssanen 2485
5.16.11 l0OPDACK-AELECE ECOVEIY-TIME.. ..ttt st senen 2487
5.16.12 loopback-detect untagged MAC-AdAIESS.........ociueeereriririeieiesieeeeeessissss st ssaessssss s bbb e sssssssssansanes 2488
5.17 Layer 2 Protocol TUNNEliNG COMMANGS.......ccviririririreeiseiesissessessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssesanes 2489
5.17.1 COMMANGA SUPPOIT ..ottt ettt sttt sttt ssess s st s s st st e s s ensneanenen 2490
5172 DPAU ettt bR R et 2490
5.17.3 DPAU AMACtitiiititiiriiriniree sttt as s bbb s eSS s s st ns s s s s ssnsas 2491
5.17.4 DPAU MAC-AAAIESS......ouieeeieieieieee ettt st es st st sttt seas st e seen 2492
5.17.5 bpdu packet-type €apOl iSCAId..........cieuiiriieieiieeieieee ettt ssss s sss bbb s s ensessessssanen 2494
5.17.6 bpdu-tunnel stp bridge role ProVIAEr..........rinrre sttt sss s ssss s s sanen 2495
5.17.7 display bDpAuU MaC-addreSs.........ccoeuiureuriuriereeririeireineireiseis ettt ess s sttt b s eessesnens 2496
5.17.8 display bpdu-tunnel global CONTiG... ...ttt bbb nen 2497
5.17.9 display [2protocol-tUNNEL GrOUP-MAC......ccocormrurrerieririririsisissississessessessss s ssssssssssssssssssssssssssssssssssssssssssssssssssnns 2499
5.17.10 display [2protoCol-TUNNEL STAISTICS. .....ovururuiereirieeieee ettt et eees 2502
5.17.11 display [2protocol-tunnel statistiCsS GroUP-MAC.......cccoerierirrirreerenieeieisirsiesisseesiesessssss st sessssssssssssssanes 2505
5.17.12 [2PFOtOCOLI-EUNNEL ...ttt sttt st sttt s s s s nsnnns 2507
5.17.13 [2protocol-tunnel drop-threShOLd...........oeirrrrrre ettt seeseaen 2511
5.17.14 12protoCol-tUNNEL GrOUP-IMAC.....cciiiurierierieirisisissiesisseeese s sssesssesssssss et bbb s s s s s sassss s st ensssssssssassansansns 2515
5.17.15 [2protocol-tunnel protocol-type Match diSable..........oriieieiriee e 2518
5.17.16 [2protocol-tunnel user-defin@d-ProtOCOL.......c ettt eaen 2519
5.17.17 12PrOtOCOL-tUNNEL VIAN..c ..ttt bbb sas s bbb bbb s s s s sas s s nsnans 2522
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5.17.18 reset [2protoCol-tUNNEL STATISTICS.......cvuriririrrerreriee sttt sses sttt sss et s s s st sssssssassssssansnns 2525
5.17.19 reset [2protocol-tunnel statiStiCsS GrOUP-MAC.......ccceuurirurireiirieeieeieseiees sttt st ssssssesessansans 2528
5.17.20 SEP DPAU VIAN...c..eiiie ettt bbb bbb bbb s s s snas 2529
5.17.271 StP SNOOPING ENADLE.......ceeeeeeierictsteteee ettt ss bbb st ss bbbt sn s nssssssssssnsans 2531
6 IP Service COMMANMS........ccceruieierercrennnecsnennneseesanessessssssssassssssasessssssssssssssssssassssesassssassasss 2532
6.1 IPv4 Configuration COMIMANS...........cueieieirierierieeieeieeesisss st tsses st s st ses s sss s bbb ssssssssssassassassnsenes 2532
6.1.1T COMMANG SUPPOIT. ..ottt s bbb st st st as s s s s s b s s s s sessssessssessssesassesastsanssanssnesas 2532
5.1.2 TP @UAIESS ...ttt bbbt sss s s bbb s bbb s e s e b s b s s bbbt s st ae s e bbb st 2533
6.1.3 P @dAreSS UNNMUMDBEIEA. ..ottt ettt esses s bbb bbb es s sae s senen 2535
6.1.4 dISPLAY 1P INTEITACE ...ttt s st s s s s st st snsensessnsans 2537
6.2 ARP Configuration COMIMANS..........ccururierieiuiieeeneeeeiessssss st sesaessssasss s s s ssssssssssssss s s st s e sessesassassansassenens 2542
6.2.1 COMMEANGA SUPPOI ... ieieririrrieieireiseeieresessis e s sssessass s sss st ssssssssssesssssssessssssssssssssssssssssssssssnsssssssssssssssssssssssssssssnes 2542
6.2.2 ArP QULO-SCAN ENADLE.......eoiiicetcc ettt b st s bbb bbb bbb s s s bt st nbns 2542
6.2.3 arp broadcast disable (VLANIF iNtEIrfate VIEW) ...ttt ettt sensnns 2543
6.2.4 Arp detECE-MOAE UNICAST.....cvrieeeerieieei sttt sttt s sttt s s s s s bbb st sssesssssssss s s sssensensnssesssssnsans 2545
6.2.5 AID AeTECE-TIMIES. ...ttt bbb sttt bbbttt baen 2547
6.2.6 ArP AIr€CE-TOULE ENADLE.......oeee ettt st ss s s st sanen 2548
B.2.7 AP EXPITE-TIMIE...ciieieeeieie ettt ettt sttt ee st st ss bbb e b s e st sea st en st sn st e s snsssrssesas 2550
B.2.8 AP FIXUP.uuieiiiieieeiiecietetcee ettt bbb a e e b s b st e bbb A bt a bR b A e b s st b st s ettt nes 2552
6.2.9 arp ip-CONFLICt-AELECE @NADLE.......oee sttt 2553
6.2.10 arp learning double-tag diSADLE...........co ettt ettt 2554
6.2.11 arp learning ip-Network-CroSs @NADLE...........cooiririreee st sss s sssssnsas 2556
6.2.12 arp learning MUILICAST diSADLE.........ccwiviieeeeeece ettt bbb 2558
6.2.13 arp learning multicast enable (INtErface VIEW)......oooreeeiereereeeeeeeseis ettt ssasseens 2559
6.2.14 arp learning multicast enable (SYSTEM VIEW) ... sisiesissessesssesss s st sssssssssssssssssssssanes 2560
6.2.15 arp learning Priority NIGN.. ...ttt 2561
6.2.16 arp periodiC-refreSh diSADLE. ...ttt bbbt s s ases 2563
6.2.17 AP PUIGE SLOWLY...oveveretceeeieeeeie ettt sttt s bbbt a s bbbt b s s b sasbss bt s st ensessnsans 2564
6.2.18 arp regularly-refresh CYCle-INTEIVAL ...ttt senen 2565
6.2.19 arp regularly-refreSh @NabLe........ sttt bbb sas s sanen 2566
6.2.20 arp regularly-refresh @NTry=NUMDEN ...ttt eeas 2567
6.2.21 arp regularly-refresh SCAN-INTEIVAL ...ttt ss st nens 2568
B.2.22 AP SCAN.ceuiuiuieieirieeiete ettt ettt sttt b et e s e st st e a et et ae s e e et e s A et e A A st At A bt A A st ae skttt et aesenataen 2570
6.2.23 AP SENA-PACKET ...ttt ettt s s ss s as s sttt as s s s ss s st en st ensensnens 2571
B.2.24 QTP STALIC .ttt etttk et R bR a sttt 2573
6.2.25 arp topology-Change diSADLE...........iiceeeee ettt 2576
6.2.26 arp-miss Message-Cache diSADLE.........corrrierierreeeeeeeie ettt sss s bbbttt sss s s s sanen 2578
6.2.27 rP-PrOXY ENADLE. ...ttt ettt s st s ettt 2579
6.2.28 arp-proxy inNer-sub-vlan-proxy €NabLle.......... st sssssssssens 2580
6.2.29 arp-proxy inter-sub-vlan-proxy €NabLe.............iiiiereeeeiees sttt san e 2581
6.2.30 ArP-SUPPIESS ENADLE.......vieeieeeieeciceicteieteestees sttt s e bbb s b ss st s s s s s s s s sas s ssasssaesssaesasessansesananen 2582
6.2.31 aSSIGN ArP rESEIVEA NUIMDEN ...ttt sttt sss bbb s s st ssssssssssssssss st snsssessesssssnssnsas 2583
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6.2.32 dhcp SNOOPING Arp SECUNILY ENADLE. ..ottt s s ss st snssssssssssssansns 2584
6.2.33 dhcp snooping arp security isolate-forwarding-trust.........ocovrernenenenerenr e 2586
5.2.34 dISPLAY @IP.cuiiieeieieierieieieee ettt sttt bbbttt R bbbt e R b ettt seseeen 2587
6.2.35 diSPlay rP AYNAMIC... ettt sss s s st st s s s s sss s s s s st st snsssssasesssssnssnssnsnes 2591
6.2.36 diSPlay @rp €ITOT PACKET.......vu ettt sttt et sttt seseeaeenns 2595
6.2.37 dIiSPlaY AP INEEITACE. ...ttt bt s s bbb bbb s e s s s s st 2597
6.2.38 display arp iP-CONFLCE traCK. ..ottt sss s bbbt ssssessnses 2600
6.2.39 diSPlAY QIP NETWOIK.... ettt sttt sttt 2602
6.2.40 display arp PACKEL STATISTICS. ....ovviuirereere ettt s s s s bbb bt s s ssenas 2606
6.2.47T dIiSPlAY QP STALIC...iiirieieeecieeeieirteie ettt sttt sttt s st ss st st en st s s s sass et s sneas 2608
6.2.42 diSPlay @I STALISTICS. ..curvuiureeereereereie ettt sttt ea st e bbbttt s s st 2611
6.2.43 dISPlAY QP SLALUS.....ucviiricteeeeeie ettt b sttt bbb s s bbb st s s s s e bbb s en s s s sansansas 2612
6.2.44 dIiSPLlAY QP LrACK ...ttt ettt s s s st s sttt s s sansas 2616
6.2.45 diSPlay arp VPN-INSTANCE.......couiurereerei ettt sttt es st ettt es s sanen 2618
6.2.46 display Mac-address MUILIPOIT. ..ottt sttt ssssss bbbt st ss s s sansenses 2621
6.2.47 [2-t0POLlOGY AELECE ENADLE. ...ttt ss st s s snassssssansns 2623
6.2.48 MAC-AAAIESS MULLIPOIT.....ceieieee ittt ettt s st eassaesas 2624
6.2.49 Mac-address MULLIPOIT INTEITACE. ...ttt s st ss s bbb e 2625
6.2.50 FESEE @IP.ceuiuiuiririicieiei ettt ettt sttt ettt ettt eae 2627
6.2.57T reset arp PACKET STALISTICS.....oviurereerieeeeeieiei ettt ettt et es ettt sttt eeee 2629
6.3 DHCP Configuration COMMANGS........c.ccoiuiueiueeenienienieisissssiesissessessssssssssssssssssesssssssssssssssssssssssssesssssssssssssassssessnsens 2630
6.3.1 COMMEANGA SUPPOIT...c.ieierierieiriririeseeeeeeeseessess s sesssssssassssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnsssnes 2630
6.3.2 Alarm iP-USEA PEICENTAGE. .....cu ettt ettt eseea st ea st b s sttt 2630
5.3.3 DOOTEILE ettt bbbt 2631
6.3.4 CONFLICt QUEO-TECYCLE INTEIVAL ettt sttt s s s 2633
6.3.5 dhcp anti-attack check dupliCate OPLION.......cc ettt eaen 2634
6.3.6 dhcp anti-attack check UdP-ChECKSUM........o.iiiiieeceirete ettt bbb sas s sanes 2635
6.3.7 dhcp anti-attack cheCk MagiC-COOKIE. ..ottt ss s s saen 2636
6.3.8 dhcp broadcast SUPPIESS @NADLE..........o. ettt 2637
6.3.9 dhcp client class-id (INEEIFACE VIEW) ...ttt s st sss s sss bbb st sesssssesas 2638
6.3.10 dhcp client class-id (SYSLEIM VIEW) ..o ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassanes 2639
6.3.1T dNCP CLIENT CLENT-I. ...ttt b ettt sttt eanenas 2641
6.3.12 dhcp client default-roULE PrefErENCE. ...ttt se s esss s s s sanen 2642
6.3.13 ANCP ClIENT EXPECLEA-LEASE. ...ttt bbbt assensas 2643
6.3.14 dNCP ClIENT GAtEWAY-AELECT ...ttt sttt een 2644
6.3.15 ANCP ClIENT NOSTNAME......oceeeieeee ettt bbbt sa bbbt s bbbttt s s sanen 2645
5.3.16 ANCP CLIENT FENEW.....oeeee ettt s st s st bbbt ensenssssssnnsanen 2647
6.3.17 dhcp client request OptioN=-liSt @XCLUAE. ..ottt seaseaneans 2648
6.3.18 dhcp client reqUESE OPTION-LiSt.......ccceuririerierieieiee sttt s bbbttt ssss s st enen 2649
5.3.19 ANCP ENADLE. ...ttt s st s st s s s s saen 2650
6.3.20 dhcp relay anycast gateway re-route @Nable...........o ettt 2652
6.3.2T ANCP OPLION LEMIPLALE. ...ttt s bbbt s s bbbt snee 2653
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6.3.22 dhcp relay gateway-SWitCh @NabLe..........erree ettt neas 2655
6.3.23 dhcp relay giaddr SOUICE-INEEITACE. ......ci vttt sttt 2656
6.3.24 dhcp relay information @NADLE............eee sttt 2659
6.3.25 dhcp relay informMation SErAatEGY ...ttt sttt ss s st sssssssssansans 2660
6.3.26 dhcp relay information link-selection insert @Nable..........c e 2662
6.3.27 ANCP FELAY MELEASE ...ttt sttt bttt bbb s s bbbt sessenes 2664
6.3.28 dhcp relay request server-match €Nable..........e ettt sss s saeen 2666
6.3.29 dhcp relay reply forward all @NAbLe..........o. ettt 2667
6.3.30 ANCP FELAY SEIVEIIP ..ottt b st s s s bbbt et se s s s e st 2668
6.3.3T ANCP LAY SEIVEI-SELECE ...ttt s s st sss st en s sssnssssnssnsnns 2671
6.3.32 dhcp relay truSt OPLIONG2.........ce ittt sttt sttt sses 2672
6.3.33 ANCP SELECE GLODAL.... oottt bbbt bbb s s s annes 2673
6.3.34 ANCP SELECE INEEITACE. ...ttt st sttt as s s st st 2675
5.3.35 ANCP SELECE LAY ....e ettt ettt sanen 2676
6.3.36 dhcp server alarm ip-USed PEICENTAGE. .......ccoiieeerieririeietreie sttt sas s s bbb ssssss s s s s nsnens 2677
6.3.37 ANCP SEIVET DOOLFILE.....eeeeeee sttt s st nens 2679
5.3.38 ANCP SEIVET DOOTP...... ettt sttt sens 2681
6.3.39 dhcp Server BOOLP QUEOMALIC......cciiieieeieeieirieiesiceeeeeee sttt bbb s st sae s bbb s s ensessesanen 2682
6.3.40 dhcp server conflict QULO-reCyCle INTEIVAL ..ottt sssssansens 2683
6.3.47T dNCP SEIVET AAtADASE. ...ttt ettt saen 2685
6.3.42 ANCP SEIVEL ANSLISt..eoeieiiiiiiiieee ettt bbb s e s s bbb s s s s s s s b nbntas 2687
6.3.43 dhcp server domain-name (INTErfAaCe VIEW) ..ot sssss st sssssssssssssssnsnns 2688
6.3.44 dhcp server eXCluded-iP-address..........ccrrririeririneieineiseie ettt es ettt essess s st sseeses 2690
6.3.45 dhcp Server fOrCe INSEIT OPLION. ...ttt bbbt sas s s sas s bbb s sessnnan 2693
6.3.46 ANCP SEIVEL fOICE IBSPONSE......ceeieierierierieieisise ettt s s sss st s s s s s s s s s s esssssssssssssasssnssnsans 2694
6.3.47 dNCP SEIVEI GAEWAY-LIST. ...ttt et eb sttt sttt eene 2695
5.3.48 ANCP SEIVET GIOUP....cceieeieiirieieeieeieeieieee st sse s s bbbt ssbss s b s st et s e s b s s s bbbt ssessesssssnbas b s snsssessses 2697
6.3.49 ANCP SEIVEL IP-TANGE. ...ttt s sttt sss sttt ss s s s n s st snsnnssssessssnssensnes 2699
5.3.50 ANCP SEIVEL LEASE......ee ettt st sttt sesees e saen 2700
6.3.5T ANCP SEIVEL LOGGING...ruitiiiiiririeieieeeeere ettt s b sttt bbb s s s ss s b n b s sessnssessssansans 2702
5.3.52 ANCP SEIVET MASK...eiuriririeieeiriirieir ettt st as st ss s sttt asessss s sass s s st st ensnsanen 2705
6.3.53 ANCP SEIVET NDNS-LISt..... ettt bbb ens 2706
6.3.54 ANCP SEIVEL NEIDIOS-LYPE.....eoieieirecteteeee sttt bbb bbbt ss s s s s b s 2708
5.3.55 ANCP SEIVET NEXE-SEIVEN ...ttt st s s ss s s sttt s s ss st nsenes 2710
6.3.56 ANCP SEIVET OPTION ...ttt sttt 2711
6.3.57 ANCP SEIVETN OPLIONT2T oottt s bbbt s s s bbbt s bbb bbbt es s san s sanen 2715
6.3.58 dhcp server option125 VENAOr-SPECITIC........orriririrririreissrieseises st sss st sesssssssssssssssssnsanes 2717
6.3.59 ANCP SEIVET OPLIONTA....ce st ettt s et sanen 2718
6.3.60 ANCP SEIVEL PING.cuiuiiiiiiiiieieciieieisiesisisete sttt bbb s s s s bbbt s s s s s s s e bttt es s s s s s sansansas 2720
5.3.6T ANCP SEIVET SIP-SEIVEI ...ttt ass e st ss s s st s s s st s s s s s st easssassasssssassnsenen 2721
6.3.62 ANCP SEIVET SNAME.....eieieieieiet ettt s st s st ettt es s e eanen 2723
6.3.63 ANCP SEIVEr STAtIC-DING.......oeeieeeeie sttt bbbt ss bbb bbb s snes 2725
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6.3.64 dNCP SEIVEr trUSE OPLIONS2........ceieceeeieieieieieise sttt sttt st ss s st st s st ssssssssnsas 2727
5.3.65 ANCP-SEIVET ...ttt s bbbt bbbttt 2728
5.3.66 ANCP S L ouvuieeieieeeieieiec ettt s bbb s st bbb s s s bbb bt a e s st 2730
6.3.67 ANCP SPEEA-LIMIL QULO.....ceieeeeeericri sttt ss s bbbt ss sttt sssssssnsansans 2731
6.3.68 dhcp UdpP-CheCKSUM ENADBLE........oee ettt 2733
6.3.69 dISPlAY ANCP CLENL.....coieeeeeeeectetee ettt bbbt s st et s s s s s banen 2734
6.3.70 display AP CLENT SEATISTICS....vurirereceree ettt st sss s s st st s st ssssssnsnns 2736
6.3.71 display dhCp CONTIGUIATION.......ccuiieicier ettt et aneaeen 2739
6.3.72 display dNCp OPtioN LEMPLALE......c.ceieeeeireeesee ettt bbbt b b s s nssnses 2742
6.3.73 diSPlay ANCP FELAY ...ttt ss s st st nasnsensssnnsans 2745
6.3.74 display AP relay STAtISTICS. ..ottt sttt 2748
6.3.75 display dhcp SErver CONTIGUIATION.........cceievrieieireeeeeeseete sttt s bbb ss s sassanes 2751
6.3.76 display dhCp SErVEr AAtabase..........cvriririririeirriesinee ettt ss st sss st ss s sssssss s senen 2753
6.3.77 diSPlay ANCP SEIVEE GrOUP....c.ciieeeieereireesieeeeeesisese ettt ea st st b s aneassaesas 2754
6.3.78 diSplay ANCP SEIVEE SLALISTICS.....cvviuiiereeieeieeieicirisi ettt b bbb ss s sss bbbt s sssesanssesanen 2756
6.3.79 diSPlay ANCP STALISTICS...vuriuririrereereiririeee sttt sttt bbbt ss s s st se s ssa s s sansnses 2757
6.3.80 dIiSPLAY 1D POOL..ueriiieiieieiesei ettt ettt sttt 2762
B.3.87T ANS-LISTu ettt ettt s s R bbbt 2769
5.3.82 AOMI@IN-NIAME... ..ttt ts st e e et b st 2771
6.3.83 EXCLUAEA-IP-AAAIESS......oeeeeeee ettt b s bbbt et sneantnns 2772
5.3.84 TOICE INSEIT OPLION.....coiteieieeieeieisteeieie sttt st bbbt bbb ss bbb bbb s s s s s bbbt st st ssessnses 2774
6.3.85 gateway (DHCP SEIVEr GrOUD VIEW) .....ccieirieririrerisississesssssenssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssesseses 2775
5.3.86 GATEWAY-LIST....eueeeeeiee ettt bbbtk a e taen 2776
6.3.87 Ip AAAreSS DOOLP-ALLOC...... ottt bbbt bbb s s a s ses 2778
6.3.88 IP AAAreSS ANCP-AlLOC.. ... ettt st ss st st s s s s s nsnens 2780
5.3.89 ID POOL (SYSLEIM VIBW) ...ttt et ses sttt st bbb b e saen 2782
6.3.90 P relAY AAAIESS CYCLO.....eeieieeeeeteee sttt ettt s s s s ssas 2783
5.3.9T D FOULE ANCP ettt sttt s sttt s s st s s st st sssnssnsnns 2784
5.3.92 LRASE. ...ttt e e R R b ettt ae s aeen 2785
6.3.93 LOCK (IP @ddreSS POOL VIEW)......ucceieierierieisicieeieeessaesas st sssassss s s st sssssssssssssssas s sssssssssssssssssnsasssssasssnens 2787
6.3.94 10gging (IP 2ddress POOL VIEW).......c.euririrrerreriirieninesisssississassesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssanes 2788
5.3.95 NDNS-LIST.ceeieieice ettt bbbttt 2790
5.3.96 NEEDIOS-TYPE...ouieeiceceeicies ettt bbb s s e bbbt s A At A st nen 2791
6.3.97 NEtWOrK (IP @ddreSs POOL VIEW) ..ottt tsssssss s st ssssssssssssssssssssssssssssssssssssssssanes 2793
B.3.98 NEXE-SEIVET ...ttt bbbt sttt sttt bbbt bbb st s et s et st seae bbb etaeae 2795
5.3.99 OPLION. ...ttt R AR AR bR bRt e st n et naee 2796
5.3.T00 OPLIONT 2T ettt ss et b bbbt sttt bt 2801
6.3.1071 OPtiONT25 VENAOI-SPECITIC. ...euiuierririeceriieieieire sttt st es sttt 2802
5.3.T02 OPLIONTBA ...ttt b bbb sttt 2803
6.3.103 reset dNCP CLIENT SEATISTICS....ooveieeeeece ettt sttt ns s nsnnas 2805
6.3.104 reset dNCP relay STATISTICS. ..ottt es sttt sttt eeee 2806
6.3.105 reset dNCP SEIVEI STAISTICS.....ccoiuerierieeeeieeeieie sttt sss bbbt s st sss bbbt s ssssssansans 2807
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6.3.106 1St ANCP STALISTICS. ..ottt ss st s st st s s st ss s snsssssssnsanen 2808
6.3.T07 FESEL 1P POOL..ueriuieieeieieireir sttt a st bbb es st e e es ettt b st eesesanen 2808
6.3.108 seCtion (IP address POOL VIEW)......oieieeieeieirieieiseiseissessesss s ssssstsssssss s ssssssss st ssssssssssssssssssssssssessessnsssssssanes 2810
6.3.109 sip-server (IP addreSs POOL VIEW)........cvririririrreienienienisisssisesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssanses 2811
B.3.TT0 SNMAMIE....ciieiriiricirectre ettt sttt sttt et bttt 2812
B.3.TTT SEATICDING. ettt e bbb e bbbttt 2814
6.3.112 vpn-instance (global address POOL VIEW ).t sssssssssssssssssssssssnes 2816
6.4 DHCP Policy VLAN Configuration COMMANGS.........ccceerureureeriurienenisieereissineeseasesseseesssssssesssssssssssessssssssssssssees 2817
6.4.1 COMMANGA SUPPOIT.....ouierierieieisissieeteseeseesssss s s e ssssssssessssssssssss s sssssesssssssssssssssssssessessesssssssssssssassssessesssssssanssnssnsansnns 2817
6.4.2 ANCP POLICY-VIAN GENEIIC.c. .ttt ss s bbb st s sssssssssassassnsnses 2818
6.4.3 dhcp POLICY-VIAN MAC-QAAIESS.......cocueirereeieieireir ettt st sttt sees 2819
6.4.4 ANCP POLICY-VIAN POI..cririiiiiitiieeiieicieee ettt s bt b bbb s s s s bbb st ensesanen 2821
6.5 DNS Configuration COMMANGS...........ouviririririrsirsinseneeninee s isssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssanes 2823
6.5.1 COMMEANGA SUPPOIT..... ettt ettt et b sttt s et b et se s s s s e s sasssebensnes 2823
6.5.2 display dNS dYNAMIC-NOST.........cueieieieicic ettt s s bbb bbb s bbb sneas 2823
6.5.3 diSPlay dNS AOMI@IN.....iiiiriririeerceeer ettt sttt s s s st st s s s s s sanssnses 2825
6.5.4 dISPLAY ANS SEIVEN ...ttt es et es sttt ettt eca et aseas 2826
6.5.5 ISPLAY 1P NOSL...ccoeieiiieieetece ettt bbbt s s bbbttt s st n s e s banen 2828
5.5.6 ANS AOMAIN..couiiiiitiiiite ettt ettt ta bbb e e b bbbttt 2830
B.5.7 NS TESOLVE......eeeeee ettt st b s e bbbt bbb aen 2831
5.5.8 AINS SEIVEI ..ttt s sttt b e e e e s s A bbbttt 2832
5.5.9 ANS SEIVET SOUICE=IP..uurvreeieriereerierisisisisssssessessss s sss s s ssssssssssssss st sssssssssssssssssssssssssssssesssssssssssssssssnssssssssssssssssanen 2833
B.5.T0 1D NOSE. ettt s sttt et A RS e A eeesAneseensRntesaeee 2834
6.5.171 reSet dNS AYNAMIC-NOST......ooieieicicte ettt bbbt s bbb bbbt ss s s bbb e 2836
6.6 MDNS Gateway Configuration COMMANAS........co.oeruririrrenieninisieirssssessessessessssssssssssssssssssssssssssssssssssssssssssssens 2837
6.6.1 COMMEANGA SUPPOIT.....cuiiieieieieereirete ettt et seas s as st bbb bae e st bses st s bt ss s taseassastsesensnes 2837
6.6.2 diSPlay MANS GATEWAY ..ottt s bbb st s s s s s s bbbt s st s s s s sas s s en s sssssensessnsans 2837
6.6.3 display MdNS gateWay STAtiSTICS......cceriririririrrirrreisee sttt ss s st st ss st sas s s s sensnens 2838
6.6.4 diSPLAY MIANS GIOUP....eieieiireeieireireir ettt ettt sttt es st bbbt sttt es e e essbassstas 2840
6.6.5 ISPLAY MIANS SEIVICE. ...ttt sttt s s s s ba bbbt s s st s s s s b b s st st ensessnen 2842
6.6.6 MANS GALEWAY ENADLE.......ceieeeee sttt st s bbbt ensssss s s sanen 2846
6.6.7 IMANS GPOUP...euitiuierieieireietir ettt ettt sttt st bses st se st s et s bbb s bt s st s e s eae b s st se b eseeseeanenntnns 2847
6.6.8 MANS PrODE INTEIVAL ...ouveieceeceeieeiestct ettt bbbt s s bbb bbb ss s s s bbb b s snsnssnsans 2848
6.6.9 MANS PEIMNIL SEIVICE-TYPE.....cereeeeeeieieieiretresie ettt ss st ssss s bbbt s s s e s s st st essssssssnsansanses 2850
6.6.10 MANS SOUICE IP.uurureeceriueeaeineietseesetsees st asesses s sttt es s bbb s sees s e st e e s s sesseaneaesassassretes 2852
6.6.1T MANS WHILELIST SOUICE=IP...c.eueieirieieiretesie ettt s st ss bbb s s s s s s bbb s sensssessnsas 2854
6.6.12 reset MANS GAtEWAY STALISTICS.....viuriririrerieireisr sttt ss sttt sss s sssssas s senen 2855
5.6.13 SEIVICE-VLIAN ..ttt et s et b ettt 2856
6.6.14 USEr-vIan (MDNS GrOUDP VIEW)......cccueuririririesiesisseessssssssss s ssssssssssessssssssssssssssssssssssssssssasssssessssssssssssssssssssssans 2857
6.7 MDNS Relay Configuration COMMANGS.......ccovviurieririnisereisireissessenssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssseses 2858
6.7.1 COMMANGA SUPPOI ...ttt ettt ees et seas st s s ess s et b s s et s b e s bt ssesetaseassastsesssaes 2859
6.7.2 diSPLAY MIANS LAY .....eureereeeieieeieiee sttt sttt ettt bbb s e s bbb s s s b s s s s en bt st s s sssssnsansans 2859
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6.7.3 display MANS relay STAtISTICS. ..ottt sttt st sss s st st s s s sasssssansanen 2860
6.7.4 MANS GALEWAY 1D e eeceeierieieire ittt ettt st ese s st s skt s et st es e st s sassresas 2862
6.7.5 MANS PrODE INTEIVAL ..ottt bbbt s bbb bbb ss bbb bbb s s sessnsans 2863
6.7.6 MANS FELAY ENADLE. ...ttt st s sttt s s s st st ns st esssssnsnns 2864
6.7.7 INANS SOUICE IPueuueeieceeeueieieeretreesetseiseaseae sttt sas e s seae s et s st s s eas e s bbb se bt s et s e s bae b e b et se s s eesseassansrseas 2865
6.7.8 1eSet MANS rElAY SLALISTICS.....cveverririeeieieceieieee ettt s s bbbt a st s s bbb b s ensensessnsans 2868
6.8 UDP Helper Configuration COMMANAS........cccoeeirierininirinisisissessensssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnes 2868
6.8.1 COMMEANGA SUPPOIT..... ittt see st seas st st s s s s s et s st ese e sb et s s esstasesssasssesensnes 2868
6.8.2 diSPlay UAP-NELPEI POttt s bbb s bbb bbb s bbb b st 2869
6.8.3 diSPlay UAP-NELPEI SEIVET ...ttt s ss st st sssnssnsssnssans 2870
6.8.4 1reSet UAP-NELPEr PACKET. ..ottt sttt st bas 2872
6.8.5 UAP-NELPEI ENADLE......oeeee ettt bbbt e bbbt s bbb st 2873
5.8.6 UAP-NELPEI POIT..ceniieieieee ettt sttt s s s st st n s s s s s s 2874
6.8.7 UAP-NELPEI SEIVEN ...ttt sttt bbbt esetans 2876
6.9 IP Performance Optimization Configuration COMMANS..........cccoeerureerrerrerinisirsiesessseesesses s sesessessseses 2878
6.9.1 COMMEANGA SUPPOI ...t ssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnes 2878
5.9.2 CLEAN TP Af ettt R Attt 2878
6.9.3 ISCArd { 1A | 1T | SIT | £S5 Jourieeeeeeee ettt s s b st s s sse s bbb bbb s b ensenaen 2879
6.9.4 diSPlay ICMP SEATISTICS. ...ttt s st ss s st s st st ensnsaen 2880
6.9.5 dISPLAY 1P INTEITACE. ...ttt b ettt s st eanens 2882
6.9.6 display ip fOrWArdiNg SLATUS.......cc.ccuriririreieei ettt ss st se s b s st ss s sas s s st neas 2887
6.9.7 dISPLAY 1P SOCKET.....eveieeieicee ettt sttt sttt s s bbbt snsensnssessnsanen 2888
6.9.8 display ip SOCKET rEGISTEI=POIt.......ieieeeeeeeirer sttt ettt 2895
6.9.9 dISPLAY 1P SEALISTICS...vuivuririereeceeiieieisistes ettt sttt b s s s s s s bbb s s s s s s s e b en bt ensensessnsans 2897
6.9.10 display l0ad-DalanCe MOAE.........ocrririririreirerenes sttt sttt sss s sss s s st sassssssssasssnsas 2899
6.9.1T diSPlay NETWOIK STALUS......oieeieireeirees ettt sttt sttt 2900
6.9.12 dISPLAY PrIOTTLY ...veveeieeieieriesieeeeeie sttt ss bbb s s st ss s s b s bbb st s sessssassans s s s sssensnssnsans 2902
6.9.13 diSPlay FAWID SEATISTICS....rveeeere ettt sttt st ae s s snnssnsas 2903
6.9.14 diSPlay TP STALISTICS...eueuiureeieireireir ettt es ettt eas e b e bbbt es st e b st 2905
6.9.15 dISPLAY LCP STALUS.....eeeeeieeieeieieiet ettt sss bbbttt b s s s s bbbt ssessesassanssnsas 2908
6.9.16 dIiSPlAy UAP SEATISTICS....urveeerereereeiiriririete sttt st ssss st st ss s s s s st st 2910
6.9.17 drop illegal-dSt-iP ENADLE.......co. ettt st 2912
6.9.18 drop Illegal-ip diSADLE. ...ttt bbbt s s sa bbb bbb s s snes 2913
6.9.19 icmp blackhole UNreachable SENM......... ettt sssssansns 2914
6.9.20 icmp host-UNreachable SENd..........c ettt 2915
6.9.21 icMp POrt-UNreaChable SENG...........ooveiririieereceeeeee e b s sas s sa s bbbt sessassassansans 2917
6.9.22 icmp protoCol-UNreachable SENG........o.iririeirreer ettt sas st sssssnes 2918
6.9.23 ICIMP FECRIVE ...ttt ettt st st bt et bt ettt ettt 2920
6.9.24 ICMP FEAIFECE SENG.....ceieieieieie ettt bbbt s s bbb b st s s s s bbbt s s sss s s sas s s 2922
6.9.25 ICIMP LIME-EXCEEA. .....cvreeereeerieieiete ettt s s st s s s s s s st ensensessessnsanen 2924
6.9.26 ICMP tH-EXCEEARA AIOP. .. ettt sttt ettt es s eanen 2925
6.9.27 ICMP tH-EXCEEAEA SENU.......ceeeeeeeieiteee sttt bbb bbb bbb s s s ses 2927
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6.9.28 ICMP UNTEACKHADLIE AIOP ...ttt ettt s s sss s bbbt snsessssssssssensas 2928
6.9.29 ICMP With-0PLiONS ArOP.....ceeceieieicieicirere ettt sttt anesetans 2929
5.9.30 ICIMIP-TEPLY TAST. ittt b sttt b s ae bbb s s s es s b s b e s b s s st s sessnen 2931
6.9.31 ip error-packet-Check diSADLE........... ettt nen 2932
6.9.32 Ip FOrWAId-DrOAACAST. ... ettt sttt 2933
6.9.33 ip forwarding CONVEIgE NOIMAL.......c.cievriririieieeieeesiesie sttt s st et ssss s sas s s ss st ssessessssanssnsas 2935
6.9.34 ip FOrWarding AiSADLE........c.oveeieeee ettt 2936
6.9.35 1D TLL-@XPITEA AIOP....uieieieceeeeieireirei ettt sttt ettt aneas 2937
6.9.36 IP VEIifY SOUMCE-QUAIESS......oveerereieriieisisiss sttt ss st sss s s bbb st ss s s sass s bbb s st st ssssansansansans 2938
6.9.37 ipv4 destination-Uunreachable drOP....... st ssss s sansns 2940
6.9.38 IPVA fragmeENt ENADLE. ...ttt ettt 2941
6.9.39 ipv6 destination-UNreachable drOP........cieee sttt s s s st sssssssssassansans 2942
6.9.40 IPVE WIth-OPLtIONS IOP ...ttt ssss s st s st ssssssssssssss s s s s s ssssssssssssssssnsansnns 2944
6.9.47 10ad-balanCe (SYSTEM VIEW) ..ottt e s st bbb et n s snssas 2945
6.9.42 10@d-DALANCE VPN...ccooii sttt b st bbbt s bbb bbbt a b sa st nen 2946
6.9.43 management-port icmMp-reply fast diSADLE........corrrerree s sss e 2947
6.9.44 reSEL iP SOCKET MONITON ...ttt st esetans 2949
6.9.45 reSEL IP SOCKET PKESOI.....uuieieeieeieeieiitee sttt ettt sttt sas bbbt s s s s bbb s en s nsssessnsanes 2949
B.9.46 1ESEEL IP STATISTICS. ..ttt st et st et st et 2950
6.9.47 1S FAWIP STATISTICS...cuiuiieiceeicieictri ettt ettt 2951
6.9.48 rESEEL TP STALISTICS. cou vttt e bbb bbbttt st s s 2952
6.9.49 FESEL UAP STATISTICS. ..ttt sttt s st s e ses s sansansas 2953
6.9.50 SEE PIIOITEY ettt sttt sttt sttt et et ettt bt 2953
B.9.57T LCP MUNIMISS ittt sttt sttt as s st s s et bbb e s e e s e s b et n s b e st seb st eennsenassnes 2955
6.9.52 TP MAXMISS ettt sttt ettt sttt ettt ettt bbbt sttt b bt see 2957
6.9.53 tCP SENA-TrAP DINA-POIT....cc ittt 2958
6.9.54 £CP tIMEI FIN-LIMEOUL.....ceierierec ettt bbb bbb bbb s s bbb e 2959
6.9.55 £CP LIMEE SYN-TIMEOUL ...ttt ettt ae s sesaeaeen 2960
5.9.56 LCD WINAOW......cuieiiiitreir ettt cs st st s sttt s s et eeaseanenes 2961
6.10 Basic IPV6 Configuration COMMANAS........c.cceiueieeeeeierieinisiesiesiesesssessssssss s sssssssssssssssssssssssssssssssssssssssssssssssessnsnns 2962
6.10.T COMMANGA SUPPOIT ... isieesisisstssesesssss s st sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssesssssssssssssssessssanen 2962
6.10.2 display default-ParameEter TCPB.......cccow ettt ettt sttt eene 2962
6.10.3 diSPlay ICMPVE STALISTICS. ...cuvuieieereeieeieirisiee ettt ses s bbbt s e s s s bbb b es s ssessssassassensensens 2963
6.10.4 display ipv6 attack-source overlapping-fragment........cconinirinneeseseseseseess e sse s sees 2966
6.10.5 diSPlay IPVO INTEITACE......cu ettt st sttt sttt eanens 2968
6.10.6 display iPV6 INEITACE LUNNEL ..ottt se s bbb s ssssssassansas 2971
6.10.7 diSPlay IPVO NA LrACK. ....ceeierieeieeeeirireier ettt sttt ssss sttt s s st st s s essssssansanses 2974
6.10.8 diSPlay IPVO NEIGNDOIS.........oeieeeee ettt s et sanen 2976
6.710.9 diSPlay IPVE PAtIMEUL....ceieriiiirc ettt bbbt s s bbb s sas s b nes 2980
6.10.T0 diSPLAY IPVE SOCKET.....ueeeeirereriereeiriisi sttt sttt ss st st ss s s sasssnsensnsns 2982
6.10.T71 diSPLAY IPVE STATISTICS. .eucuueeiureeeieieireitreie ettt ettt bbb sttt s s easenes 2985
6.10.12 display Nd optimized-passby SLATUS.......ccccciireieeieieieicieeessee sttt sas s s st sessssssssansans 2988
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6.10.13 display Nd optimized-reply StAtiSTICS.....ccovvrrirrriririrrireersisee sttt sttt sss s sssssss s snes 2990
6.10.14 display Nd OptimizZed-reply STAtUS.......ccooirriirierierer ettt es sttt sasens 2991
6.10.15 diSplay raWip IPVO SEALISTICS....ccovururriereeieeieeirisie sttt b st s st ss bbb b s sessenes 2992
6.10.16 display tcp ipv6 authentication-StatiStiCS......covririirieririeri sttt ssssssaeses 2994
6.10.17 diSPLlay TP IPVO STALISTICS. ..cuevrereeereecireiree ettt ettt tss st eb sttt s s st asenetans 2996
6.10.18 diSPLay LCP IPVE SLALUS......eeiereerieieiete ettt ettt s bbb ss s bbb s s s b s bbb st s s sessenes 2999
6.10.19 display thiS IPVO INTEITACE ..ottt sttt st s st nsas 3003
6.10.20 diSplay UdP IPVE SEATISTICS....cuovueeieeereirieeieieieireirei ettt sttt sttt 3006
6.10.271 eth-trunk (EUNNELINTEITACE VIEW) ..ottt s sasaes 3008
B.T0.22 TPVttt ts sttt e b s bbbttt 3009
6.710.23 TPV @AAIESS.....eeeeeeeeieieiretreireieeee ettt sttt eb s ettt ettt s st b st 3010
6.10.24 IPV6 QAAIESS QNYCASL.....oueveierieririiereieiesieeie sttt saessssse s sttt sss s sssssssssbss s st ss s sssssessssasssssesssssnsensessessesanen 3013
6.10.25 ipv6 address QUEO GLODAL ...ttt st s st enassansas 3014
6.10.26 ipv6 address QULO LINK-LOCAL........cwei ittt sttt 3016
6.10.27 IPVO QAAIESS EUI=B4......occeeeeeeierrieieietesissee sttt sss bbb b s s s bbb bbb s s s s sss bbbt st s s s s sansansenses 3017
6.10.28 ipV6 QAAreSS LINK-LOCAL.....cureeerierierieisieirei sttt sttt ss s sss st ns s sssssssssssanen 3019
6.10.29 ipV6 €NADLE (INTEITACE VIEW) ....uieieeecieecieectee ettt s st ss s st s st en st sanes 3021
6.10.30 IPVO ICIMNPBITON ...eeuiieeieeeiieeieerieeeeeee e ss st sss e sas s s ssssssssssssssesssssssssssassesssssssssessssessssassssessssssssesssssssssnssnsas 3022
6.10.31 ipv6 icmp blackhole UNreachable SENA........... et ssssssnenes 3024
6.10.32 ipv6 icmp port-unreachable SENG..........ccoorririiriee ettt et ss et seen 3025
6.10.33 ipv6 icmp hop-limit-eXCEEAERMA SENM........cciiierieririeiere ettt s st sas s sanes 3026
6.10.34 IPVO ICIMP FECRIVE......eeieeeeeeeieeeie ettt sttt ettt st s ettt et s e st e e et enastens 3027
6.710.35 IPVO ICIMP SENG.....omiieieiieeireie ettt bbb s st eeseeseeassaen 3029
6.10.36 ipV6 iCMP t00-DIg-rat@-liMit.......ceceveieieieiieeere ettt s bbb ssssansanaes 3031
B.T0.37 TPV MU eutieiitririiieieieeetsete sttt eb bbbt b b bbbttt 3032
6.10.38 ipv6 nd autoconfig managed-address-flag.........ccornreeererese et 3034
6.10.39 ipv6 Nd aULOCONTIG OLNEI-Flag.....cceveeeeieeieeiree ettt bbb anes 3035
6.10.40 iPVE NA AU QEEEMPES.....ceoiererieerieieirer sttt sas sttt sssss s s st en s sensensnsns 3036
6.10.47 IPVE NA NOP-LIMIT...iiiiiiiere ettt sttt tas 3038
6.10.42 iPV6 NA LEAIMNING SEICE.....ouiieirieeieeeieeeeie sttt sb sttt s s s s s s bbbt s s s s s sassassensnes 3039
6.10.43 ipv6 nd link-local-entry-1earn @NabLe........... sttt seen 3041
6.10.44 ipv6 N NEIGNDOI-LIMIT.....oiiiee sttt sttt 3042
6.10.45 ipv6 NA NS MULLICASE-ENADLE.......oveieee ettt bbbt s s senas 3044
6.10.46 IPVE NA NS FEEFANS-TIMEN ...ttt sss s s st ss st ss s s e st snsessssssssssasssnsnes 3045
6.10.47 ipv6 Nd NUA rEaChaDLE-TIME.......oeieee ettt eaeen 3047
6.10.48 ipv6 nd proxy iNNEer-access-vlan €NabLle.........ereieeee st ss st essssensans 3049
6.10.49 ipv6 Nd proxy iNnter-access-vIan ENADLe..........ccocrreree sttt sasses 3050
6.10.50 TPV N F@..eiriiiiirieriieieieieireis ettt es sttt s st s et bbb b b st eas bbbt et 3051
6.10.5T IPVB NA 1A ANS=SEIVET....coeieeieriristeieeieeeseiess st sessess s st st sss s s bbb s bt s s s s sssssssasssssessessssssssssssssnsanes 3053
6.10.52 IPV6 NA 1A ANS=SUFFIX ruruiiriririreireieisieisisie sttt ss st ass s st s st s ss s sss st sesssssssesssssnssnsns 3054
6.10.53 TPV NA 13 DAL ..ottt ettt s as st 3055
6.10.54 IPV6 NA 1A NOP-LIMIte.eieiiiiiriiiiiecieceeeeeee sttt se bbbt s s sa bbb s snssessnnas 3057
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6.10.55 IPVO NA 1A PrEIEIENCE. ..ottt sttt s st s st s s st sssssssssssssssss st nsssssssnssnsnns 3058
6.710.56 IPVO NA T PrOTiXe.u ettt sttt sttt anens 3060
6.10.57 ipv6 Nd ra roULE-INFOIMALION.......oieieeieeieiee ettt as s bbbt et n s saen 3063
6.10.58 iPV6 NA 12 FOULEI-LIfEEIMIE. ...ttt sss st ss s sssas s senen 3065
6.10.59 IPVE NA SLALE-TIMEOUL. ...ttt sttt sassas 3066
6.710.60 IPVO NEIGNDON ...ttt bbb a bbb bbb s s bbb bbbt en s sanen 3067
6.10.61 ipV6 PACKET-t00-DIg ArOP.....ieieeierierieie ettt ns e snsaen 3069
6.10.62 IPVO PATNIMIEUL..coeuieiiiree ettt st s sttt aebenen 3071
6.710.63 IPVO PALNIMEU Q..o sttt s s bbb bbb ss bbb bbbt s s bbb st nsssessesanen 3072
6.10.64 Nd Optimized-Passhy ENADLE..........oeee ettt sna e 3073
6.10.65 Nd optimized-reply diSADLE. ...ttt 3074
6.10.66 Nd trap hash-CONTLICE NADLE...........oooieieeeeee ettt anas 3076
6.10.67 Nd trap hash-CONTLICE NISTONY......oirirrreee ettt ss s ssss st nses 3077
6.10.68 Nd trap hash-CoONTLICE INTEIVAL ..ottt sttt 3078
6.10.69 Nd-Miss MeSSAGE-CACNE dISADLE.........c.oouieeeeeeeee ettt bbb sss s s s ans 3079
6.10.70 reset ipv6 attack-source overlapping-fragment. ... sssssasssnnans 3080
6.10.771 reSet IPVO NEIGNDOIS....... ettt sttt eantans 3081
6.10.72 reSEL IPVE PALIMEUL..cecieieieiic ettt sttt bbb s st s s bbbt s s snssssaesansas 3083
6.10.73 reset IPVO SOCKET PRESOIT......oieiriririei sttt sttt ss s bbbt st ess s st nssssessssanen 3084
6.10.74 1ESEL IPVE STALISTICS. ouuvuieicteiceei ettt sttt sttt taes 3084
6.10.75 reset Nd Optimized-reply SLATISTICS......cccorieierieiieee ettt bbbt ass s s ssassansas 3085
6.10.76 reset raWIP IPVO STATISTICS. ..ottt sttt s st ss et seasteeaes 3086
6.10.77 reset tCp ipv6 authentiCatioN-STAtISTICS. ... oottt eesees 3087
6.10.78 reSet LCP IPVO STATISTICS. v reiieeiieeicieieie ettt sttt sttt as e sn st s srnns 3088
6.10.79 reSet UAP IPVO STALISTICS...vvvureriereeriririeieire sttt sttt sas sttt sss s st ss st s s sas st nsenen 3088
6.10.80 segment-routing iPV6 NEAM POP.....coi ettt et ta sttt es st ss e 3089
6.10.8T SEIVICE tYPE LUNNEL..uveieeieieeieeieeiee ettt sttt bbbt s s ettt se s s s s st 3091
6.10.82 £CP IPVO IMAX-TTISS .ceiieireeeireeeiiiet sttt tsasessesasss st stas s stas st se e tas s s b s ba e seassseaesseaesetasseeassstas s eassseaesanassassesassnen 3092
6.10.83 £CP IPVO IMIN-INISS ettt ettt ettt ettt bt et ettt bttt 3093
6.10.84 £CP IPVO tIMEI FIN-LIMEOUL......ecieiiiieeteeeeeee sttt bbb s s s sanses 3095
6.10.85 tCP IPVO tIMEI SYN-TIMEOUL ..ottt sttt seeneseen 3096
6.710.86 LCP IPVO WINUOW......ceieieiieireiiiseieee ettt sttt sttt sttt bbb s b st et 3097
6.11 DHCPV6 Configuration COMIMANS........cccoeveuiuerirrerieesinininis it ssssssssssssssssssssssessssssssssssssssssssssssssssssssssssssnsans 3098
6.17.T COMMANGA SUPPOIT ..t stssesesssssssssssss et s s s ssssssssssssssssssssssssssssssssssssssssssssssssssssssesassssssnsassssessnsanes 3098
6.17.2 AAAIESS PrefiXu . cuiereuiueiueireieireireisteetie ettt s ses s st b s s et bbb st basbasbesseeas 3098
6.11.3 capwap-ac (IPV6 address POOL VIEW).........curririniiriinieneenieeisisssississtesesssssssssssssssss s sssssssssssssssssssssssssssnsssssnses 3101
6.171.4 CONFlICt-addreSS EXPIrE-TIME....oiririeeeeerireireer et s st sss et sss bbbt ss s s s s s s s st st ensnsanen 3103
6.11.5 dhcpv6 client iNfOrmMatioN-rEQUEST.........c.couiiee ettt eaen 3104
6.17.6 ANCPVE CLIENT PU..oeeieeeeee ettt bbb bbb s s s bbb s sasnsssansas 3105
6.171.7 ANCPVE CLIENT FENEW....eeeeeeeeeeeieie sttt sttt st ss sttt s s s bbbt snsesssnsessnsanen 3107
6.7171.8 ANCPVE UI.....oeeiiee ettt sttt es s eanen 3108
6.11.9 dhcpV6 INLErface-id FOIMALt. ...ttt ss s bbbt s s esassansas 3109
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6.11.10 dhcpvb interface-id INSEIrt @NADLE.. ..ottt sanen 3113
6.1T. 11 ANCPVE PACKET-TALE...eueeieeeee ettt sttt seantans 3114
6.11.12 dhcpvb packet-rate drop-alarm @NAbLe.........ieceeeee st ses s 3115
6.11.13 dhcpv6 packet-rate drop-alarm threShold.............o e 3116
6.1T.T4 ANCPVE POOL..ueriiiiieeieiirer ettt ettt bbb b e sanen 3118
6.11.15 dhcpv6 relay advertise prefix-delegation FOULE........c.ceieieieieeeeeeeee st ss s 3119
6.11.16 dhcpvb relay prefiXx-delegation FOULE..........co et sssss st snssssssaen 3120
6.11.17 dNCPVO relay deSTINATION. ..ottt et bbbttt 3122
6.17.18 ANCPVO FELAY SEIVEI-SELECL......cveieiiiecierieeieccieieis sttt ss s sas s bbb ssss s s s sas bbb s s s sessnsans 3124
6.11.19 dhCPVE relay SOUICE-INTEITACE. ..o ittt ss st ssss s s sassnsnses 3125
6.11.20 dhcpvb relay option79 INSErt @NADLE.........co ettt 3128
6.11.271 dhCPVO remMOLE-id FOIrMAL......cveieeirieieicieeie ettt bbbt s st s s bbbt se bbb st nen 3129
6.11.22 dhcpv6 remote-id INSEIt @NADLE........c.ooieceeece ettt sttt nsas 3134
6.11.23 dhcpv6 remote-id rebuild @NabLle.........o ettt 3135
6.171.24 ANCPVO SEIVEL (SYSTLEIM VIEW) ...uuieeieieieeierieisisiss et ssss st sssssssss st st ssssssssssssssssss s sssssssssssssassassensanes 3136
6.11.25 dhCPV6 SEIVEr (INTEITACE VIEW) ..ottt sttt ss st s ssssnsnsansnns 3139
6.11.26 dhcpv6-server (DHCPVE SEIVEr GrOUP VIEW).....c.ccoiiuiureureeriueeeiseseseacsseasessessssssssssssessesstssssssssssssssssssssanens 3142
6.11.27 ANCPVO SEIVEF AtabDase........cuieeieeiiiicee sttt bbb s bbb st saen 3143
6.171.28 ANCPVO SEIVEE GEOUP...eerieririreriereenieressssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssnssnes 3145
6.11.29 diSPlay ANCPVE CLIENT....e.ceieiie ettt sttt nen 3146
6.11.30 display dNCPVE CLIENE PrEfiX. .ttt s bbb s s sssssaessssanen 3148
6.11.31 display dNCPVE ClIENT STATISTICS....cvuruierierreeeieerieieisi sttt sssssssss s s s st snssssnnnns 3149
6.11.32 diSPlay ANCPVE AUI......ceieeeieer ettt es sttt eneen 3151
6.11.33 display dhcpv6 relay CONFIGUIAtION.........couiveviveiieiececeeestss ettt sas st ssssssansans 3151
6.11.34 display dhcpv6 relay prefix-delegation........rrieerineeneesiss st ssssss s s s senes 3153
6.11.35 display dNCPV6 relay StAtISTICS......cvvureueirieieireireertire ettt ettt et 3155
6.11.36 diSPLay ANCPVE POOL...ueeeeieieirieicieeies ettt sttt ss bbbt sas bbb s s s sassansanen 3157
6.11.37 diSPlay ANCPVO LAY .....veieeeeieirir ettt sss s s s ss s s st en st snsesssssnsans 3161
6.171.38 diSPLay ANCPVE SEIVEN ...ttt sttt bbbt 3162
6.11.39 diSplay ANCPVE SEIVEI GIOUP.....ccueiivririeieeerierisisisissiesessesssssss st es s ssssssssssssssssssssssesssssssssssssasssssasssssssssnssnsas 3163
6.11.40 diSplay ANCPVEO STALISTICS.....ouveeerierierierieirieirrisereses sttt s st s s s s sanssnses 3165
6.17.47 ANS=AOMAIN-NAMIE. ...ttt ettt et s s es s st s et b et s s taseassantsebensnes 3169
6.11.42 dns-server (IPV6 address POOL VIEW) ..ot ssesseesssssssssssssssssssssssssssssssssssssssssesssssssansas 3171
6.171.43 @XCLUARA-QAAIESS.......cucvireeeieeeeieireeeiee ettt ettt e bt 3172
6.171.44 INTOrMAtION-TEITESN......u ettt bbbt sanen 3174
6.11.45 ipV6 address QUEO ANCP ...ttt sse st ss s a bbb bbb s s sbssssnssnsanen 3175
B.T71.46 LINK-@AAIESS......ceceiereereeireireieei ettt ettt e b bbbttt 3177
6.11.47 1OCk (IPV6 QddreSS POOL VIEW).....cvuieieecirecieeieetsiete ettt ss sttt ss s s s snes 3179
6.11.48 10gging (IPV6 address POOL VIEW) ...t sssssssssssssss s ssssss s sssssssssssssssssssssssssssnssssansas 3180
6.771.49 NiS-AOMAIN-TIAME. ... imiitriieireireireie sttt ts e ssees s sse bbbttt ettt sttt ssne b 3182
6.717.50 NiSP-AOMAIN-NIAME.....cuiieieieiretr ettt sttt s sttt es sttt s e sb bt steees 3183
B.1 1.5 NP =SBV ..ttt ettt as s st s st s s s e s b a st bttt et s ee s n s ennnsnaneas 3184
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6.1 T.52 NIS=SEIVEN ...ceueeieercecreietreeseieserae ettt istesessessese e ettt s e s ettt s s e ettt s s e bbbt sessesesenc 3186
6.171.53 PrefiX-delEgAtiON.......cocieeeeeeeeeieeseee ettt bbbt bbbt b bt st s s s sannas 3187
6.11.54 renew-time-percent rebind-timeE-PEIrCENT.........ccou ettt s s sassenans 3190
6.11.55 reset dNCPVE ClIENT SLALISTICS.....cvviuereeiririeiriesisireiets ettt ss sttt s s s s e 3192
6.171.56 1St ANCPVE POOL.c..ceuierieieie ettt bbb 3193
6.11.57 reset dhcpv6 relay prefix-delegation FOULE.........rrie sttt sssssssnans 3194
6.11.58 reset dNCPVE relay STALISTICS......oiuiueieereeieieieieiee ettt bbb s sas e s banes 3195
6.171.59 reset dNCPVE SEIVEE STATISTICS......cuiveireeicieeeieeeteee sttt ettt s bbbt s s senee 3196
6.171.60 reSet ANCPVE STALISTICS. .....cvuereeeeeiieieirieiee sttt s s bbb s s s s bbb s s s snssnsas 3197
6.171.67 SIP-AOMAIN-NAMIE.....oieeiieeieieisieeieestees ettt sttt as s s s bbb e st et ss b s s s s s s s s s s s s s snsansnsas 3198
6.11.62 sip-server (IPV6 address POOL VIEW)......c.ccirirerierierinieisisissississessssssssssssssssssssssssssssssssssssssssssssssssssssssssssassans 3199
B. 171,683 SNEP-SEIVE ...ttt ettt ettt a e bt a e et tseas et st as s e et ae s e b et e reae b et st ae et et et aeas s et et tasseseteeas 3200
6.171.64 SLAtiC-DINA QAUIESS......coieeiecireicereiree ettt et e ettt 3202
6.171.65 SEAtIC-DINA PrefiX. ittt bbbt bbb s s e s b nen 3203
B.171.66 SUDOPTION ..ottt ettt ss e s s b s s s s s bbb b s s esasses st ensssesssssnsessssessnsesansesans 3205
B.11.67 VENAON-SPECITIC. ..cueuereeierieriririeisisst st st st sss s s bbbt st ssssssssssssssss st en b sssasesssssessssassansnsensensensnssnen 3207
6.12 IPv6 DNS Configuration COMMANGS.........c.euuriurruriurieneineeniessss s eessisssesesessssssssessssssssssssssssssssssssssssssssssessssssssnees 3208
6.12.T COMMANGA SUPPOIT..c.eiirieriririreireirisieisisisstssesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssesassssssssnssssessnsanes 3208
6.12.2 display dNS ipV6 dYNAmMIC-NOST........cuiuiiriiieieeieeeieieiesis sttt sess s bbb st ssssss s sessnsenans 3208
6.12.3 dIiSPLAY IPVO NOST ...ttt st ss sttt st bbb senen 3209
B.12.4 ANS SEIVET IPVB.....oieiieriririreieeieiiesess sttt ssssss s s st st ssssssss s s s s s b st es s ss s s sas b s es s st st s s ssessss s bsssensenssssesssanen 3211
6.12.5 NS SEIVEL IPVE SOUICE=IP...cuuuierierieiiiueiecieireieisetseasese et ebse s ess e bbbt ss st e bbb s esetaseassnstsesssns 3213
B.T2.6 IPVE NOST....eieririieicieceeirete sttt s b b bbbttt 3214
6.12.7 reset dns ipV6 dYNAMUIC-NOST........c.curieieirieieeeeeeeestste sttt ss bbb s st sas bbb e 3215
6.13 IPv6 over IPv4 Tunnel Configuration COMMANS........ccoeurururrireirieneeninieisissirseseeseessssesesssssssssssessessssssssssssnns 3216
6.13.T COMMANGA SUPPOIT....uiiiiiiierieireieirisis st essesssesssssssss s st st sssssssssssssssssssssssssessessssasssssassssssssessessssassasssssassssesssanes 3216
6.13.2 AESEINATION ...ttt ettt s s s s bbb s b s s s st ee st e e st ee st s st s se s s s ssnses st essssessnsesansesans 3217
6.13.3 INTEITACE TUNNEL ..ottt s bbbt 3218
B.13.4 SOUICE.....ceeeeeteee ettt ettt ettt ettt st et b st ettt a et E e ae s b et e e e b et eae bt et ae st et s et as b e s et easbebeteasasteteen 3220
6.13.5 LUNNELI-PIOTOCOL.....ce ittt sttt s sttt st s s e s e ansnnssnsas 3222
6.14 1Pv4 over IPv6 Tunnel Configuration COMMANS.........cccuomurieririeneeneensenieisisisississessssssssssssssssssssssessssssssssansans 3224
6.14.17 COMMANA SUPPOI....ceitieiteieeieeeteeietseietstessee et sss st ssss s st esassessssssse s ssessssessssessssessssessssessssssssssssssssessssessssessssesanses 3224
6.14.2 diSPlay INTEITACE TUNNEL......oveieeeeeeei ettt ss s bbbt st ss s s bbbt essessnsaen 3224
6.14.3 tunnel ipv4-ipv6 encapSULAtiON-LIMit.......cccocoiueieeieeirieieeeeeeeeeee et sas s 3227
6.14.4 tUNNEL IPVA-IPVE FLOW-LADEL......oeeieeee sttt sttt ssss s 3229
6.14.5 tUNNEL IPVA-TPVE NOP-LIMIt. ettt sttt s bbbt b bbb s s s e sanes 3230
6.14.6 tUNNEL IPVA-IPVE LraffiC-Class. ..ottt bbb s sanaes 3231
7 IP Unicast Routing COMMANS.........ccceeeeereeereereecreereesseeseesseesaessesssseseessessasssssssesssssasssans 3233
7.1 Static Route Configuration COMMANGS.........cocvvuierienieririseeisississessesssssssssss s sssssssssssssssssssssssssssssssssssssssssssssssssses 3233
7.71.1 COMMANGA SUPPOIT...cciuiirieriiieisiesiesieseeeaesssss st assssssssse s st es s s st essssssssssss s st st essessessessssssbsssassssessessessssanssnssnsansnns 3233
7.1.2 ip route recursive-looKUD DgP-VPNVA-TOULE..........cccourrrerrireereer ettt ettt ss s s s ssssssssnsns 3233
7.1.3 ip route recursive-lookup blackhole protoCOL STAtIC......cccvririerirririirrirreieisissis s ssenes 3235
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7.1.4 ip route recursive-lookup inherit-label-route eNable............coerrrrerercense s 3236
7. 1.5 D FOUEE-SEATIC.cou ettt sttt bt bbbttt bt 3238
7.1.6 ip route-static defauUlt-PrefErENCE. ...ttt s bbb a s s ssassansas 3242
7.1.7 ip route-static track bfd-session admindown iNVAlid.........c.cceerieririririneineiseesr st 3243
7.1.8 Ip rOULE-StAtIC VPN AINSTANCE. ..ottt sttt taen 3244
7.1.9 ipv6 route recursive-lookup inherit-label-route enable.............iieiecnecireee s 3248
7110 IPVE FOULE-STALIC. ... vueeieeirieeerieireeir ettt sttt bbbttt et bt eens 3250
7.1.11 ipv6 route-static default-PreferenCe... ...ttt 3253
7.1.12 ipv6 route-static track bfd-session admindown iNVALlid..........cc.eeveieiceirierneieenceiesis s 3254
7.1.13 ipV6 roUte-StatiCc VPN-INSTANCE. ...ttt eaees 3256
7.2 RIP Configuration COMMEANGS........cceeuureireuneereeriiseieesisietsesseesessessasessessssssssesssssesseassssssssssssssessesstassssssssssssssssssssens 3259
7.2.1 COMMANGA SUPPOI...cccuierieririeisiestesieseesesssssses s sasssssssssessssssssssss s sssssesssssessssssssssassessessesssssssssssnsasssssssssssnsassasssnssnsnsnns 3259
7.2.2 bfd all-iNterfaces ENADLE(RIP) ...ttt ettt sttt sttt st st se sttt s s s st s nasans 3259
7.2.3 Bfd Qll-INTEITACES(RIP) ottt ettt sttt a et sttt s s et ssasaesesesanans 3260
724 CRECKZEIO (RIP) ettt ettt a st ettt s s e st s st esssssas st ssssassstssssnsassssssasasssssnnsasens 3262
7.2.5 AEFAULL-COST (RIP) .ottt sttt sttt sttt ettt s s as st s s sasasasasasasasasasasaen 3263
7.2.6 defaUlt-TOULE OFIGINATE. ...ttt sttt 3264
7.2.7 AESCHIPLION (RIP) ..ottt sas sttt se s bbbt s s s b s s bbbt s st sses s s s b s s s s nssssensessnsans 3266
7.2.8 display default-ParameEter M.ttt ssssss sttt ssssssssssssssssssssssssssssssssssssssssssnsnsnns 3267
7.2.9 dISPLAY 1Pttt ea st ekttt 3269
7.2.10 diSPlay [P DA SESSION.....oivierieire ettt sttt bbbt et s bbb st s s sass s st 3273
7.2.17 diSPlay [P AtADASE......vuieeeeieeeer ettt s s bbbt s sss s s s s s st nses 3275
7.2.12 display 1P GraCefUl-TESTAT.... ..o ettt ettt seen 3276
7.2.13 diSPlaY [P INEEITACE. ...ttt sttt bbb bbb a s bbb s s s s sansanbenanes 3278
7.2.714 diSPlay 1P NEIGNDOT ...ttt ss s bbbt s sas s s s s srnsas 3281
7.2.15 display rip Neighbor Last-NDr=dOWN...........cco ettt eaeen 3283
7.2.16 dISPLAY [P FOULE.....euieeeeeeeeeeeieie sttt sttt ae s bbbt s s s s s bbbt s s s se s bbb b st s s s sesanen 3284
7.2.17 display rip StatiStiCS INTEITACE. ..ottt sttt st nas s snsas 3286
7.2.18 filter-policy @XPOIT (RIP) ...ttt sttt ettt 3288
7.2.719 filter-policy IMPOIt (RIP) ..ottt sttt sesssssss bbbt sssssessssssssssss s st esssssessssassssssnsansnns 3290
7.2.20 graceful-reStart (RIP)......coiorerurieririrereeisietssissesseseessss st st ssssssssssss st st ssssssssssssssssssnsssssssssessssssssssassansns 3292
7.2.2T NOSTE-TOULE......e ettt st bbb s e et et bbb s sanen 3293
7.2.22 IMPOIE-TOULE (RIP) ... ieieeiriiieeieeieeteeieteeie ettt s st ss s s s s bbbt s s s b s bbb st sn s s s sassan s snsenen 3294
7.2.23 maximum 10ad-balanCing (RIP) ...ttt sss s s s st ss s st sssssssssssanen 3296
7.2.24 NEEWOIK (RIP) .ttt ettt ettt sttt et ae s e s s st st basastesesasansesesasansesesasassesesesanans 3297
7.2.25 PEET (RIP) ettt sttt ettt e b ettt 3298
7.2.26 PrEfEIENCE (RIP) ..ottt sttt s s s st s st es s s s s st st ensnssessssanen 3299
7.2.27 1St 1P CONFIGUIATION. ...ttt e bbbttt eeses 3300
7.2.28 1ESEE MP STATISTICS. couuiertrieieicteeeteeete ettt sttt s bbbt sa st s st se st s st sssesnsssassssanens 3301
7. 2.29 MDA e ettt 3302
7.2.30 rip @QUEhENTICATION-MOE. ...ttt sttt bbb sneantans 3303
7. 2.37 1P DFQeee ettt bbbttt 3306
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7.2.32 [P DEA DLOCK- ottt sttt st s st 3309
7.2.33 1P DEA @NADLE...... ettt bbb 3310
7.2.34 1P DI SEALIC. ittt ettt bbbt bbbt b s s b a bbb s et en s ssenans 3311
T.2.35 TP INPUL ottt s ettt e ettt aeas 3313
7.2.36 TP IMNEEIICIN. ..ttt sttt et et et et bt ettt ae 3314
7.2.37 TP IMNEEIICOUL ettt sttt sttt s st et se e s s b s b s s s s s e b s s eeassenassensssensssnaen 3315
7.2.38 FIP MID=DINAING ettt sttt sttt s s st st snsnssesssnnsensnes 3317
7.2.39 FIP OUEPUL ettt bbbt bt bttt etae 3318
7.2.40 FIP PREEIANSIMIL ..ottt sttt bbb bbb s s s s sess bbbt s s st s s s s sas b s b s s st st ensessnen 3319
7247 [P POISON-TEVEISE.....ceeeeeeeireereeiete ettt sttt sttt ss et s et st e s s et s et se bbb e bbbt as et et sseas b e nssens 3320
7. 2,42 [P FEPLAY-PIOTECE. ...ttt ettt eb st b s bbbt s s s eantnns 3321
7. 243 [P SPLE-NOIIZON. ...ttt a s bbb s s s s s s bbb ensessenans 3323
7.2.44 FID SUMMAIY-QAAIESS.....oeriereeerireirririereisss sttt sssssssssssssssss st sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassnsssnsanes 3324
7.2.45 1P Valid-TEl-NOPS. ...ttt bbbttt aen 3325
T 246 TP VEISION...ceiuririeririeeieiesieeeeisesstsssetssaessas s s st esssssassssesssessssesssssssssssssssssesssssssssesassessssessssessesssssssssssasssssssssnssessssesassasans 3326
7247 SIENE-INTEITACE (RIP) et a s s s asasasasasasasasasasasaes 3328
7.2.48 SUMMATY (RIP) ettt sttt bbb s bbb s s ettt s s s s s st nsesenes 3329
7289 LIMIEIS P uieriieeieeeieeieisie ettt st ss s st s et se st s s e st s st sasssesse s s se s st e b s s ebasbeesssseasssesssesasssnssssnssssnsessnsssnnsns 3331
7.2.50 VEIITY-SOUICE (RIP) ettt sttt ss s bbbt ss s s bbbt ensensnsessnsanen 3332
7257 VEISION (RIP) oottt ettt st s s ettt s st eb s s st esesasassesesasassssesesasassesasasassesesasanaas 3333
7.3 RIPNG Configuration COMMANS........ccoiuiueeeeieeieeininissisisissessesssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssassanses 3334
7.3.1 COMMANGA SUPPOIT...cciiieririeiriririeseiseisessessasssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnns 3334
7.3.2 CHECKZEIO (RIPNQ) ..ottt sttt sttt sttt s s s st es s bs s ess st es st essssessssensssensesnsessnsessnsesanens 3334
7.3.3 defaUlt-COSt (RIPNQ)....ioiiririiiiiesieieniieisisisi sttt sss bbbt essssssssss bbb s st s s ssssass s s st en s ssessssassansansensnns 3335
7.3.4 dESCIIPLION (RIPNQ) .ceiurieririeeirieireiien sttt ess s s st ss s ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssnnsnns 3335
7.3.5 display default-parameter FiPNG......cccoeeerereeireireireie ittt ettt ees s eaeen 3336
7.3.6 ISPLAY FIPNG ettt sss bbbt ss s bbbt b s se s b e bbb s s s s eb s s s bss b s b s st ensessnsans 3339
7.3.7 display rPNG atabDase.......ccoveieeiriririeisisreie sttt ss sttt ss s s s s st s s s ssssss s s s snes 3340
7.3.8 diSPlay FPNG INEEITACE ....iieeeeee ettt sttt eaen 3342
7.3.9 display riPNG NEIGNDON ...ttt bbb s bbb bbb s as bbbt e 3344
7.3.10 display ripng Neighbor [aSt-NDr-AOWN.........c.ovirieeirieireeie st ssssssssssassansenen 3345
7.3.17 diSPlaY FPNG FOULE.....eeeeeeeeei ettt ettt ettt ese s sanen 3347
7.3.12 display ripng StatistiCs INTEITACE. ...ttt bbb s 3348
7.3.13 filter-policy @XPOrt (RIPNIQ) ..ot sssssssssss s sss s st sssssssssssssssssssssssssssssssssssssnsns 3350
7.3.14 filter-policy IMPOIt (RIPNQG) ..ottt sttt et st sanen 3352
7.3.15 IMPOIt-rOULE (RIPNQ) .viiieieeieeieeieieisie sttt sttt sss bbb ss s s s s s s s st s s s s sssbass s s s sessessessnssnsas 3353
7.3.16 IPSEC S (RIPNQ) ..euvuieriririsieiseie ettt sss s sssss st st sss st sss s s s s s s s s sssssssasssss st s ssssssssssssassssssssssssssnssnsns 3355
7.3.17 maximum 0ad-balancing (RIPNQG) ...ttt st seees 3356
7.3.18 PreferenCe (RIPNQ) .. .ottt sesssss e st sss s bbb s s s s bbb ensessesssssssanssnsanen 3358
7.3.19 1ESEL FIPNG STATISTICS oottt st et st et bbbt 3359
7.3.20 FIPNGu ettt ettt et et ettt 3360
7.3.27T FIPNG AEFAULE-TOULE......eeeeeeeee ettt bbbt bbb bbb bbbttt s s s bbb s 3361
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7.3.22 FIPNG ENADLE....c ettt s ettt 3362
7.3.23 FIPNG INP ULttt sttt sttt st sttt ettt et et ettt 3363
7.3.24 FIPNQG IPSEC SQ..eueuiiririerieieieieisisistsestsess e tsessssessssssstss s ssssssssssssssss st eessssassssaasssssssssssssssssssesssssssssesassasassssssasssnsssns 3364
7.3.25 FIPNG MEEIICIN. .ttt st sttt bttt ettt et st beeas 3365
7.3.26 FIPNG MEEIICOUL ..ttt st ettt et et et et bttt eae 3367
7.3.27 TIPNG OULPUL ettt sttt sttt e s st se bbbt eb st n s en s s sn st nsnsenas 3368
7.3.28 FIPNG PRE-LEFANSIMIT ..ottt s sttt st ss sttt s s s st en s ss st sasssssssnsanen 3369
7.3.29 FIPNQG POISON-TEVEISE......eiuerinereecereaeireaeiresstsesstsesstse st s sttt sttt sttt bbbt et ettt sttt bt betaebeeae 3370
7.3.30 FIPNG SPLE-NOIIZON. ...ttt sttt a bbb bbbt s e sas bbbt et n s ssssesansans 3371
7.3.37T FiPNG SUMMIATY-QAAIESS.......cooverereerieririeiesiseiseeseesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnses 3372
7.3.32 LIMIEIS FIPNG ittt sttt sttt e b bbbt st st st bbbt bt bbb st se et seaetneae 3374
7.4 OSPF Configuration COMIMANGS.........c.ccueurimiminiiisinsissessiesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssesssssssanses 3375
741 COMMANG SUPPOI ..ot sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssansnes 3375
7.4.2 abr-sUmMMArY (OSPF @IEa).....cc.ecevirurieririeeirsiresiesssessssssssssssssssssssssssssssesssssssssessssessssesssssssssssssssssssssessssessssesassenes 3375
7.4.3 AAVEITISE MPLS-LSImI. .. ieeieeieeieieieisicie ettt s bbbt bbb bbb s s s b s bbbt s nasansansanes 3377
T A4 QrEA (OSPF) .ottt ettt s b bbbt 3379
7.4.5 asDr-SUMMATY (OSPF) ...ttt ettt eb s s s esansnns 3380
7.4.6 authenticatioN-MOAE (OSPF @I@) ...ttt sssse s sssasssssssssssssssssasassssssasassns 3383
7.4.7 bandWidth-CONTiG @NADLE. ..ottt ss sttt snsens s saen 3387
7.4.8 bandWidth-ref@renNCE (OSPF) ... ettt sttt sttt s st et ssassesesssasantesenn 3388
7.4.9 Dfd Qll-INTEITACES (OSPF) ...ttt as st as s sttt as st s s asassssssasassssssnsassonas 3389
T A.70 AEFAULL (OSPF) .ottt s s bbbt ettt 3391
7.4.77 defaUlt-COSt (OSPF AFEQ) ...ttt et s sttt st et s st eseses st ss s s essasassesesasassesesesanans 3393
7.4.12 default-route-adVertiSE (OSPR) ... ettt ssss s st ss st ssas s ssssasassns 3394
74713 dESCIIPLION (OSPFE) ...ttt sss s st ss s s sttt ss s s s s s s st st easnssssssssssasssnsenes 3399
7.4.14 deSCription (OSPF AIQ) ...ttt ettt s st s sttt ss s s b s s s s s sansesansenas 3400
7.4.15 display default-parameter OSPf...... ettt bbb s ss s ssss s s naas 3400
7.4.716 diSPlay GESM STATISTICS...vuieereeeerieiririeisisireie sttt ss sttt s s bbb st enssssssssssssasssnsnes 3403
7407 diSPlay OSPT @DI=aShI ...ttt 3404
7.4.18 display OSPf @SDI-SUMMIAIY.......cioiueieeeecirieisistese ettt s s st sa bbbt ss s sssssas s snen 3406
7.4.19 diSplay OSPT DFA SESSION......cuiieirieeirierieirie ettt st ss s st ssssssssssnnsas 3408
7.4.20 diSPlay OSPT DT ...ttt ettt 3411
7.4.27 diSplay OSPT CUMULALIVE......coiieieririeccecriic ettt sttt s st sa s s bbb e ssssssssansans 3417
7422 diSPlAy OSPT BITO ...ttt s st s s sas s s s s s st st sssssssssssass st s ssssnssssssssssnsansnns 3420
7.4.23 display 0SPf GloDal-StatiStiCs. ..ottt sttt aeas 3426
7.4.24 display OSPf GracefUl-TESTAIT.......cccurvrieeiee ettt se s bbbt ss e bbb e 3429
7.4.25 diSPlay OSPf INEEITACE. ...ttt ss s ns st s s st snssnsesanen 3436
7.4.26 diSPlay OSPT ISAD.......ieiee ettt s 3441
7.4.27 diSplay OSPf MESN-GIOUP......ciuiieeeeieeieie ettt sttt s s bbb e s s s e s s snen 3450
7.4.28 display OSPf MIGP-TOULING......cvevririririeirireiseisiessesssis s isse st sssssssss st ss st s sssssssssssss s ssssssssnssssssssssssansnnsns 3451
7.4.29 diSplay OSPT NEXENOP ...ttt st st 3454
7.4.30 diSPlay OSPT PEEN ...ttt s s s bbbt b s s s s e s s b b s st ensessesans 3456
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7.4.371 diSplay OSPf rEQUESE-QUEUE..........oveeereereeeeie et s st s sttt ss s s s ssssssssssssssnsssssssessssssssnsas 3463
7.4.32 diSplay OSPf rELIrANS-QUEUE........cocrererereee ettt ettt sttt sttt s st aneanen 3464
7.4.33 diSPlay OSPT FOULING.....cveieeieirieisieteee sttt s sttt ss bbbttt s s s s s bbbt s s s st s s sanen 3466
7.4.34 display OSPT SNAM-LINK......oirieieieieier ettt sttt sttt s st s s s st st nsssssssnsansnns 3468
7.4.35 diSplay OSPf SPf-STatiSTICS. ..ovuiurerierierceeie ettt sttt 3470
7.4.36 display ospf statistics UPAAted-1Sa........cccceumirrrrrirrireieieeieieisis st as s sssss s bbbt sessessssssnsans 3473
7437 diSPlay OSPT VIINK.eeueeieriieeiieieieieisises sttt sttt st sss st st se s s s s sas st ensessessessssssssssanen 3477
7438 AN-DiIt-SOL. ettt s Rttt 3478
7439 ANmDIt-CRECK. ..ttt bbbt bbbt s s a bbb s s b s s b st 3480
7.4.40 dOMAIN-IA (OSPF) ..ottt ssses e tss s ees bbb et b ettt seen 3481
7.4.47 eca-route-type COMPATIDLE. ...ttt sttt 3483
T A A2 ENADLE LOG..uiiiiiiieiiieeieeee ettt sttt e AR A st e bbbttt nee 3485
7.4.43 filter @XPOIrt (OSPF AIBQ).....cciuorieeeereersireerieessisasssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssssssssssssssnses 3486
7.4.44 fIlEEr IMPOIt (OSPF AFCQ)....cucicieeierererieisieiesiseesseessssse s ssssssssessssessssessssessssssssssssssssssessssssssssssssssssssssessssessssesssseses 3487
T AAD fIlLEI-1SA-0UL PO ..ttt b sttt b bbb s s s bbb b s s bt s s bss bbbt ensessnnans 3489
7.4.46 filter-pOliCy @XPOIT (OSPF) ...ttt ss st ssssssssssssss s sssssnsessssssssssssssssssssssssssssssnsans 3491
7.4.47 filter-policy IMPOIt (OSPF) ...ttt sttt bbb es s ss s sas 3493
7448 FloOdING=CONIIOL...ouiviiiiceecieiieieieie ettt sttt sttt s s a bbb s s s s b s bbbt et ensessessesanen 3495
T A A FIT (OSPE) ettt st e e bbb ettt 3496
7.4.50 Frr-pOLICY FOULE (OSPF) ...ttt et bbbt ettt saen 3497
T A5T Frr-Priofity STATIC LOW..u ettt sttt bbb a s bbb s s s s bbb e 3499
7.4.52 graceful-reSTart (OSPF) ... rrrieieieireiseesiesseessssssss st ssss s sss sttt sssssssssssssssssssssesssssssssssssssssssssssssssessnsanes 3500
7.4.53 graceful-restart Nelper-role (OSPF) ...ttt es st ssesseaeens 3502
7454 GESM AEFAULE-ACHION ..ottt bbbt bbbt s s ss bbb s s s essesanen 3504
7.4.55 gtsm 10g droP-PACKETL @llu.....ooceeierieririeieiciree sttt sttt sttt ss st s s st s senes 3506
7456 IMPOIE-TOULE (OSPF) ..ottt s bbb bbb e s bas st enansenas 3507
7.4.57 10CAL-ME ENADLIE (OSPF) ...ttt st a et sa st s s s ssssasassesssasasssssssasans 3511
7.4.58 10Cal-ML fIlLEI-POLICY (OSPF) ...ttt sss s sss s s s st st ssssssssssasssnssssenssssssssssnsns 3512
7.4.59 L0OP-free-alterNate (OSPF) ... ettt s s sss s s st sas s s s s s ssssessessssessnsesanses 3514
7.4.60 [SQ-AITIVAL-INEEIVAL....cviereeeceeieicees ettt bbbt s bbbt s s bbbt b s s ssesas 3515
7.4.67 [SQ-0FIGINAE-INTEIVAL ..ottt s s s s s s s s bbb en s s snssnssssssans 3517
7.4.62 [SAD-0VEITLOW=LIMILt. ..ottt bbbttt eaen 3519
7.4.63 maximum L0ad-balancing (OSPF) ...ttt assessss s s s st ssssssssessssssssnsasssnens 3520
7464 MAXIMUMI-TOULES......cuveiecircierrereseeeeseesesseesessessesseseessssesse e sasasessessesessessessessesasssessesssssesssssssessessssssssssnssesessessesnesesnes 3522
7.4.65 MESN-grOUP ENADLE.......coiee ettt ettt 3524
7.4.66 NEEWOTK (OSPF @IEQ) ..ottt sasss s st s st sass s st s s s sssssas st ssssasastssasasassssssassssssssasanes 3525
7467 NEXENOP (OSPF) ..ottt ettt s e bbbt s 3527
7468 NSSA (OSPF AIBQ) ..ttt s et e s sttt se s st s s s st esessassesessasaesesesasassesesasassssessanans 3528
7.4.69 0paqUE-CAPADILItY ENADLE. ...ttt bbbttt saen 3532
T A T0 OSPF ottt b b R bbbt 3533
7.4.77 0Spf QUENENEICATION-TMOAE........ieiie ettt sttt sanen 3535
T A T2 OSPT DIttt e bbbttt 3539
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7473 OSPT DFA DLOCK. ...t st es st s st sttt st saen 3542
T A T4 OSPT COSTuuntiiieeie sttt st s ek £ttt een 3543
T A.75 OSPT Ar-PFiOTIEY oottt sttt ettt b s s bbb bbb s s s s b s bbb st nsssessesanen 3545
T A.76 OSPT @NADLE......oeee ettt st R st s et sees 3546
T ATT OSPT FIEEI-L1S@-0UL...e. ettt ettt tas s bas 3548
T A.78 OSPT FIT DLOCK....eieiieiiitriecte ettt sttt bbbt s s ae s bbbt s e s s bbbt et enssssssssansans 3550
7.4.79 ospf maxage-1sa auto-protect diSADLE.........cieirirer et enes 3551
7.4.80 OSPT MID-DINAING...eitiieee ettt s et s et 3552
7481 OSPT MEU-ENADLE........ceeee sttt bbbt s s s bbb bbb s s snes 3553
7482 OSPT NEEWOIK-EY Pttt st st s st st s s s s s st s st st ensnnsessnsanen 3554
7.4.83 0SPT P2MP-TMASK-IGNOIE.....oiiieiireiieecee ettt sttt bbbttt 3556
7.4.84 ospf router-id autO-reCOVEr diSADLE..........ooiuieeeeeeeeee sttt ss s sas 3557
7.4.85 OSPT SIMAIT-AISCOVEN ...ttt st ss st s sttt s s bbbt en s s snssessnsas 3558
7.4.86 0SPT SUPPIESS-flAPPING PEET......u ettt sttt 3560
7.4.87 ospf suppress-flapping PeEr diSADLE.........couviiieieeieeeee ettt essesansas 3561
7.4.88 ospf suppress-flapping peer hold-AOWN............coiireninierses st ssssssnenes 3562
7.4.89 ospf suppress-flapping peer hold-max-cost diSable...........oeirernne e 3564
7.4.90 0SPf SUPPrESS-TEACHADILILY......ev ettt b s b s bbb eensenes 3565
7. 4.9 OSPT LM @M.ttt sttt s st sn e s sssssnsnnsens 3566
7.4.92 OSPT LM NELLO ...ttt bbbt st 3568
7.4.93 OSPT LML POLLcerieiiieiiiieceeee ettt bbb s s e bbbt en s ssessesanen 3569
7.4.94 OSPT LIMEE FRIIANSIMIT.c..oeieiiriceeeieee ettt ss s st s st s s s st snsssssassssssssssnsensens 3570
7.4.95 OSPT TrANS-AELAY.....cuuieeeieeee ettt ettt 3571
7.4.96 OSPT Valid-TtL-NOPS ...ttt bbbt bbbt s s e st en s sae s sanen 3572
T 497 P2IMPPEEN ..ttt ettt ettt sttt bttt ettt et b ettt bttt aene 3574
T A.98 PEEI (OSPF) ettt bbb s a e bbb e b s s s s b s s s e b s sa s s s ss s s an s ssnsnsess 3575
7.4.99 PreferENCE (OSPF) ...ttt s bt s bbb bbb s s bbb bbb s s s sbaesan s bnen 3576
7.4.100 PrefiX-priofity (OSPF) .. et ssssss st sssssssss st s ssssssssssssssssessssssssssssssssssssssssssssssnsnns 3578
747107 rESEE GESIM STALISTICS. couvuieieeeiei ettt ettt bttt st 3580
7.4.102 rESEE OSPT COUNLEIS ...ttt sttt s bbbt a s sssbas s bbb s s s ssssss b bbb ssessessssanssnsensnsnns 3581
74103 1ESEE OSPT PrOCESS.....vueererrireeireirier st st ssssssssssss s sss s s st sssssssssssssssssssssssssssssssssssssassasssnssssssssssssssssssssssnsnssnnsnns 3582
7.4.104 reset OSPf rediSTrIDULION. ...ttt bbb 3583
7.4.105 reset 0SPf SUPPIeSS-FlapPiNg PEEN ...ttt s st sas s ssss s s snen 3584
7.4.106 retransSmMiSSION-LIMt.....ccocuecuieeimreireieeireireetireire et cs bbb seb st st e ettt 3585
T A 107 FOULE-TAQ . euteeireieeeieiieiee sttt sttt ettt ta et s bbbttt bttt b sttt b et bees 3586
7.4.708 rfC1583 COMPALIDLE......oceceeeece ettt bbbt se s bbb bbb s bbb bt sesenen 3588
7.4.109 ShaM-NELllo ENADLE (OSPF) ...t as s se s s sesssssssssessssassssssssessassns 3589
7.4.770 SNAM-LINK (OSPF AFEQ) ..ottt s et s st se s s et s s s s s esssassesessesassesesasasaesesasassenas 3590
74777 SIeNt-INTEITACE (OSPE) ..ottt as s st as st s sas et sssasassssssasassesanass 3595
747172 SPF-SCNEAULE-INTEIVAL e ettt s s bbbt nnsessesns 3596
T A TT3 STUD (OSPF @r8A) ...ttt ettt sttt st et s st s s sas st ssasastessasassessasassesesasanans 3598
T ATTA STUD-TOULEE (OSPE) ...ttt ettt s st sa st s s st sssasasssssasassesssasasassssnsassesann 3599
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7.4.115 suppress-flapping peer diSable (OSPF)..... ettt sss st sss s snsssanen 3600
7.4.116 suppress-reachability (OSPF) ...ttt b st ss st ssnses 3601
74777 VUNK-PEET (OSPF @IQ)...cuiuiveiiierierieeieeisieisissiesessesssesssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssesssssssessssssssssnsans 3602
7.4.118 vpn-instance-capability SIMPLE (OSPE) ...ttt sas s sssssas s snes 3607
7.5 OSPFV3 Configuration COMMANGS..........c.ceurururiireirierieetieiseeesesseeseesess sttt sssessessssssssssssssssssessessenssnssssssssns 3609
7.5.7 COMMANGA SUPPOI ...ttt ses st sssssse s sss st ss st esssssessssssssssessessessesssssssssssssassssessessessssanssnssnsansnes 3609
7.5.2 abr-sUMMAry (OSPFV3 AFEA)....ccirierierierieririeieisisstsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 3609
7.5.3 A8 (OSPFV3) ...ttt ettt et ettt s s s bbb as s s st sasas st b s ast e s s s s s ese s s asaes et sasanseresanas 3610
7.5.4 asbr-SUMMATY (OSPFV3) ..ot seseeesssssssssssssssssss s s st ss st ssssssssssss s s st sssesssssssssssssssssnssssssessssnsans 3611
7.5.5 authenticatioN-MOAE (OSPRV3) ...ttt ettt ettt ettt ses et et e st st setesesssssesesesesssssesssans 3613
7.5.6 bandWidth-referenCe (OSPFV3) ... ettt see et et se st s st et s s s s st s s s assessanaenes 3615
7.5.7 bfd Qll-INtEITACES (OSPFV3) ...ttt ae s st ss st sas st sasasassssssassesesssasassssaen 3616
7.5.8 AEFAULE (OSPFV3) ...ttt ettt b ettt 3620
7.5.9 default-COSt (OSPFV3 AIQ) ...ttt ettt s et s st se s st s st s s s st essassssessassesesesasassesesasans 3621
7.5.10 default-route-advertise (OSPRV3) ... ettt esse s s ses s s s s s s s sassssssasaseas 3622
7.5.17 deSCription (OSPFV3 AlQ)....c.coierieriereeirisisississessessssesss s sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnes 3624
7.5.12 deSCrIPLION (OSPFV3) ..cuiiiiciecieieieieiste ettt sttt s st s s st ssas e st s st sssessnse s ssessnsessssesassessssesansasans 3625
7.5.13 display default-parameter OSPIV3....... sttt sss bbb sa s s sanen 3626
7514 diSPlay OSPIV3..ccieeee sttt sttt s s s s RSt s s e s ne st enen 3629
7.5.15 display 0Spfu3 @abr-SUMMAry=liSt.......ccooeoiririerirereiere ettt ettt 3632
7.5.16 diSPlay OSPIVSB @rEa.....uiueiecieeieieieiesieeeteeeese sttt bbbttt s bbb bbb s s b ba bbb s s eb s sanssnbanen 3633
7.5.17 display 0SPfU3 @ShI-SUMMIAIY ..ottt sss s st st ssssssssssnsas 3635
7.5.18 display 0SPIV3 DA SESSION.......cuieeierieieiere ettt been 3637
7.5.19 display ospfv3 black-box N@IGNDOI-AOWN...........ccieiirieer et 3641
7.5.20 diSPlay OSPIVB @I O ..ottt s s st s s s bbb s st st sss st n s st ensensesanen 3642
7.5.21 display ospfv3 graceful-restart-information........co e 3646
7.5.22 diSPlay OSPIVE INEEITACE.......oueieieieiceteeee sttt ss s bbb s s e s anses 3649
7.5.23 diSPlay OSPIVS [SAD......ouiee sttt bbbt 3654
7.5.24 display OSPIV3 NEXE-NOP ...ttt sttt sanen 3658
7.5.25 diSPlay OSPIVB PAtN......ciciieccceer ettt bbbt bbbt 3659
7.5.26 dIiSPlay OSPIVSB PEEN ...ttt st s bbbttt se s s s s bbbt ensenssnsensesanen 3661
7.5.27 display OSPIVB FEQUESE-LIST. ..ottt sttt st 3663
7.5.28 diSplay OSPIVSB FELIANS-LIST.....cveiureeieeieeirieiesisies ettt s bbbt s sss bbb bbbt ssssssasssnsansans 3665
7.5.29 diSPlay OSPIV3 FOULING.....ovriririeirireieeirsesieistss sttt ssss st ss st st s s s s sanssnsns 3667
7.5.30 display 0SPIV3 SNAMI-lINK....cuieieeeeeeiciei ettt ettt bbbt snes 3670
7.5.31 diSplay OSPIV3 LOPOLOGY ..ottt b sttt sss bbbt sssss s s s bbb s e s s s sanssnses 3672
7.5.32 diSPlay OSPIVB VUINK....uvuririeieeice ettt sss st ss s s st s s s ssssassss s s snsnssessnsns 3673
7.5.33 dOMAIN-TA (OSPFV3) ...ttt s sttt s et ss st ssasassesesassssesesasassesesasananaas 3675
7.5.34 fIlter @XPOIt (OSPFV3I) ...ttt sttt sssss st sss st ss st sssssssas s s s st s sesssssssssssssnssssssssssnsansans 3677
7.5.35 filter IMPOIt (OSPFV3) ...ttt setssse s ssssss st sssass s st s st st ssssssssssssssasssssssssssssssssssssnsansnns 3679
7.5.36 filter-policy @XPOrt (OSPFV3).....o ettt es st st ss s sassanen 3681
7.5.37 filter-policy iMPOrt (OSPFV3) ...ttt ssss s sss bbbt se s s s bbbt snsensesanen 3682
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7538 FIT (OSPFV3) ottt sttt et et st s s bbbttt 3683
7.5.39 frr-pOLICY FOULE (OSPFV3) ...ttt ea st sttt b et anenen 3685
7.5.40 graceful-reStart (OSPFV3) ... ssesasssss s ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassansans 3686
7.5.47 NELPEI-TOLE (OSPFV3)...iiirieieirieieireiseiseeseesess s sss st s sss s s ssssssssssssssssssssssssssssssssssssssssssssssssnssssssssssssssans 3688
7.5.42 IMPOIt-rOULE (OSPFV3) ..ottt ettt s s bbb bbb bbb s s s sss s senns 3689
7.5.43 1PSEC S (OSPFV3) ...ttt bttt a bbb bbb s st as bbbt st s s ssessesansans 3692
7.5.44 100p-free-alterNate (OSPFV3) ...t sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 3693
7.5.45 [Sa-TOrWarding-adaIESS. ..ottt sttt st s as st 3695
7.5.46 maximum [0ad-balancing (OSPFV3) ...t sssssse s ssssssssssasss s sssssssssssssssssassanses 3696
7547 NEXENOP (OSPFV3) .ottt ssses st sss ettt et b bbbttt bbb 3698
7.5.48 NSSQ (OSPFV3 AIBA) ..ottt e ettt s s s s s s et s s s s s s s st ebasassesesasassesessassesesesasastessasassesasans 3699
T.5.49 OSPIV3.oe ettt AR AR A bR AR R bbbt en st s b aen 3701
7.5.50 OSPTUI @ra....c ettt ARttt s saen 3702
7.5.57 05pfv3 aUtheNtiCAtiON-MOAE........cc vttt sttt 3704
7.5.52 OSPTVS DI...erieie ettt bttt 3707
7.5.53 0SPTVI DA DLOCK- ...ce ettt sttt sttt nen 3710
7554 OSPTVS COSE. .ttt stttk s ettt 3712
7.5.55 OSPTVUI Ar-PriOFItY ..ottt sttt ssse bbbt ss s bbbt s s s e s s bbb st st nsssessnsas 3713
7.5.56 OSPTVI FIT DLOCK. ... ettt st s sttt bt s st ensnsanen 3714
7.5.57 OSPTVS IPSEC S@..ueuiuieieeieieireineir ettt es ettt 3715
7.5.58 0SPTVU3 MID-DINAING....coiiiiiiieceeieeice ettt a s bbbt s bbb bbb s s sesaes 3717
7.5.59 OSPTVUI MEU-IGNOIE.....oieeeeeeerets ettt sttt s sttt ensen s sss s senen 3718
7.5.60 OSPTVU3 NEEWOIK-EY P ettt ettt b et 3719
7.5.6T OSPTU3 PEEI FOULEI-I0. ...ttt bbbt bbbt ss bbb s n s s s s sanen 3720
7.5.62 0spfv3 router-id auto-reCoVer diSADLE.........corirriereeecree ettt snes 3722
7.5.63 0SPfV3 SUPPIrESS-flapPiNg PEET.....cuieeeeeeererr ettt ettt sttt 3723
7.5.64 ospfv3 suppress-flapping PeEr diSADLE..........c.oieiiieee st 3725
7.5.65 ospfv3 suppress-flapping peer NOLd-AOWN............cvriririrersssss st sss s sssens 3726
7.5.66 ospfv3 suppress-flapping peer hold-max-cost diSable..........ovninnneeeree s 3727
7.5.67 OSPTVU3 LIMEE AEAM.....ciiieiceeeeee ettt bbbt a s s s bbbt s s bbbt st en s saen 3729
7.5.68 OSPTVUI LIMEE NELLO ...ttt s s s as bbbt ensens s s saen 3730
7.5.69 OSPTVI LIMEE POLL.crerieieeee ettt sttt 3732
7.5.70 0SPTVU3 LIMEE FEIIANSINIL. ..ottt bbb bbbt st as bbb s nsssesansanes 3733
7.5.77 OSPTVU3 LraNS-AELAY .....ovririeieieieeece sttt st s s bbbt sssssa s s sassnsnsaes 3734
7.5.72 0SPTVU3 Valid-Ttl-NOPS ...ttt 3736
7.5.73 Prefer@nC@ (OSPFV3) ...ttt s s sass s st s st s s s s bbb st s s s s sss st es s s s s sssansansas 3737
7574 FESEE OSPIVS..ceeeeerer ettt ss st st s s st s e s st s et s santas 3739
7.5.75 reset 0Spfv3 SUPPresS-flapPing PN ...ttt 3740
7.5.76 rfc1583 COMPALIDLE (OSPFV3) ...ttt tssessassss s st ss s sss s sss bbb st s s ssssssssssasssnsanes 3741
7.5.77 1OULE-TAG (OSPFV3) ..ottt eetisetse ettt et e ettt 3742
7.5.78 rOULEI-IA (OSPFV3) ...ttt ettt ettt st es s as s s s as st ses s st esasasaesesasassesesesasanes 3743
7.5.79 Sham-hello €NADLE (OSPRV3)..... ettt ssas st s s ssssasssssssssassssssasassans 3744
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7.5.80 SNAM-LINK (OSPFV3) coueuiiiiieiireireieeineise ettt cssea e ss sttt b ettt es 3745
7.5.81 SIleNnt-INtErface (OSPFV3) ... ettt et s st se st ese st et s s s s sasassesesasasassessanans 3748
7582 SPIf LIMEIS...eeecete sttt s s s bbbt s e a bbbt s bbbttt a s e s b anen 3749
7.5.83 spf-schedule-iNterval (OSPFV3) ...ttt ss st st sss s st ssssssssssssssssssnsansns 3751
7.5.84 STUD (OSPFV3 AFCQ) ..ottt se et st s st s st st s st s s s assessasassesessasaesesasasassessasantes 3753
7.5.85 STUD-TOULEE (OSPRV3) ...ttt ae s et a st sasa s s seasa st ssasassesssssassssssanas 3754
7.5.86 suppress-flapping peer diSable (OSPFV3)......ririeieisireissseesessses s ssssssssssssssssssssssssssssssssssssssas 3755
7.5.87 VINK-PEEI (OSPFV3 AFCQ)...ocueiirreeeireeeireeeirseissestssessssesssssssssssssssssssessssssssssssssssssssssssssssssssessssessssessssssssssssssssssssssesas 3756
7.5.88 vpn-instance-capability SIMPLE (OSPFV3)...... ettt ssssssssssssssssssssssssnes 3760
7.6 IPv4 1S-IS Configuration COMMANGS.........cc.cvvevierierieririsieisissesses st ssssssssssssssssssssssssssssssssssssssssssssssssnnsns 3760
7.6.1 COMMANGA SUPPOI ...ttt ses et sess s ass st s s ess s et b s s st e s bt s s esstaseasssstsesessnes 3761
7.6.2 adjacenCy-Strict-ChECK ENADLE..........oeeeeee ettt sses 3761
7.6.3 area-authentiCatioN-MOGE. ...t ts sttt et ettt 3762
7.6.4 AttaChed-Dit AVEITISE.....c.cou ettt sttt 3766
7.6.5 attached-bit aVOid-LEAINING. ...ttt bbbt ss s bbb st sas bbb nes 3767
7.6.6 QUEO-COSE ENADLE....... ittt e b bbb 3768
7.6.7 baNAWIAEN-refErENCE (IS=1S) ..ottt sttt se s st tess s s s s e sesesasanans 3770
7.6.8 DA Qll-INTEITACES (IS=1S) ettt sttt sa st sssassesssasasassssasanes 3772
7.6.9 Bfd @ll-iNterfaces @NaDLe.......c ottt et 3775
T.6.T0 CITCUIT-COSE. oueietitrecirecr ettt sttt sttt sttt ettt ettt bttt eae 3776
7.6.1T CIrCUIL dEFAULLTAG ...ttt b e s s sss bbb s s s s s bbbt et n s ssssansansens 3777
70612 COST-STYL ettt sttt s s R RS n s R ettt enee 3779
7.6.13 default-roUte-adVertiSE (IS=IS) ...ttt et ae st s st s s se s sasassesesanans 3781
7.6.14 dESCIIPLION (IS=1S) ettt bbbt sas s bbb bbb s s s s b s s bbb en s ssessssassansensensnns 3784
7.6.15 display default-ParamEter iSiS........c.covroririrrirrirrirerses sttt sssssssssss st ssssnssnssssnsans 3785
7.6.16 diSplay iSiS COST INTEITACE. ..ottt sttt eseeans 3789
7.6.17 display iSiS DA INTEITACE. ...ttt bbb s s bbb s e s seen 3791
7.6.18 diSPlay iSIS DI SESSION......ceveiririeercireisisie sttt sss st s ss st ss s s sas st s s s sasssssssssanen 3792
7.6.19 diSPLaY 1SIS DIIET ...ttt ettt st as st 3794
7.6.20 diSplay iSiS dEDUQG-SWILCRES.........cocieeieeierieiriete ettt bbbt s s s bbb s e s s sssssnsansans 3797
7.6.27T dIiSPLAY ISIS @ITON ...u vttt sttt ss st st s s s s s s st seseassasesssssssnssnssnsenssnsnssnsnns 3798
7.6.22 display isis graceful-reStart STATUS.......cccooorurirririerie ettt ss st es 3802
7.6.23 diSPlay iSIS INTEITACE.......cveeeeeeeeeietr ettt bbbt bbbt bbb bbb n s s s banen 3804
7.6.24 display iSiS laSt-PEEI-CRANGE........coioirierererieiesirs ettt st s st s s bbb en st snssnsnssnsans 3809
7.6.25 diSPLaY 1SIS LSAD.....cueeirieieiree ettt ettt bkt 3812
7.6.26 diSPlay iSIS MESN-GIOUP......cceieieieiriee sttt b bt ss s bbb bbb se s s s s bbb st sssessenes 3816
7.6.27 display iSiS NAME-TADLE ...ttt s 3817
7.6.28 diSPLAY ISIS P ....cueueeeeeieeireee ettt sttt ettt aeen 3818
7.6.29 diSPlay iSIS PUIGE PACKET.......coiiiriei ettt st sss s sss s s st b s s s s s sas s s en s ssssessnssnsanen 3822
7.6.30 dIiSPLAY ISIS FTOULE.....euceeeeeeieeierieie ettt sttt ss s s bbb st s e s bbbt st s s s s e s st nsns 3823
7.6.37T diSPlay iSIS SPT-LOg ... .ttt sttt ettt 3829
7.6.32 diSPLaY 1SIS SPT-TrBE.....ou ittt sttt s bbbttt s s bbbt st sneen 3833
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7.6.33 diSPLay 1SIS STATISTICS. ..vuererierrerieririeirireis sttt sss s st sas s st s st s s s s bbbt st ensnssessnsas 3841
7.6.34 display isis traffic-eng adVertiSEMENTES. ..ottt es st easeaen 3846
7.6.35 display isis traffiC-8NQg LiNK......cccoooeiiiiriiirieee ettt sss bbbt sss s sassss s sastensenees 3850
7.6.36 display iSis traffiC-NQg NEEWOIK.......covrirrrieeiereree ettt sss st s s s nnns 3852
7.6.37 display isis traffiC-ENg STAtISTICS......couurirerereeereirerer ettt es sttt st 3854
7.6.38 display isis traffiC-ENg SUD-LIVS........cooiueieieireseer ettt bbbt snes 3855
7.6.39 domain-authentiCatioN-MOAE..........ocreriiriinieseereireeseei ettt ts et ss st e es st sttt siseis 3857
7.6.40 filter-policy @XPOIT (IS=1S) . sttt sttt 3860
7.6.47 filter-poLiCY IMPOIT (IS=1S) ...ttt sttt sas bbb s s s s bbbttt s s s s s sans e 3862
7642 FLASN-TLOOM. ...ttt e e 3864
T 843 FIT (IS1S) ettt ettt st s s s s RR e R ARt n et 3865
7644 FrT=POLICY FOULE....eeeeeeeeeieieie ettt sttt s s s bbbt s s b s e s bbb et st s s sasbansnsensans 3867
7.6.45 graceful-r@STart (IS=1S) .. ettt st s st ss s s s sttt ssesssssssass s snssssssnssnsnns 3868
7.6.46 graceful-restart NO-iMpPact-holdTiME.........ccooiiire ettt sees 3869
7.6.47 graceful-reStart INEEIVAL......cieeeeeeeeee ettt bbbt as s bbbt s s s s bbb e 3871
7.6.48 graceful-reSTart SUPPIESS-Sa......cccseurrureeririerirrrrissesssssssssnssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssanses 3872
7.6.49 graceful-restart T2-INTEIVAL ...ttt 3873
7.6.50 IMPOIE-TOULE (IS=1S) cuuiuiirieieiiriesierie sttt s sttt s bbb bbbt s s s s s b e bbb s s s s ssessesanen 3875
7.6.51 import-route iSiS LeVel-T INTO LOVEL-2.........rrrerrree ettt st e 3879
7.6.52 import-route isis leVel-2 INTO LOVEL-T. ...ttt 3881
7 08.53 1815 ettt ettt R AR ARkt 3883
7.6.54 iSis QULNENTICAtION-MOGE......c. ottt et 3885
708.55 18IS Dl cu ettt A ARttt s 3889
7.6.56 1SIS DFA DLOCK. ... ettt bbb 3891
7.6.57 1SIS DFA @NADLE....ooe e e e 3893
7.6.58 1SIS DFA STATIC. ... ruieceieeieieireir ettt ettt bbb bbb s ettt eaen 3894
7.6.59 1SIS CIICUTT-LEVEL. ettt s bbb et 3895
7.6.60 ISIS CIMCUIT-EY PO ettt st sttt ettt sttt et bt b s 3897
T.8.87 SIS COSEuuiiriuiiuiiiieitieiet ettt tb et a ettt b et ettt tn 3899
7662 SIS UBLAY-PEOI ...ttt sttt bbbt st s s bbbt s s s A bbb st ae e bbbt nen 3901
7663 1SIS diS=NAMIE.....eueeiieicerct ettt ettt 3903
7.6.64 1SIS diS=PIIOTIEY .uvurerieieeiurieieerei ettt ettt es ettt es st bbb se st bbb s et bae s bbb e ensneaneas 3904
7.6.65 1SIS ENADLE ... .ottt e b e Rk 3905
7.6.66 1SIS Lfa-DACKUP ..ottt st s st senannan 3906
7.6.67 isis Isp seq-overflow auto-recover diSable.......... e 3908
7.6.68 SIS IMESN-GIOUP.....ceiueieirieiseieeie ettt sttt bt s s s bbb st s s s s b s s bbbt en s s s s s sbsnsanssnsanen 3909
7.6.69 iSiS PAAAING-NELLO ...ttt ess s st s st se s s s s s s an st 3911
7.6.70 ISIS PEEI-IP-TGNOIE.....ceuieiiericereeerie ettt ettt et ettt ettt et bbbt bbb eeae 3912
7.6.771 iSiS PPP-NEGOTIATION ..ottt b s s s s s s s s s s s st ss st ensssensesensesnsss 3913
7.6.72 iSiS PPP-0SICP=CRECK ... ieeeieeeee ettt ss s st st s s sssssnsansns 3915
7.6.73 isis purge-Isp auto-proteCt diSADLE..........oieieeiuririeeieerere ettt ees 3916
76.74 TSIS SILENT. ettt ettt s e e e b bt 3917
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7.6.75 1SIS SIMALL-NELLO ..ottt e 3918
7.6.76 iSiS SUPPIESS-TlaPPING PO ... ouuieieieeeieieeiere ettt et 3920
7.6.77 isis suppress-flapping PEEr diSADLE.........ccirieiice ettt bbb saes 3922
7.6.78 isis suppress-flapping peer NOLd=AOWN........cc.ovuiririririrreississiseses sttt ssssess s st sss st sssssanen 3923
7.6.79 isis suppress-flapping peer hold-max-Cost diSabLe...........ccowrirrieineiniinerir e 3924
7.6.80 iSiS SUPPIeSS-rEACNADILILY......cceveveriricecte ettt bbb se s s s s 3925
7.6.81 isis system-id aUtO-reCOVEr diSADLE.........oouririririeeicreeee ettt ss s s st snssssnnnns 3927
7.6.82 HSIS TAG-VALUR....ceeeeeee ettt s e bbbttt s 3928
7.6.83 ISIS LIMIBT CSNP.ccvrieiieriiecieieieee ettt sttt seas st st e s s s st st s e st sess s e s st sesssee st ee st ssssnssssssssssssssssanssensssesansesans 3929
7.6.84 1SIS TIMEE NELLO......eeeeir ettt st b 3931
7.6.85 isis timer NOLdiNG-MULLIPLIEI........cciieieeerr ettt et 3933
7.6.86 iSiS tIMEN [SP-TELIANSIMIL.......eoieeieirieeteci ettt s sttt ss bbb b s s sas bbbt st s s s s s s sansansas 3935
7.6.87 1SIS LIMEE [SP-TNIOTELE. ...ttt bbbt st enen 3937
70688 1S=LOVEL. .ottt ettt 3938
71689 IS NAIMI.....euiuiicietretstieeie ettt es ettt bbb bbb bbbttt bt 3940
7.6.90 IS=NAIMNIE MAP..uiiuiiriieireirieieieie ettt st sttt stse st st s et bbb st bseas s eas s st st sesetseastsesssessetassetasbetastseastseastseastsensseans 3941
7.6.97T LOG-PEEI-CRANGE......c ittt st st bbb es st s s bnene 3942
7.6.92 L00P-TIEE-ALEEINALE. ...ttt bbb s s b e bbb s e s s 3944
7.6.93 [SP-TragmENtS-EXEENG. ..ottt sttt s sttt ss et sasss s st nsensnens 3945
70694 [SP-LENGEN ...ttt bbbttt 3946
7.6.95 maximum L0ad-balanCing (IS=1S) ..ttt s s sss s s s ss s s s sanes 3948
7.6.96 NEEWOTK-ENTILY ..ottt ss sttt se s s s s s st en s s st sssssssansas 3949
7.6.97 NEXENOP (IS=1S) ettt bbb bt s bbb bbb s b s s b s s s s s s s s ssnsnssnssas 3950
7.6.98 0OptioNal-ChECKSUM NADLE........oveeiereeeieiriei ettt bbbt se s bbbt se s b s sas s sanen 3951
7.6.99 PrefErENCE (IS=1S) ittt st s s s s st seasss s bbb en s ssenssnssssnsans 3952
7.6.100 PrefiX-priofity (IS=1S) ettt st s ettt 3954
7.6.101 purge-originator-identification @NabLe..........ieceieicecs et eesaesans 3956
7.6.T02 FESEL HSIS @llLeuuueurieriereeeeireireeeei ettt ts st st s b bbbt 3957
7.6.103 FESEL ISIS PR ...ttt et et s st st sttt et et bt ettt 3958
7.6.104 reset isis SUPPIreSS-flapPiNg PEEI ... ettt st sas bbb sas s s s sanen 3960
7.6.T05 SEE-OVEILOAM. ... .ucecerireeeiretetieet ettt s e bbbttt 3961
706106 SPT-PIIONTTY ettt s s e s e bbbttt 3964
706107 SPT-SlICESIZEoe ettt bbbttt bbbt e s s bt 3965
7.6.T08 SUMMIATY (IS=1S) cueueiiieeeiriie ettt sttt e et bbbt 3965
7.6.109 suppress-flapping peer diSable (1S=1S) ...t eaen 3967
7.6.1T0 LIMEI ISP-gENEIALION. ..ottt bbbt s s as bbb s s s b s s s bss b s st ensessnsans 3968
7.6. 1T LIMEE ISP -IMAX-QGE ..o iereeriririeereireisees st ss st sss s st st ss st ss s s s s s s s st st sssesssssessssasssssenssssssssssnsssssnsansnns 3970
7.6.1T2 LIMEE ISP-TEIIESN ...ttt e bbbttt eee 3971
76 TT3 HIMEE SPF ettt s bbb a bbb bbb s s b e bbb et s s s aenas 3973
76114 VIrTUAL-SYSTOIM ...ttt sttt st s s s bbb s e ss bbbt st enseasessssass e s st st ensnssnen 3974
7.7 1PV6 IS-IS Configuration COMMANTS.........cc.ovreuriurierieririeieire ettt ettt ess sttt ess s s sassesns 3975
7.7.1 COMMANGA SUPPOI...ciuiirierieisisiesiesieseesesssssses s e ssssssssesssssssssses s sssssessessssssssssssssssessessesssssssssssssasssssessesssssssanssnsensnsnns 3975
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7.7.4 IPVE QULO-COST ENADLE.......eciieiece ettt b s bbb e s b s s s s s s s b nbnses 3980
7.7.5 IPVE DaNAWIAtN-TEIEIENCE. ...ttt ss s ss st sns st ensssanen 3982
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7.7.7 IpVE DI @ll-INTEITACES (IS=1S) .eu ittt b sttt as s s bbb s ssssssssnssnssnsenans 3984
7.7 .8 IDVD CITCUIT-COSE ueintrieirieireeiree ettt sttt sttt ettt st s st s st ese b esesesesnssssnstns 3987
7.7.9 IPVE CIFCUIT AEFAULE-TAG ettt bbbt 3988
7.7.710 ipV6 defauUlt-rOULE-@AVEITISE........ecveeeeeierieieicieeee ettt sttt ss s bbb s s sssesasssnsanen 3990
7. 777 0DVE ENADLE(IS=1S) ettt s bbbt 3992
7.7.712 IDV6 filt@r-POLICY EXPOIT .ttt ettt cs st sttt bbb st ssesasbnenes 3994
7.7.13 IpV6 filter-POLICY IMPOIT. ..ottt s bt ss bbb st ss s s bbb en s s s ssessesanes 3996
7714 IDVE IMPOIT-TOULR.....coieiieirieeiceei ettt sttt ettt st bbbt et st eeasseaens 3998
7.7.15 ipv6 import-route isis level-1 iNTO LEVEL-2........c ettt easea st eaes 4002
7.7.16 ipv6 import-route isis level-2 iNTO LEVEL-T ...ttt st sess s sass s bnaes 4004
7.7.17 ipv6 maximum l0ad-DalanCing......cooeroririeirrirerisisieesis et s s ssssssssssssss s st ssssssssssssssansans 4006
7.7.18 IDVE PrEIEIENCE. ...ttt ettt st ettt b e tansas 4007
7.7.719 IpV6 PrefiX-Priority (IS=1S) ... iereceereeieieieisiesiesisstesiessss st sss s sttt ss s s s bbb s s s s s sssssssnsansans 4009
7.7.20 1DV SPT-PIIOIIEY crvereeeeeerieeeieirieie sttt ssss s ssssss bbbt s s se s s s s s st st sassesssssssss st s snssnssssssssssnsansans 4011
77271 TPV SUMIMIATY ...cuitiiirieeeriaceriaeiresetsese s etsesetesete st ss sttt st seae s es bt bbbt bbb st b st s et st st st sese b e s et ebebasbetasbssastns 4012
7.7.22 0SIS TPV DEQ..eceieieiicee sttt st a st s bbb bbb s s s senas 4013
7.7.23 0SIS IPVE DEA DLOCK. ... ettt s s s s snsssssanen 4015
7.7.24 1SiS IPVE DI @NADLE......eeieeeeee ettt 4017
7.7 .25 ISIS IPVD COST.uurmiiiriiiriiiritisisisietses sttt sss st s st ss e sss s st e st s s e as e se b e s s s b s e b s s sssassesassssansesnssesasseen 4018
7.7.26 0SIS IPVE NADLE.....coeeeeieiei ettt s st s s s ettt st saen 4021
7.7.27 isis ipV6 SUPPIeSS-rEaCADILITY......c.oveiueiee ettt 4022
7.7.28 0SIS IPVE LAGVALUE. ...ttt sttt s bbb bbb s se s e bbbt senssssesans 4024
7.8 BGP Configuration COMMANGS.........coveirieririririsisisissessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 4025
7.8.1 COMMANGA SUPPOIT.... ittt easseseas st st s s bse bbb s s st sas st e s bt sessesetaseassasssnsssnes 4025
7.8.2 ACHIVE-TOULE-AAVEITISE......ceeereecereireeeeeretre et ce e ea e eeb bbb sttt ettt ebaes 4026
7.8.3 AQGIEGALE (BGP) ...ttt sttt s e e e e sasaes e s e t e aenAessns s 4027
7.8.4 2S-NOTALION PLATN ettt bbbttt 4030
7.8.5 @S=PATN LMLttt bbbttt s e bbbttt b st nen 4032
7.8.6 auto-frr

7.8.7 DESTIOULE @S-PatN-IgNOTE......coieeeieicireiee ettt sttt 4034
7.8.8 DESLIOULE IGP-IMELIIC-IGNOIE.....oceeeeceeeiecieietste ettt sttt ss st s bbb s s s s bbb s s s s ssssnssnsansenanns 4035
7.8.9 beStroute [2VPN-preferEnCe VPIS. ... sttt s s s s s st snssssssssssssssssnsns 4036
7.8.10 bestroute med-confederation (BGP)........ ettt ses sttt st ss s s ssansenes 4037
7.8.11 bestroute Med-NONE-aS-MAXIMIUM.....ccciiurureuiureemeeeeeeeseessessesssessessesssessessssssesssssasessssssssessesssssssssesssssesssessesans 4038
7.8.12 bestroute NEXtNOP-TESOLVEd............ocruririririrrrcr ettt sttt sss s st s s ssssassss s nsenes 4039
7.8.13 bestroute routerid-prior-CLUSTEITIST. ...ttt saeen 4041
78T DOP . cecuueineeeeeereieiee ettt et e ek R bRt 4042
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7.8.15 DGP dYNamiC-SESSION-LIMIt......ceriririrrerieriirie ettt ses s bbbt st ssssse s st nssssessssanen 4044
7.8.16 DGP fast-refreSh @NaDLe........ ettt 4045
7817 CNECK-TITST-aS. ettt e s e b s bbbkt 4046
7.8.18 cOMPAre-diffEr@Nt-aS-MEM.......coovorerreeireree ettt s sttt sss st s s s ssnsnssssans 4047
7.8.19 CONTEARTATION ... ettt e st b et eens 4048
7.8.20 confederation NONSTANAAI. ..ottt cese e ases s es bbb bbb saeeseeae 4050
7.8.2T CONTEARTATION PEEI-AS.....eieereeeeriererieisiseseisees st ss s s ettt ssssssssssssss s s sssesssssssssssssssassnssnssssessnsanen 4051
7.8.22 confederation route unicast-to-label diSable...........o e eees 4052
7.8.23 AMIPENING....ceiiriririeiseisieeieeeeeie sttt sssss bbb st s s s s bbb st s s b s b s bbbt et en s s s b s s bt st s sessensesansans 4053
7.8.24 dEfAULL IPVA-UNICASTE......ovrerieiei sttt sttt sttt s s bbb st s s sasssessssassrnsas 4056
7.8.25 default loCal-PrefEIrENCE. ...ttt sttt eee 4057
7.8.26 EFAULE MEA....eeieieeieeiee ettt s e e b bbbttt 4058
7.8.27 default-rOULE IMPOITEd.......cooviieiereereeerieisie ettt st sss s s st senssssssssssnsas 4059
7.8.28 determMinNiStIC-MEA (BGP) ...ttt se vt se ettt s s s st s s as st sasasaesesasansenes 4060
7.8.29 diSPlay DG DFA SESSION......coiuiirieciceeceicicte sttt s s bbbt s s snen 4062
7.8.30 dIiSPLAY DGP ©ITON ...ttt ss sttt s s s s s s s s s s s s st en s st ensenssssnsans 4064
7.8.31 display Dgp €r1rOr diSCAN.......c.oceueuriiereireerie ettt ettt sttt sttt 4066
7.8.32 diSPlAY DOP GIOUP...u ittt sss st ss s bbb s s ss s bbbt s s s s s s s s ssns s sssssnssnsessnsans 4068
7.8.33 display Dgp iPVE DI SESSION......c.ovririririreirireeriesir sttt sttt sss s s sss s s s s st ssssssssssssssnsenen 4078
7.8.34 display bgp iPV6 rOULING-TADLE........couiiieieeeieeee ettt ettt eaen 4081
7.8.35 display bgp ipv6 routing-table SLAtiStiCS.......ccccmiirieieieieieieis sttt s s ssssssanses 4089
7.8.36 diSplay DgP MAt DT ...ttt sttt sttt ssannans 4091
7.8.37 display bgp mMdt roUtiNgG-TabLe.........oooieieeee ettt 4093
7.8.38 display bgp mdt routing-table StAtiSTICS.........cccieieeririieeieeeeeeee et sse s s s ssaens 4101
7.8.39 display bGP MULILICAST GrOUP.....curuierrerieriereeirisissiseseesees sttt ssssss s s sss st ssssssssssssssssssssssssssssssssssssanen 4104
7.8.40 display bgp MULLICAST NEEWOTK ..ottt es st 4107
7.8.41 display bgp MULLICAST PAtRS......c.ciiieiieeieeeeeeese ettt sae s bbbt sss s s s bbb s snsessnsans 4108
7.8.42 diSplay DgP MUILICAST PEET......veiereerieeririrei ettt st st ss s s sss st es s s sssssssssssnsanen 4109
7.8.43 display bgp multicast roUting-table...........cor et es 4111
7.8.44 display bgp multicast routing-table as-path-filter........cccoeieicrireeeere s 4115
7.8.45 display bgp multicast routing-table Cidr. ...t snes 4117
7.8.46 display bgp multicast routing-table COMMUNILY......c.cooiririeirir s 4118
7.8.47 display bgp multicast routing-table commUNItY-filter.......coceveieirieririeeieeere e 4120
7.8.48 display bgp multicast routing-table dampened.............orrinincrins s 4122
7.8.49 display bgp multicast routing-table dampening parameter...........eercereenseeseesees e 4123
7.8.50 display bgp multicast routing-table different-origin-as..........eensesssessesessse s 4124
7.8.51 display bgp multicast routing-table flap-iNfo......c.ccrree s 4126
7.8.52 display bgp multicast routing-table PEET........... ettt ee s 4128
7.8.53 display bgp multicast routing-table regular-eXpreSSion.........ereresensessssses s sseeseesesssessesanes 4130
7.8.54 display bgp multicast routing-table StatiStiCS........ccrrrrrierriereniree s 4131
7.8.55 display bgp multicast UPAate-PEEr-grOUP.......cureeerieireireireereiseis et ssesseasess s ss st esseasesssssssesns 4132
7.8.56 diSplay BgP MVPN DIET ...ttt bbbttt ss s bbbt sseen 4134
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7.8.57 display bgp MVPN roULING-TabLe........o.ooirieeieeeeeceere ettt sttt ss s ssssnsnsns 4136
7.8.58 display bgp mvpn routing-table STatiStiCS. ...ttt ettt ees 4147
7.8.59 diSPlay DGP NEEWOTK.......ceeeieiietete ettt bbbt bbbt s s ansas 4150
7.8.60 diSPlay DGP PAtRNS..... ittt sttt 4153
7.8.6T dIiSPlAY DGP PEEN ...ttt ettt sttt 4156
7.8.62 diSPlAY DOP FESOUICTE.......ouveeeeireceeieieeisis ettt s st s s ss s bbb s s bbbt en s s sssssnsansensas 4175
7.8.63 display bgp rOULING-TaDLE.........oeeee ettt st s s sansnns 4176
7.8.64 display bgp routing-table dampened...........c.crrnerrse ettt 4185
7.8.65 display bgp routing-table dampening ParameEter..........eieeieiesieeieseeesesssssss s sesssssss s sessnes 4188
7.8.66 display bgp routing-table flap-iNfo........ et 4189
7.8.67 display bgp routing-table Label.........o ettt 4194
7.8.68 display bgp routing-table peer NO-adVEItiSE........coeieieieieiiriesee ettt s ssessensans 4196
7.8.69 display bgp routing-table peer StAtiStiCS.......c.cvmrririrrirrirrreses sttt sas s ssnens 4201
7.8.70 display bgp routing-table StatiSTiCS.........vririririrrirrireirerire ettt et ees 4204
7.8.71 display Dgp UPAate-PEEI-gIOUP......coieiuiereeererierieisisiessssissessassessssssssssssessssssssssssssssssssssssssssessssssssessssasssssasssssnes 4207
7.8.72 diSPlay DGP VPNVA DT ...ttt s st sas s sanen 4211
7.8.73 display bgp VPNVA rOUtING-taDLe..........ceeeee ettt en 4212
7.8.74 display bgp vpnv4 routing-table StatiStiCS.......ccceirirririieeieieieieis sttt 4227
7.8.75 display DG VPNVE DIIET ...ttt sss st sass s senen 4233
7.8.76 display bgp VPNVE rOULING-taDLe..........ooeeie ettt aen 4234
7.8.77 display bgp vpNnv6 routing-table StatiStiCS.......cccoerriirririieeieeeieieis sttt 4249
7.8.78 display default-parameEter DOP.......o ettt sss s s st ss st sas s s ssenes 4255
7.8.79 display Mbgp rOULING-TADLE.........ocrr ettt sttt 4257
7.8.80 display mbgp routing-table STAtiSTiCS. ..ottt s s st esssssessssanes 4260
7.8.81 €DgP-INtEITACE-SENSITIVE......eceeee ettt st s s s sas st nens 4262
7.8.82 ext-commuNity-Change ENabLe............o ettt een 4263
7.8.83 filter-poliCy @XPOIt (BGP) ..ottt s bbbt sss bbb s s s s ssasssss s s ssnsessssenen 4264
7.8.84 filter-policy IMPOIt (BGP) ...ttt sttt sssss st as st et ssssssssesns 4267
7.8.85 gracefUul-reStart (BGP).......o oottt ettt se st s st s st s st esssssssssessssessssssssssssessnsessssesans 4269
7.8.86 GracefUl-reSTArt PEEI-TESEL......ccoieiuiieeeeeeeeeeee sttt bbbttt sa bbb bbbt a s s bbbt et nssssessnsanes 4270
7.8.87 graceful-restart LiMEr FESTAI. ..ottt sttt s st ss s sss s s s st ensensenes 4271
7.8.88 graceful-restart timer Wait-fOr=riD.........o ettt st ees 4272
T.8.89 GIOUP .ttt ettt sttt sttt h et Rt E At b et b e Rt ettt a et ettt 4273
7.8.90 IMPOIt-TOULE (BGP).....eieeieeierieieisireireicstises sttt sessss st s st sss st ss st sasssssssssas st ensnssssssssssnsans 4275
7.8.9T IDVA-TAMILY .ttt s bbbkttt 4277
7.8.92 IPVO-TAMILY ..ottt bbbt s s s bbbt s s e bbbt e s eb s s e s banen 4279
7.8.93 l0ad-balancing @s-Path-igNOre...........rrrrirrrnine et s st sss s st nssssssssssssanen 4280
7.8.94 maximum 10ad-balanCing (BGP) ...ttt ettt s st s s s s sssssns 4281
7.8.95 maximum L0ad-balanCing @IDgP.......criieieiceeie sttt s st ae s bbb enen 4284
7.8.96 NEEWOIK (BGP)....ucuitiiiiieieieseiseie et sseeise et eb st eb et et et e 4286
7.8.97 nexthop recursive-loOKUD (BGP)......ooiirrieieieireiseseirecesteeee ettt ese sttt sees 4288
7.8.98 Nexthop recursive-loOKUP AELAY ..ottt bbbt e s s s bbb sssssssssassansans 4289
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7.8.99 nexthop recursive-lookup non-critical-event delay ... ssseens 4290
7.8. 100 OUE-AELAY ... ceureieieeeeieieiretseee ettt ettt s sttt se b enbseaneastans 4293
7.8.1071 peer advertiSE-COMMUINITY......cccccorrrurriertereeeeeiessisssstes e seesessss s st s s ssssssssssss s s s st sssessessssssssssnssssssessesanen 4294
7.8.102 peer advertiSe-eXt-COMMUINITY .....ccoririririreireireereeseseee s ssssssssssssssssssssssssssssssssssssssssssssssssssassssssssssssessssanen 4296
7.8.103 PEEI QLLOW-2S-L00P...... .ttt s bbbttt s et ssas s eas 4297
7.8. 104 PEEI QS=NUIMIDEN ......oieeieeteeeeecieiets sttt s sttt et s s e s bbbt b bbb s s s s s bbb ee s s s b s sbssssssss b s sns st ensessnsans 4299
7.8.105 PEEI AS-PATN-TILEEI ...ceieeeeeeieiee ettt ss st st nsens s s 4302
7.8.T06 PEEI DIU....eeieiieieireerte ettt sttt e b s s ettt tas 4304
7.8.107 PEEI DI DLOCK. ...ttt bttt bbbt s bbb bbb bbb bbbt e 4306
7.8.108 PEEI DI @NADLE........ceieeeeieiei ettt sttt st s st st nssssensnsnnsas 4308
7.8.109 peer CaPability-a0VEITISE. ......ocriueeeeeeeceeieer ettt ettt sttt sss 4310
7.8.1T0 PEEI CONNECE-INTEITACE. ..ottt bttt b st ss s b s bbb st ensessnsans 4312
7.8.111 peer CONNECLEA-ChECK-IGNOIE.........coveveireeerieir sttt sss sttt ss s s sss s s s st ssssnssssessnsanen 4314
7.8.112 peer default-rOULE-@dVEITISE.........cov ettt ettt cs sttt saen 4315
7.8.113 peer deSCriPLiON (BGP) ...ttt sss bbbt sas bbb e s sasssnsas 4318
7.8.1T4 PEEI €DGP-MAX-NOP ..ottt sttt ss s s sttt s s s st s s s st s snsssssnsas 4320
7.8.115 PEEI ENADLE (BGP) ..ottt bbbt bbbt bbb s s s s ssas 4322
7.8.1T6 PEEI fAKE=S...ceurieeeiriiieeieseeeieiess sttt sss s bbbt s s se s s bbbt b s es s s s s s bbbt s s s b s s s b s b s s st ensessnsans 4323
7.8.1T7 PEEI fIlLEI=POLICY...eurereereereeiririreereireesese sttt ss s st sss st st ss s st s s sss s s s s sss st snsssssassssnsssssnsensnes 4325
781718 PEEI GIOUP.cueuiuiiuiiieeiiieeeiseets ettt taeas st s ts ettt bttt bbbttt bt bees 4328
T.8. 119 PEEI IGNOTE.ceeeieeeeeeteee ettt sttt a ettt s st s st e st s s b s st ss s et s b eessseeassse st eassssessssnssssnsssansssanens 4330
7.8.120 PEEI IP-PIEFIXcu ettt sttt s st ss st s st n s sss s s n s st ensnsssassssnsassensnsnes 4331
7.8.1271 Peer KEYCHAIN (BGP) ...ttt ettt st b sttt seasennnans 4334
7.8.122 PEEI KEEP-ALl-TOULES........eeeeeieveirisicieeteee sttt sas s bbbt sas bbb bbb ss s s s bbbt s s s ssssssnsansans 4336
7.8.123 peer label-route-capability (BGP) ...ttt s st sssssss s ssssssssssnsnes 4337
7.8.124 PEEI LISTENM-NEL......ceeeirieectrei ettt sttt e b st bbbttt st eens 4339
7.8.125 PEEI LISEEN=0NLY ...ttt ettt st bbb s s bbb bbbt s s b s bbbt bensssessesas 4341
7.8.126 PEEI LOG-ChANGE. ...ttt sttt s st s s bbbt ssa s s st sns s s sns s sensnsns 4342
7.8.127 peer Next-NOP-INVAriADLe. ...ttt st 4344
7.8.128 PEEI NEXE-NOP-L0CAL.... ettt bbb s s essnes 4345
7.8.129 PEEI OUL-RLAY ...ttt sttt st ss s s s st s st sssss s st snssnsessessssssssnsensns 4347
7.8.130 PEEI PASSWOIU. ...t tseistas sttt sa st se st b e b st s s ss bbb ee b b ssessesesassanen 4349
7.8.1371 PEEI PrefrT@U-VALUE.. ...ttt sttt bbb s st s s bbbt s s s e sansas 4351
7.8.132 PEEI PUDLIC-AS-0NLY..evurierierieieieirsiscereeie sttt sseses s st s st ss sttt sa s s sss s s s s st sn s ssesssssssssssnsas 4353
7.8.133 PEEI 1EFLECE-CLIENT ..ottt st es sttt eaen 4355
7.8.134 PEEI TOULE-LIMIt....uiiiiiieeiteeeiieieie ettt sttt b bbb e bbb bt se s s bbb s st s s ssessesanen 4357
7.8.135 PEEI FOULE-POLICY ...uvurierieieeeireirier sttt sss s sss st st ss st sss s s st ss s s s s s st s s snsensessnasessssssssnsanen 4360
7.8.136 peer route-UPAAte-INTEIVAL ..ottt sttt sttt eens 4362
78137 PEEI LM ettt sttt sttt st as st s e s b s e b s b e st e e s s e e st eaasseesssensssnsssnssssassesansesans 4364
7.8.138 PEEI tNL-POLICY ...cuiurieeiririreireireeeieesie sttt ss sttt as s s s s s e st se s e s s s s st ensenssnsensssanen 4367
7.8.139 PEEI LIMEI CONMMEBCE-TELIY ... cuiuieiieeietriet sttt sttt ettt en 4368
7.8. 140 PEEI trACKING....eieeieeieeieieiciee ettt see s sse bbb s s s bbb bbb s s b bbbt en s s s s s s b banseneas 4370
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7.8. 147 PEEI VAlId-TEL-NOPS.....eieeeerieireeieteeesee ettt sttt sttt s s s s st st essnasensssansnns 4372
7.8.142 Prefer@NCE (BGP) ...ttt se bbb e bbbt b st s ss s snes 4374
7.8.T43 refleCt DETWEEN-CLENTS. ..ottt ettt s ettt 4378
7.8.144 reflect Change-path-attriDULE.. ...ttt st nes 4379
7.8. 145 1eflECOr CLUSTRI-IT. ...ttt bbbt et b s eneen 4381
7 B.TAG FEIFIESN DOP ..ottt b s bbb e s bbbt b s bbbt 4383
7.8.147 refreSh DGP MULLICASE ... vttt ss st ss st st ssensnsnen 4385
7.8.148 refresh bgp MULLICAST @XEEINAL......vu ittt et 4386
7.8.149 refresh bgp MULLICAST INTEINAL. ...ttt bbbt ssas e s bnes 4387
7.8. 150 FESEE DOP...euvurirriririerieriieisisississ sttt st sass st st s st st s s et e s s seas s s sttt n s s s s s st 4388
7.8.157 reset DD damMIPENING.......coiierririreieiseire ettt sea st bbb sttt b st eastassassnseas 4391
7.8.152 reSet DGP flap-iNTO... ettt bbb 4393
7.8.153 reset bGP flapPiNg=COUNT. ...ttt sttt s sttt sss s st sn s ssenssssnssnsnns 4396
7.8. 154 1ESEE DGP MLttt bbbttt aneas 4398
7.8.155 1€SEE DGP MULLICAST....eveeieeieirieeiesi ettt bbbt ss s bbb bbb e s s s s s s bbb e sssessesasssssnsnses 4400
7.8.156 reset bgp MULLICASt AMPENING.....oriririririeeereeriete et ss st sss st sss s sssssasssnsnen 4401
7.8.157 reset bgp MULLICAST @XEEIMAL ...ccu ittt aeens 4402
7.8.158 reset bgp MULLICASt FlaP-INTO....c.oioieieieeree ettt bbb 4403
7.8.159 reset bgp MULLICAST INEEINAL....c. ittt es s bbb s s sssssnsanen 4404
7.8.160 rESEE DGP MVPIN...ciiiiiieiitreiree ettt ess sttt st et b et s ba st et ebsesseanenns 4405
7.8.16T FOULEI-IA (BGP) ettt sttt sttt sttt ss s as st s s sasassssssasassssssnsssassssssasassans 4406
7.8.162 router-id (BGP-VPN INSTANCE VIEW) ...t sssssssssesssssssssssessssssssssssssssssssssssnsasasssaens 4408
7.8.163 FOULE-SELECTE LAY ...ttt sttt 4409
7.8.164 routing-table Llimit threShold-alarmmi.. ...ttt bbb s snsssansans 4411
7.8.165 rOULING-taDLE FID=0ONLY ..ottt sttt ss st s snnas 4413
7.8.166 SNULAOWN (BGP) ..ottt ettt sttt sttt s st s s st et s sastesenssasanteseen 4414
7.8.167 slow-peer det@Ction diSADLE. ...ttt sttt bbbt 4415
7.8.168 slow-peer deteCtion threSNOLA.........c.cveiririrer sttt s s s s saen 4417
7.8.169 SUMMATY QUEOMIATIC. ciueiuereuireieireieici ittt ettt s sttt et bbbt et 4418
7.8.170 SUPEINEL UNICASE QUVEITISE.......veeierieeieieisi sttt sesssss s bbbt ss s s sss s s b s s st sssssssssssnssnsanes 4419
7817 HMEL (BGP) ottt ettt b bbbttt 4421
78172 HIMEE CONNECE-TELIY.cueieireeeireecereieir ettt sttt s et b bbbt st st se st se bbb bbb et b ebaesetacs 4423
7.8.173 undo SYyNChroNIiZation (BGP).........ccevririiiiecieeieieeie sttt ssssss sttt sssssssssss bbbt ssssssssssnssnssnssnsns 4424
7.9 Routing Policy Configuration COMMANGS.........cceriririrrinrinrenieneensnisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 4425
7.9.1 COMMEANGA SUPPOI ...ttt ettt sas s seas st et s s bae e st s st as s ase s e s bt sessesetaseassasssesensaes 4425
7.9.2 APPLY @S=PAtN ..ottt bbb anen 4425
7.9.3 APPLY DACKUP-TNEEITACE . ..ieieereereeeer ettt sttt st ss st s s st snnsensssansnns 4427
7.9.4 APPLY DACKUP-NEXENOP ...ttt et 4429
7.9.5 APPLY DENAVION ...ttt bbbt bbbt s bbb bbb st b s s bt ntes 4431
7.9.6 APPLY COMM-FILEEE ELETE.....oeeeeee ettt ns s s snses 4432
7.9.7 APPLY COMMUNILY.coeitiirieieieirets ettt ca ettt bbbt bbbt bbbt n s beeseeaen 4435
7.9.8 APPLY COSLuunriniiiiiriiieeieeeisis ettt b sttt ss s bbbt s s s e b A st s s b s bbbt s s s s b st tees 4438

Issue 02 (2024-07-31) Copyright © Huawei Technologies Co., Ltd. Ixvii



S300, S500, S2700, S5700, and S6700 Series
Ethernet Switches

Command Reference Contents
7.9.9 APPLY COSE-LYPO...eeeiieereiriee ettt sas s s st se st s s a s st s st e 4439
7.9.10 QPPLY AMPENING...eitiiriirireireireireie ettt sttt sttt ea st s st bbbt e s essess s brstsnsenses 4441
7.9.1T QPPLY EXECOMMUNILY ..vuieririeirieeiesee ettt bbbt se s s s bbb bbb s s s s ss s s s s s s s ensesssssssassasssnsensnns 4443
7.9.12 apply ip-address next-hop (ROULE-POLICY VIEW)......ccouririrrirrirririereiririsisisisess e sss s sssssssssssssnns 4445
7.9.13 QPPLY IP-PrECEAGNCE. ..ottt et es sttt ettt s eaeeansanen 4447
7.9.14 apply iPVE DACKUP-TNEEITACE. ...ttt bbb bbb ss s b s 4449
7.9.15 apply iPVE DACKUP-NEXENOP ...ttt st s st sas s s s sanen 4451
7.9.16 QPPLY IPVO NEXE-NOP ..ttt ettt ettt bbb neannan 4452
72917 QPPLY 18IS ettt sttt bs sttt ss s bbbt e a e A AR A et s b AR bRt et e s e bbbt ntes 4454
7.9.18 QPPLY LOCAL-PIEFEIENCE. ...ttt st s sttt s st st nens 4456
7.9.19 @PPLY MPLS-LADEL ..ottt st sttt 4457
7.9.20 QPPLY OFIGIN.ueitiiririeirieiesie ettt b bbb bbb bbb s bbb s b s s s s e bbb st n s s e sans 4458
7.9.27T APPLY OSP T ettt AR ARt 4460
7.9.22 QPPLY PIrEIEIENCE. ...ttt sttt 4461
7.9.23 QPPLY PrEfOrT@A-VALUE. ...ttt bbb s bbb s st sas bt st 4463
7.9.24 APPLY GOS-LOCAL-TG. .. ettt sttt s s sttt snesrnsas 4464
7.9.25 APPLY TAG 1wttt e R ettt b et eaeen 4465
7.9.26 QPPLY traffiCoiNUEX .ttt sttt bbbt a b sa st nen 4466
7.9.27 description (ROULE-POLICY VIEW).....vuovuierieriririeisiseississeseessss sttt sssssssssssssssssssssssssssssssssssssssssssssssessssanen 4468
7.9.28 diSPlay iP @S-Path=Tiller. ...ttt et 4469
7.9.29 display ip COMMUNIEY-TILEEI.....iiririerieie ettt s bbbt ss s bbb bbb s sesannans 4470
7.9.30 display ip @XtCOMMUNIEY-FILEEI.....iiririeeeeei ettt sttt sss s snens 4472
7.9.37T diSPlay 1D 1P PrefiXecu ettt sttt eietas 4474
7.9.32 diSPLaY 1P IPVO-PIEIIX..cuiuieieeierierisisieireieeessie st s st st ss s sss bbbt s s s s s sas b s st sessessessssanen 4476
7.9.33 dISPLAY 1D FA-FIIEEI ettt s st sss s s s sns s snen 4478
7.9.34 diSPlay FOULE-POLICY....curereiereeriee ittt ettt ts sttt sttt aneas 4479
7.9.35 OO NEXE-NOME. ...ttt st bbbt b e s s s b bbb bbb s b s bbb sneas 4481
7.9.36 if-Match acl (ROULE-POLICY VIEW) ..ottt ssssssss st ssssssesssss st snssssssssssssssssnens 4482
7.9.37 if-MAtCh @S-Pathi-filEer ...ttt ettt eee 4484
7.9.38 if-MAtCh COMMUNILY-FILEEI ...ttt bbbt s bbb b st ssenans 4486
7.9.39 IT-MATCN COST. ettt bbb et 4488
7.9.40 if-match eXECOMMUNITY-TILEEI ..ottt ettt st saen 4490
7947 TF-NATCN IO ACE oottt e bbb bbb 4492
72942 IF-TMNATCN TPttt s AR A et nnns 4493
7.9.43 If-NATCN TP PIEIIX ettt ettt nen 4495
7.9 44 If-NATCN IPVOB....ooerieeieeete ettt bbbt bbb s s bbbt bbb s b s s b s s s b b s b s sessnsans 4497
7.9.45 if-mMAtC MPLS-LaD@L...eueieieeieeeee ettt s s s s sssssansnns 4498
7.9.46 IF-NATCN FA-TIIEOI ettt a s bbbt anenetans 4499
7.9.47 If-NALCN FOULE-EYPE.....eeeee ettt sttt bbbttt bbb bbb s s b s s s bbb s s st ensessnsans 4501
7.9.48 If-MATCN £AG ittt sttt s st sttt s st et n s s s a st et nen 4503
7.9.49 1D @S-PAtN-FILEEI ..ottt e bbbttt 4504
7.9.50 ID COMMUNIEY-FILEEE ..ottt bbb s bbbt s st e e bbb e 4507
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7.9.5T IP @XECOMMUNIEY-FILEEE ..ottt bttt a s s s 4512
7.9.52 1D TP PIEIIX ettt a st skttt 4516
7.9.53 1D IPVO-PIOFIX..euieieeierieieeicieee sttt bbbt bbb s s b s bbb s bt s s s bbb en st n s saen 4525
71952 1D TTIIEEI ettt st s st s sttt s st s s saen 4534
7.9.55 FESEE P 1P PIEFIXu ettt ettt sttt 4537
7.9.56 FESEL IP PV -PIEIiX ittt sttt bbbttt as bbbt b s b s e b s b st ensessnsans 4538
7.9.57 reSet rOULE-POLICY COUNTEIS ...ttt sttt ss s st s st s s s s s st st sssessssssssssanses 4539
7.9.58 FOULE-POLICY ..ottt ettt bbb ekttt ees 4540
7.9.59 route-policy-change NOtIfY-AELAY ...ttt ss s ses 4542
7.9.60 route-policy NoNexXiSteNt-CONTIG-ChECK.. ...ttt snes 4544
7.10 IP Routing Table Management COMMANGS..........cceuereereeniereerieneinesesisesesseesseseasesseases s sssssssssssssseasasssssssens 4545
7.70.T COMMANGA SUPPOIT....uiiiiiiiiiiiieeeeieeiesis st essesssssasssssss s st st s ssssssssssssssssssssssssssssssssssssssssssessesssssssassasssssassssssssnes 4545
7.10.2 arp VUNK-dir@Ct-rOULE QVEITISE......oovvreeereereerieisisie ettt sssssss s st st ssssss s s s sssnssnssnsssanen 4545
7.10.3 dISPLAY fiD..euereeeeee ettt bbbttt 4547
7.710.4 diSPLAY fID QCL..vieeieieeeeeieeee ettt sttt et s bbbt s st a e banen 4552
7.710.5 diSPlay fiD INTEITACE. ...ttt st s sttt s s s st st 4553
7.710.6 diSPlay fiD IP=PrefiXu..coiucceririerieeiieieieir ettt sttt sttt es e eaen 4555
7.710.7 diSPlAY fID LONGEN ...ttt sttt s bbbt s bbb bbb s s s senes 4557
7.710.8 diSPlay fiD NEXE-NOP....irierieiee ettt s st a s s srnsas 4560
7.710.9 diSPlay fiD STATISTICS. ..eueureurerririeeceeeeieieie ittt sttt sttt nene 4561
7.10.10 display fib StALISTICS @ll.....cveueeeiriiierieieeieieiretsi ettt bbb ss s sas s bbb enssssessesanen 4562
7.70.171 display ip FOULING-LaDLE........ooeereeee sttt st es s st st snens 4564
7.10.12 display ip routing-table lIMit......o.orrreree ettt sttt 4571
7.10.13 display ip routing-table PrOtOCOL.........ccoiiiieieeieeeeeeeie ettt se s b s s ssssssessssanes 4573
7.10.14 display ip routing-table StAtiSTICS......ccocvririrrirrirrerrririss ettt ss s sss st ssssssssssssssnsns 4576
7.10.15 display ip routing-table tiIME-range.........cccovrereurieieieireire ettt eas st ssesseassas 4577
7.710.T6 diSPLAY TPV fiD..ueeeieierieieieiees ettt bbbt ss bbb bbb s ss e bbbt st en s ss s s sanen 4583
7.10.17 display ipV6 rOULING-TaDLE........oureieereeireeie ettt sss bbbt enssss s s sanen 4585
7.10.18 display ipv6 routing-table LMt ...ttt es st 4590
7.10.19 display ipv6 routing-table ProtOCOL.........ririiieieeeeeeieie st sss st ss s bbb essses 4592
7.10.20 display ipv6 routing-table STAtiSTiCS.......covrriririririreireseseses sttt sss st sas s s snens 4595
7.10.21 display ipv6 routing-table timMe-range........ccccerrrireinirerireeesee ettt 4596
7.710.22 diSPLlay FM DEA-SESSION.......cuiveiriiierieieciirieie sttt s bbb s st sssas bbb sesssensessnsans 4602
7.710.23 diSPLay MM INEEITACE ... ettt sas sttt s e sssssnsansas 4605
7.10.24 display rm ipVO DId-SESSION......c.cvuiriiercereee ettt ettt saeen 4609
7.710.25 diSplay rM IPVE INTEITACE. ...ttt bbbt a bbb e s sensas 4612
7.10.26 diSPLAY FOULET Q...euveierierieririeiesicir sttt st ssss s s s s s st s s sssssss s s sssensenssnsessssssssnsansans 4614
7.10.27 diSPLay FOULE FESOUICE. .....eueeeereereecereeeeaeeseeesetseesesseas sttt eb s eas s bbbt sses st s bbb se s s s eassnssresas 4615
7.710.28 €CMP L0AA-DALANCE. ...ttt bbbt a et s e s banen 4616
7.10.29 ecmp 10ad-balance difflUBNCE.........oreeeeeeeee ettt st sss s st st nenes 4617
7.10.30 ecmp local-preference diSable............ ettt es st 4619
7.710.37 fiD r@QUIAILY-TEFIESN ...ttt bbbttt bbb s s sanen 4621
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7.10.32 fib regularly-refreSh diSAbLe.......... ettt bbb s s 4623
7.710.33 fiD threShOld-alarmmi... . .ttt sttt 4624
7.10.34 fib trap [PM-fail @NADLE. ...ttt bbbt bbbt 4625
7.710.35 fiD trap [PM-fail NISTONY ..ottt sttt ss s sas s sas 4627
7.10.36 fib trap [PM-fail INTEIVAL ..ottt et e seen 4628
7.10.37 0D fIT (SYSTEM VIEW) oottt bbb bbb s s s bbbt s st s s s s bbb s st s s s sesanen 4629
7.710.38 0D PrefiX-liMite o eieeeieieeiceie ettt sas s s s s s st sttt nses s sanssssansnsenes 4630
7.10.39 ip prefix-lUmit LOG-iNTEIVAL ...ttt bbbt 4633
7.10.40 ip route recursive-lookup default-route ProtoCOL......erieierierierieeseeeeseeee st sesseesessessasssssnsens 4634
7.10.41 ip route trace unicast-route-change diSable..........corrnere e 4635
7.10.42 ipv6 fib-loadbalance-type hash-Dased..........corrreeee et 4636
7.10.43 ipV6 fiD reQUIAILY-TEIIESN.....coe ettt bbbt s as s bbb s st s s sanen 4637
7.10.44 ipv6 fib regularly-refresh diSabLe............ ittt s st sssssasnans 4639
71045 TPV PrefiXolimlite . ettt ettt st bbbt 4640
7.10.46 ipv6 Prefix-limit LOG-iNtEIVAL ...ttt bbbt sass s bbb ensesssnans 4642
71047 TPVO TIT (SYSLEIM VIBW) ..ottt st sttt sss st st sss s sss s st st sesssssssssassnsssnsnnes 4643
7.710.48 13-fOrWard-€NTry @gINg ..ottt ettt bsessess st bbb sses et tse b s s s easesesassanen 4645
7.10.49 13-forward-entry reqUlArly-CRECK ...ttt s s ss s 4646
7.10.50 [3-forward-entry self-healing €Nable.......... st 4648
7.10.57 13-interface regularly-refr@Sh....... ettt saeen 4650
7.10.52 13-interface periodic-refresh diSAbLe.........eeeirice et sanaes 4652
7. T0.53 FEFFESN FiD.uceuiecieeetre ittt e b bbb 4653
7.10.54 1EFIESN IPVE FiD...coeeeeie ettt sttt en 4654
7.10.55 reset ip routing-table statiSticsS ProtOCOL........cooririeieiiieeiece ettt s 4655
7.10.56 reset ipv6 routing-table StatiStiCS PrOtOCOL......cov ettt ssesns 4656
71057 FOULEE Tttt sttt bbb st s et e st 4657
7.10.58 route LOW-PriOrity ENADLE.......cooieieeeire ettt b st ss s s s s s s st ensesennans 4659
7.17 PBR Configuration COMIMEANAS........ccovuierieriririnisisississensisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 4660
7177 COMMANGA SUPPOIT ..ottt ettt sttt b s ess s sttt es s sttt e s s ensseanennen 4660
771712 reAIr@CE IP-TNULIINOP ..ttt bbbt b bbb bbb se bbb s e 4661
77113 FEAINECE IP-NEXENOP .ottt sttt ss s bbbt ss s s bbbt nssnsessnsanen 4663
771714 redir@Ct IPVO-IMULLINOP ...ttt et et eaen 4665
7.7171.5 redir@Ct IPVO-NEXENOP ...ttt bbbt ss s bbbt s ebsesan s sanen 4668
7.12 Route Monitoring Group Configuration COMMANGS.........ccoueirirrririrnireerriseensneensessissssssssssssesssssssssssssssssens 4670
7.12.1 COMMANGA SUPPOIT ..ottt sttt sb s sess s st s st bbb s s es et s sttt e s s enseeanenen 4670
7.12.2 display P rOULE-IMONITOI-GIOUP......cieiueeeeieeieeirisiesieississes st ssssssesssssasssssssssssssessssssssssssssssessssssssssessnssnsanes 4671
7.12.3 display ip route-monitor-group traCk-rOULE. ..ottt ssss s s sanen 4672
7.12.4 1D FOULE-IMONITOI-GIOUP....cueiiueiriucireeeireieinesetseietsesstesseae sttt st sese s st se bbb bbbt b st st seae s st st sesesesesssesasens 4674
7. 12,5 MONIEOT ENADLE.... oottt seb st bbbt 4675
7.12.6 OPEIALON @NG...uiuierieieieiririiseeseie sttt sssse s st ss st et sss s s s s s st s s s s s s s s st et s s easeassssssssses st snsensessessnsansanses 4676
7.02.7 trigQer-AOWN-AELAY ...ttt sttt bbbt st een 4677
7.72.8 tHIGQEI-UP-AELAY ...ttt bbbt s s ss s bbbt et s s s ebssban s snen 4678
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7.12.9 LFACK 1D FOULE.... ettt se s bbbt s s s st s s s s s s bbbt e s s e s se s e s s srs s e s st st ensnssnen 4679
8 IP Multicast COmMMANAS.........cccoieuiiiiuiniiiiiinininisncsisiscsscstssessesssssssssssessssssssesssssssnes 4682
8.1 IGMP Configuration COMMANGS.........ccoeuerurirrieririineesierisissss s issessssssssssssssssssssssssssssssssssssssssssssssssesssssssssssssssssnsanes 4682
8.1.1 COMMEANGA SUPPOIT...ciiiiiiieieertirete ittt ees et seas s et s s es e bbb s st b s asesetaseassastsebessnes 4682
8.1.2 display default-parameEter IGMP. ...t sssssss s bbb st sssssssssssss st nssssssssssnsas 4683
8.1.3 display igmp CONLrol-MESSAGE COUNLES.......ceivreeereieeieeee sttt seesae s sasss st es e s s s sassss s st essesssssssassansans 4687
8.1.4 display igmpP eXPlCIt-TraCKing.....cocoeuiurrereerieriririeisei sttt s s st sssssssssanen 4689
8.1.5 dISPLAY IGMP GIOUP ...ttt sttt b bbb ss bbb bbbt s s s s s bbb st nsensessssanen 4692
8.1.6 display igmp group SSM-IM@PPING.....cceceeureeurereirrereeriuriseesesessesssseesessessessssesssssssssssssesseasssssssssssssssssssssssssssssns 4696
8.1.7 display igMP GIrOUP STALIC.....cociicririreirrereirieisiese sttt s sttt ssss s s s st s st essssasssss s s st snssnssssnsans 4701
8.1.8 diSPlay IgMP INLEITACE ..ottt bbbttt sas bbbt s s sesassansans 4705
8.1.9 display igmMPpP INVAlIA-PACKEL ..ottt ensens 4710
8.1.10 diSPlay IGMP PrOXY GIOUP.....ceiuereeerieeeerieriesssssiessssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassssssssssessssanss 4714
8.1.11 display igMP ProXy INLEITACE. ...ttt s s ssn s 4716
8.1.12 display igmp ProxXy roULING-table..........covireeiriririniseee et sss s st sssssssssssssssssnsnns 4720
8.1.13 display igMP rOULING-TADLE........ ottt s 4724
8.1.14 display igMP SSM-MAPPING.....ceirrerrerieriririreireisessissessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 4727
BT TS gD ettt ettt bR AR AR e bbb 4728
8116 IGIMP ENADLE. ...ttt et s Atk nen 4729
8.1.17 1GIMP GLODAL LIMIT.eeeiieieieriieieeee ettt sttt bbbt s s s s s bbb ensessesssssnssnssnsnanes 4731
8.1.18 IGIMP GrOUP-POLICY ..cueuieeeireiriteeieeee ettt sttt st es sttt st bbbttt sttt een 4733
8.1.19 IGIMP IP-SOUICE-POLICY...uurererrerreririeisirsiesis st ssis st sesssssssssss s s st st ssssassssssss st st sssessesssssssssssnsssssssessssssssssanen 4735
8.1.20 igmp [@StmMemMber-qQUEIYINEEIVAL......cc.ciiveieeeeeeeecieieeet st sttt s st ss s ss s ens 4737
8.1.2T HGIMIP LMLttt sttt s st ee s st et sennsnnsnns 4739
8.1.22 igMP MAX-TESPONSE-TIMIE. ..ottt ettt sttt ettt st sttt e b st ea st s st enassnsesas 4741
8.1.23 IGIMP ON=AEMANG...... ittt ea s s ettt eas st sebeeses 4743
8.1.24 IGIMP PrOMPL-LEAVE......ceeeeeereriete ettt sttt bbbt st as s bbb st s s s sa s s s sss s s s s s snsenssssnsas 4744
8.1.25 IGIMIP PrOXY ..ecuiuieeiriieeieieireeeie ettt ettt sttt ettt ettt e s et st e e b ettt ae st e bt et s e et aese b et tassesetsensasteteen 4747
8.1.26 IGIMP PrOXY DACKUP.....ieieierieriereeieiet ettt sttt sttt sttt s s st st esssessssnsnnsansns 4749
8.1.27 iIgMP ProXy INTEITACE FEIOULE. ..ottt s st sssss s bbb s s ssnsessesans 4750
8.1.28 IgMP ProOXY rEIrOULE AELAY.....ovueeceeiuierieireieireireeseaeee st ee sttt es sttt st s s eeanens 4752
8.1.29 IgMP QUETY IP-SOUICE-POLICY.c..vureererieererieririerieiesissississessas st st sssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssanen 4753
8.1.30 IgMP FEQUITE-TOULEI=ALEI ..ottt bbbt bbbt s st s bbb bbb a e s s sanen 4754
8.1.3T IGIMP FODUSE-COUNL. ..ttt sttt sttt es st s st sssas s s snss st nsnens 4756
8.1.32 IgIMP SENA-TOULEI-ALEI ..ottt st e s s s s as bbb s bt ssssnssssansanaans 4758
8.1.33 igmp SSM-MAPPING ENADLE.........oeeeeeeee ettt e bbb senee 4759
8.1.34 iGIMIP SLATIC-GIOUP ..ttt ettt sttt sttt s st st ae b st s e st as s st st seassseassseastennstnans 4761
8.1.35 igmp timer Other-QUEIIEI-PIrESENT ..ottt bbbttt been 4766
8.1.36 IGIMP LIMEE QUETY ..ottt st st s ettt bttt sttt ens 4768
8.1.37 IGIMP TEL-CRECK. ettt ettt bbb bbb s bbb s n s s s s sanen 4769
8.1.38 IGIMP VEISION ...ttt st sttt et et bttt bttt 4771
8.1.39 lastmember-queryinterval (IGIMP)......... et sssss st ssssssssssssssssassssssssssssssssssssssnssnsans 4772
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B.T.40 LIMIL (IGMP) .ottt st e b bbbttt 4773
8.1.41 MaX-reSPONSE-LIME (IGMP) ....ooiirieeieeeieecieeetste ettt s s bbb s s s s ssssnsnas 4775
8.1.42 PrOMPL-LEAVE (IGIMP).....ooeieeee ettt sttt s s bbbt bbb bbb s e st st 4777
8.1.43 PrOXY rEIOULE AELAY.....oviveeereeeriee ittt st ss st s s ss s s s st ssssnsensssassassnsnsnens 4778
8.1.44 ProXY SOUICE-LIFEEIMIE. ...ttt st b s esetans 4780
8.1.45 PrOXY SOUICE-POLICY....cvrveirririeieriieierieies sttt ses s s ssss st se s sss s s s s ss s s st sssessesssssss s bsss s s s sessesssssssassensensnsensessnen 4781
8.1.46 PrOXY SSIM=POLICY...ucvurrererierrerieriirierisisississeseessasssssssssssss st sssssssssssssssssssssssssesssssssssssssssssssssssssessnssssssssssnsssnsssssssssssansans 4782
8.1.47 reqUIre-roULEr-alert (IGMP) ... ettt sttt sttt s s s sssnss s s essnsenanens 4784
8.1.48 reset igmp CONLrOl-MESSAGE COUNLETS.......cvivivreeeereereeeiesesss sttt sss s s st ss s ssssssss s s s st ssssessnsas 4785
8.1.49 reset igMP @XPLCI-TraCKiNgG. ..ottt ss st st ss s s s sansensns 4786
8.1.50 rESEL IGIMP GIOUP ... cuerieireuireieireirteietet sttt sttt sttt ettt sttt bbbttt et sttt teae 4788
8.1.57 reset igmp gGroup SSM-IMAPPING.....cccveruririreririeirisisesetsssetessessssssssesssesssssssssessssesssssssssssssssssessssssssssssesssesssesans 4789
8.1.52 rODUSE-COUNE (IGIMP) ..ottt ettt sttt ettt se st et s s st et st sassssesesesssssesssesssssssssesenas 4791
8.1.53 SENA-TOULEI-ALEIT (IGIMP) .ottt st s s st s s s st sas s st sasasassesasasanaas 4793
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8.4.42 join-prune triggered-message-cache disable (IPV6).........ccciririerneeneesenieis st sessssssessenes 5131
8.4.43 NEIGNDOI-CHECK (IPV6).....eievereerieeiririreiseir sttt sss st as s s bbbt st sssssss s s st snsenssssssnsanen 5132
B4 AL PIM-IPVB..creiieiieieieee ettt sttt et et ettt ettt 5133
8445 PIM TPV DFU..eeoeeee ettt a bbb bbb s bbb as bbbt s s s s s e st 5134
8.4.46 PIM IPVE DI @NADLE. ...ttt sttt s sttt ssesaen 5138
8.4.47 PIM IPVE DSI-DOUNUAIY ..ottt sttt eeee 5139
8448 PIM PV AMceieiieeeeieie ittt sttt s s s s bbbt s s as bbbt s s b s s s b e bbbt et s s s s bbbt 5141
8.4.49 pim ipV6 hello-0OPLioN Ar-PriOrity...cccericriririeireierir ettt s st sss s s st snsssssssssssssnsnns 5142
8.4.50 pim ipv6 hello-0ption NOLATIME.......c.oieieeeee ettt st 5143
8.4.51 pim ipv6 hello-0ptioNn LaN-AELAY.......ccceuriririeritrieeeeee ettt s st sss s bbb ss s snssssnsans 5145
8.4.52 pim ipv6 hello-option NEIgGhDOr-tracking.......cccoeririririrrirrnee ettt sss s ssss s snes 5146
8.4.53 pim ipv6 hello-0ption OVErTide-INTEIVAL ..ottt 5148
8.4.54 PIM IPVE NOLALIME @SSEIt.....ouieiiieiieieieeieete ettt b s s bbb s s ensesaessnsanen 5150

Issue 02 (2024-07-31) Copyright © Huawei Technologies Co., Ltd. [xxvi



S300, S500, S2700, S5700, and S6700 Series
Ethernet Switches

Command Reference Contents
8.4.55 Pim ipV6 hOLALIME JOIN-PIUNE........ceeieeereeeirsistreete ettt ss st s e st ssssnessssssansns 5151
8.4.56 PIM IPVO JOIN-POLICY..ceuriririeririeieeieie ettt sttt bbb sttt es sttt 5152
8.4.57 PIM IPVO NEIGNDOI-POLICY ...ttt bbbt sss bbbttt en s seen 5154
8.4.58 PIM IPVE rEQUITE-GENI......orvereeeeeriririeireie sttt st sss sttt ssssssssssss s sssssesssssssssssssssssssnssnssssesssssnsans 5156
8.4.59 PIM IPVE SILENT....oeeeeie ettt sttt bbbt et sees 5157
8.4.60 PIM IPVEO SIMiceiiiiiiieiieeieeeieeeiete ettt s ass s sss s s s b s st s s s et e s st e s st e e as s e s s e s e s ssesses s s s s sassssnssesnssesassessss 5159
8.4.61 pim ipv6 State-refreSh-Capable...... sttt senen 5160
8.4.62 pim ipv6 timer dr-SWitCh-A@lAY......c.ouieuriuririeieieireirr ettt sttt 5161
8.4.63 PIM PV LIMEI GIafloTBUIY .ottt bbbt ss e bbb s s sesas 5163
8.4.64 PIM IPVE TIMEE NELLO.....ceeeeeee sttt s sttt as s ss st snes 5164
8.4.65 PIM IPVO LIMEE JOIN-PIUNE ..ottt sttt ettt ettt ettt sttt et bttt beeas 5165
8.4.66 pim ipv6 triggered-hello-AlAY ...ttt sae s bbb ensssses s saen 5167
8.4.67 ProDE-INTEIVAL (IPVB) ...ttt sttt st st s s srnsas 5168
8.4.68 reQiSTEI-POLICY (IPV6)....cuueeereeeieeierieietreisieseietsis ettt st es st bbbttt et sssbanen 5169
8.4.69 rEQISTEI-SOUITE (IPVB)....oueiiirieieieieeieriieie sttt ssesssssssss s st sss st ssssssssss s b st es s s s s s s s sss s s s s s st s sessessessssanssnens 5171
8.4.70 register-suppressioN-timMeEOUL (IPVB).........cccvrriririnrireinsireses s sssssesssssssssssssssssssssssssssssssssssssssssens 5172
8.4.71 reset pim ipV6 CONLrOl-MESSAGE COUNTEIS.......c.oiuiuieriereeieireietetreaeese et ee sttt es s saesas 5173
8.4.72 reset pim iPVB FOULING-LaDLE ...t bbb 5174
8.4.73 SOUICE-LITELIME (IPVB) ...ttt sttt sttt sttt sttt ss sttt sasasasasasasasasas 5176
8.4.74 SOUICE-POLICY (IPVB) ...eueeieieeeeieeieieieireis ittt sttt bbbttt s e snens 5177
8.4.75 Spt-sWiItCh-thr@SOLd (IPVG).......ovrieiiiiriceeeeieie ettt sss bbb s s s sanen 5179
8.4.76 SSM=POLICY (IPVB) ...ttt sttt sssas s s st s s st s s st esss s s s s st en s st st essesanen 5181
8.4.77 state-refreSN-INTEIVAL (IPV6) ...ttt ettt ettt ae s s snas 5182
8.4.78 state-refreSN-rate-LlmIt (IPV6).......c ettt as st sas st s e s s sas st sssasassssanans 5184
8.4.79 STALE-TEITESN-TEL (IPVB) ..ottt ettt sttt ettt s s sttt st s et et esesssesesesesssesennans 5185
8.4.80 STALICTP (IPVB) ..ottt sttt bbbt bbb bbb st s s st nes 5186
8.4.8T LIMEI NELLO (IPVB) .ottt ettt sttt s st s s sassssssas st ssasassssssasassessnasasans 5188
8.4.82 tIMEr JOIN-PIUNE (IPV6).....eoeeereeriiriririreissiseeneesesisssssssssssssss s s s ssssssssssssssssssssssssssssssssssssssssssssssssnsssssssssnssssanses 5189
8.4.83 timMer SPL-SWILCN (IPVB)....uveieeeieeieeicteeeteits ettt e bbb s bbb 5190
8.5 MSDP Configuration COMMANGS........c.couerirereriiereenienieieisisiesissessesssssssssssssssesssssssssssssssssssssssssssssssssssssssssassessessnsens 5191
8.5.1 COMMEANGA SUPPOI ...ttt sssessesssssss st s sss s ss st ssssssssssssssssssssssssssssssssssssssssssssssssssssssnssssssssssnssnssnsnns 5192
8.5.2 CACNE-SA-ENADLE. ...ttt 5192
8.5.3 display default-parameter MSAP.......ccceeiriririeireie ettt ssssss bbb as st sssss bbb sssssssessssansans 5194
8.5.4 diSPlay MSAP DI ...ttt ensnes 5196
8.5.5 display msdp CONtrol-MESSAgE COUNLEIS. ..ottt eseeas bbbt eees 5199
8.5.6 display MSAP INVALIA-PACKEL.........cueieieieirieeeeeeteeeiste sttt ses st ss e s bbbt ssss s s s sess st enaes 5201
8.5.7 diSPlay MSAP PEEI-SLATUS.......ovevreeerirereiseseer sttt sss s ss s s s s s st st ssssssssssssassnsssenssssnsssssnsas 5205
8.5.8 dIiSPLlay MSAP FPF-PEEN ...ttt st 5210
8.5.9 diSPlay MSAP SA-CACNE ...ttt bbbt s s bbb s bbb st st nsen 5212
8.5.10 diSPlay MSAP SA-COUNL.....riririeirieirrer sttt sttt st sss s s sttt ssesssssssssssnsasssnssssssssssssansnns 5215
8.5.1T ENCAP-AALA-ENADLE........ ettt et aneaeen 5217
8.5 T2 IMIPOIT-SOUICE.....eireeirtrieteeeieeet ettt sttt st se st s as s s st se st es s s st e s s s st assesasseessseessseesstenasssnsssnsssnnsns 5218
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B.5.T3 MISAP .ttt e e b b bbbt 5220
8.5. T4 OFIGINATING TPttt ettt st s st ettt et et ettt bttt 5221
8.5.15 peer coNNECE-iNEIrfAaCe (IMSDP)...... ettt s s s sss s bbb st st ssssss s sassensensns 5222
8.5.16 peer deSCriPLION (IMSDP) ...ttt sttt sss bbbt ss st ssssss s s s st essessssssssnsanen 5223
8.5.17 peer KEYChAIN (IMISDP) ...ttt ettt s es sttt 5224
8.5.18 PEEI MESN=GIOUP.....couierierieeieieieeesetetieese st es e s b st s s ss s s s sss s s b st es s s sessessssss b s b st st essessessssanssnssnsensnns 5226
8.5.19 PEEI MUNIMUIMIELL.eriiiiieieeieee ettt ess st ss s s st et s s sessnsas 5228
8.5.20 peer PASSWOIA (IMISDP) ...ttt ettt eas st sttt sss s eas 5229
8.5.21 PEEI rEQUESE-SA-ENADLE........oeeeee ettt bbbt bbbt s st 5231
8.5.22 PeEr SA-CACNE-MAXIMUML. ..ottt sss s sttt essesss s s s st st sssessssssssssassnssnssnsensesanen 5232
8.5.23 PEEI SA-POLICY ..ottt ettt 5234
8.5.24 PEEI SA-TEAUEST-POLICY ...oreieeeeeieirieirieteeietee sttt b st s s ss bbb s s s s s s s bbbt sses s s s sansansas 5236
8.5.25 reset Msdp CONLrOl-MESSAGE COUNLEIS......c.veiereeriereeeirieire sttt st ssssssssss st st sssssssasssssssssssssnsnns 5237
8.5.26 FESEEL MISAP PEEN ....u ittt ettt skt s et ettt e s b bt 5238
8.5.27 reSEL MSAP SA-CACKNE ...ttt bbbt s bbb s s e st st 5240
8.5.28 reSEL MSAP SLATISTICS...ouveeierieririeiseirce ettt sttt bbbt st sss s bbb s s s esssssnssessnsansns 5241
8.5.29 SNULAOWN (IMISDIP) ...ttt vttt ettt s et st es s sassesesesasassesesasassessarans 5242
8.5.30 SEALIC DT PEEI e ettt bbb e e R At s st n s sanen 5243
85,37 LMY FEEIY ettt st e st b e ae bt a e a s neen 5245
8.6 Multicast VPN Configuration COMMEANGS.........ccveuriuriuriureeisieireeseiseeseisessisssssssessssessesssssessesssssssssssssssssssssssassnssns 5246
8.6.1 COMMANG SUPPOIT...ccuierierieieisiesiesieieeseiesssses et ssssssssss s s s st sssssesssssssssssssssssssessessesssssssssssssassssessessssssssnssnssnsansnns 5246
8.6.2 QUELO-TISCOVEIY ...ttt st sss s s s s s s s s s s s et s s s s s s b s s s st en st essessssanssnssnsans 5246
8.6.3 display default-parameter MVPN .. ...ttt sttt es sttt st 5249
8.6.4 display multicast-domain control-mMesSage COUNTEIS.........ccoiierveieeeeerenieeiesisisiesisessessss st s s s sessssesssnses 5251
8.6.5 display multicast-domain iNValid-PacKeT..........cccourirorirrireiniineesin ettt sss st sss s ssssas 5252
8.6.6 display multicast-domain vpn-instance Share-groUp.......cccccrererenesesereireereiseeseeseseseessssssssessesseasenns 5255
8.6.7 display multicast-domain vpn-instance sWitCh-group reCeiVe.........reeeerrrisersiereeesesesseesessesss s 5257
8.6.8 display multicast-domain vpn-instance sWitCh-group SENd..........cocvveuririrrirrinrenreneninirieesssesessseesseeens 5260
8.6.9 INTEITACE MEUNNEL....oeiiie ettt et sttt eseeans 5262
8.6.T0 MIEU (IMTI VIEBW) ettt sae st s s st sa st a st s s s st s s asassssssasassssssasassstsssassesssssnsassssann 5263
8.6.11 multicast-domain NOLAAOWN-TIME.......c.cccviiririecrereeci sttt ss st saseses 5264
8.6.12 multicast-domain l0g SWItCh-grOUP-TEUSE...........ccovu ittt et 5266
8.6.13 multicast-domain share-group BiNAiNG......c.ccccceieieeeieinieseeesess st sasss st ssssssansans 5267
8.6.14 Multicast-domain SOUMCE-INTEITACE. ..ottt ettt 5269
8.6.15 Multicast-domain SWItCH-AELAY.......cocvw ettt sees 5270
8.6.16 multicast-domain SWItCh-groUP-POOL.........cccoiiiirrieieieeieieisies sttt ses s sss s s sssssssesansanes 5272
8.6.17 multicast-domain SWitCh-WitNOUL-FEGISTEN.........covrireririrreireisereree sttt sssssssnsssaen 5274
8.6.18 reset multicast-domain coONtrol-MeSSAge COUNTEIS.........ccovreererereeereireereireeseeeeees et ses s essse s sseees 5275
8.6.19 service type (Eth-trunk iNTErface VIEW) ...ttt sss bbb snss s s sanen 5276
8.6.20 set Multicast tUNNEL ENNANCEM. ...ttt et 5278
8.7 IPv4 Multicast Route Management COMMANGS.........cerururinrereereereuneenesisesessssseesessessessssssssssssssssssssessessssssases 5279
8.7.1 COMMANG SUPPOI...cceieieeieieiriesieeteteesesissss st et sssssssssssss s st es s sassssssessesssssssssssssessessesssssssssssssassssessessssssssnssnssnsansnns 5279
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8.7.2 display default-parameter MIM.......o sttt sttt sttt ssssssssasssssnsnen 5280
8.7.3 display Migp rOULING-TaDLE. ..ottt st saen 5282
8.7.4 display migp routing-table STAtiSTiCS. .....cciirieicrieieireee ettt ssss bbb nees 5285
8.7.5 display MIt rOULING-TaDLE. ...ttt bbbt s s sss s sanen 5286
8.7.6 display mrt routing-table STAtISTICS. ..ottt ettt eses 5290
8.7.7 display mrt routing-table VPN-iNSTANCE.......c.cccoveievrieieiriee ettt ss st sas s snen 5291
8.7.8 diSPlay MErACE SLALISTICS.....cvueieierieeririreisei sttt ss s ss bbbt ss s s s s s s st nssssensssanen 5293
8.7.9 display MUILICAST DOUNAAIY ...ttt sttt sttt ss 5294
8.7.10 display multicast fOrwarding-table..........errcsee ettt nees 5295
8.7.11 display multicast forwarding-table optimization-mode configuration..........cceeeeeeevevesecnecnienrennnns 5300
8.7.12 display multicast roULING-TabLe.........cco ittt seeen 5302
8.7.13 display multicast routing-table STAtIC......cccccoiieriereieieieieeeesre ettt bbbt sssnssssnsans 5305
8.7.14 display MULLICASE IPTF-INTO....c.iiieieeeee ettt sas 5307
8.7. 15 1D TP - TOULE-STATIC.c.uueuieie ittt s bbbttt saen 5309
8710 IMNEFACE ...ttt ettt ettt ettt ettt h st b e b s 5312
8.7.17 MLIACE QUETY-POLICY cerurieriereeririreisirsissisieseises st sssss s ssssss st ss st ssssssssssssssssssssssessssssssssssssssssnsssssssnssssssssssassns 5320
8.7.18 MUILICAST DOUNTAIY ...ttt st sbas st 5321
8.7.19 multicast CPU-TOrWAId diSADLE.........c.veeeeeieeeieicee ettt ss s ss b s s s snsssansans 5323
8.7.20 multicast forwarding-table downstream-limit.......c..cccooorrorrrrinininres et senenes 5324
8.7.21 multicast forwarding-table route-lMit.........coorrr et 5325
8.7.22 MUILICAST INVALIA=PACKET ...ttt b sttt s bbbt b st s s ssnnas 5327
8.7.23 MUILICAST L0AA-SPUELING . ...vurveriririrecireiree sttt ss sttt s s bbbt ensnasessnsns 5328
8.7.24 multicast l0ad-SPUEEING WEIGNT. ..ottt st eaen 5330
8.7.25 MUItiCast l0ad-SPlEtING-tiMEI ...ttt ssss bbb nen 5331
8.7.26 MUILICAST LONGEST-MALCN ...ttt st s st ns st sanen 5333
8.7.27 MUILICAST FOULING-ENADLE. ... .ottt sttt eanens 5334
8.7.28 MULLICASE tEl-ChECK diSADLE.......ecee ettt e 5335
8.7.29 PING MULLICASE ..ttt st s s bbb ss sttt ss s s s st ensenssnsessnsns 5336
8.7.30 reSel MEIACE STATISTICS. .cvvueeieeieiei ettt ettt ettt 5342
8.7.31 reset Multicast fOrwarding-table...........oriiceeee sttt ssanses 5343
8.7.32 reset MULLICASt FOULING-TADLE. ..ottt sss s ss st snssssnsans 5344
8.7.33 set multicast forwarding-table enNhance-MOde.........ccoooririreirinee e 5346
8.7.34 set multicast forwarding-table optimizatioN-MOdE...........cccoeeieieereirieienesee e seesaes 5347
8.7.35 set multicast forwarding-table SUPEIr-MOAE...........ccorririrrinrireerenininiesisissssesseses st ssssssssssssssssssnsns 5349
8.7.36 set MULLICASt-NASN-MOE.........cco ettt sttt 5351
8.8 IPv6 Multicast Route Management COMMANGS.........ccorururrerrrrinsineesseesssssssssssssssssessssssssssssssssssssssssssssssssanes 5353
8.8.1 COMMEANG SUPPOI ... ceierierireisisireiseieeesessassesssssessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssnsnns 5353
8.8.2 display MULICASt IPVO DOUNAAIY.....c.ovuiiieieieeercir ettt st 5353
8.8.3 display multicast ipv6 forwarding-table........... et 5354
8.8.4 display multicast forwarding-table optimization-mode configuration.........c.ccccceeeveerrenerierecsrrsernirnenns 5360
8.8.5 display multicast ipv6 roUtING-table..........ooi et 5361
8.8.6 display MULLICASt IPVB FPF-INFO....iiieeieeieice sttt b st sae s sanen 5364
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8.8.7 MULLICASE IPVE DOUNAAIY ...ttt sttt st st ssss s snsas 5365
8.8.8 multicast ipv6 cpU-TOrward diSabLle............o ettt aen 5367
8.8.9 multicast ipv6 forwarding-table downstream-limit........c.cccoererrinrereeeieissese s essesseesees 5368
8.8.10 multicast ipv6 forwarding-table roUte-liMit......c..ccccorrrininnne et 5369
8.8.11T MULLICASt iPVE INVALIA-PACKEL ...ttt sttt 5371
8.8.12 MULLICast iPVO L0AA-SPLLEING.....cc.cvriererirrieieeicieisisistsete sttt e bbbt sss s bbb s s s s ssssnsans 5372
8.8.13 multicast ipv6 l0ad-SPlIttiNg WEIGNT. ..ottt ssssssnsssaen 5374
8.8.14 multicast ipv6 l0ad-SPLEEING-TIMEN........ccoiiieieerererreeee ettt eaen 5375
8.8.15 MULLICaSt IPVO rOULING-ENADLE.........ooieiecee s s s bbb ne s saen 5377
8.8.16 MULLICASE tEl-ChECK diSADLE......ceeee ettt 5378
8.8.17 reset multicast ipv6 forwarding-table..........c.oirer ettt 5379
8.8.18 reset Multicast ipV6 rOULING-table.. ...ttt bbbt na s seen 5380
8.8.19 set multicast forwarding-table optimizatioN-MOdE..........ccccouevririrrerirrreereerer e saes 5382
8.8.20 set multicast forwarding-table SUPEr-MOAE...........ovinriniireinees ettt eeens 5383
8.8.271 Set MULLICAST-NASN-IMOAE. ...ttt bbb 5386
8.9 VLAN-based IGMP Snooping Configuration COMMANS...........ccceururerirrrrreriensninenisssesssssssssssssssssssssssssssens 5387
8.9.1 COMMEANG SUPPOIT....ctieiirieitereiseietiees ettt sesetseas st st s s ase e st s e s e st b et s s s taseassasssnsensnes 5387
8.9.2 dhcp-snooping user-offline remove igMmpP-SNO0PING.........cccoiieriererieisienieieseeesieses st sssssssassssnes 5387
8.9.3 diSPlay IgMP-SNOO0PING . ....eurirerireirririerieisisiseisstsseseessss sttt sssasssssssss st ssssssssssasesssssssnsssessssssssssssssssssssnsnsnns 5388
8.9.4 display igmp-SnN00PING CONTIGUIAtION......iuiiiiirireireer ettt saseas 5393
8.9.5 display igmp-SN00PING POIt-iNfO.....ccoiiiuiiriiereieieissiests ettt sss s bbbt et sa bbb senen 5394
8.9.6 display igmp-Sn00piNg hOST-traCking.......ccceorurrireinieriirininies sttt ssssssseses 5398
8.9.7 display igmp-Sn00piNg QiNG-POrt-iNfO......coiiiuririrerireireireireireisee ettt see sttt es s ssssees 5400
8.9.8 display igMP-SNOO0PING QUETIE........cueeeeeeeeeieririesisieseesesssssse s ssss st s sesss s s s st s ssssssssssassssss st essssssssssansansansns 5402
8.9.9 display igmMpP-SN0O0PING FOULEI-POIT......oiriririrrirririiriniste s isssssessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnns 5404
8.9.10 display igmpP-SN00PING STATISTICS. ......cvueiureriririreireireirieeie ettt sttt ss s es st ss s sseaen 5405
8.9.11 display [2-multicast fOrwarding-MOde...........ccoiriereieirieeeseeeeeee sttt sss bbb ssssesassanes 5409
8.9.12 display [2-multicast forwarding-table VIaNn............ st sssssssssesns 5410
8.9.13 display [2-multicast forwarding-table StatiStiCs.......c.cciirrrrrirerreeeeie et eaes 5412
8.9.14 igmp-sN00opPiNg €NADLE (SYSLEIM VIBW) ..ottt tssesssssss s sssssssssssssassas s sessnens 5414
8.9.15 igmp-snN00pPiNg €NADLE (VLAN VIEW) .....viiiirrerierieririsieisissississesssssss s sssssssssssssssssssssssssssssssssssssssssassssssssnsens 5416
8.9.16 igmp-snN00oPiNg fast-SWILCh @NADLE..........ovuiue ettt ees 5417
8.9.17 igmp-snooping fast-send report ENADBLE...........correieeeeee sttt 5418
8.9.18 igmp-snooping fast-send robust-COUNt INEEIVAL.....c.ccoorurirreririreririeseseeereses et seens 5419
8.9.19 iIgMP-SN00PING GIrOUP-LIMIt....cieieierieecieieie ettt ee sttt se st es sttt ssas st 5421
8.9.20 igmp-snooping group-policy (INtErfate VIEW) ...t sssss s sssssssssssssssssssssnes 5423
8.9.21 igmp-snooping group-pPOLICY (VLAN VIEW)......cceereriereerirerisisisessessessssssssssssssssssssssssssssssssssssssssssssssssssssssans 5426
8.9.22 igmp-snooping lastmember-qUEIrYINTEIVAL ...ttt seaseaseans 5428
8.9.23 IgMP-SN00PING LEAINING....iririiirieierieeirieie sttt es s s sss bbb st s s s s sss s bss st ensensssssssnsansans 5430
8.9.24 igmMpP-SN00PING LIMIt-ACHION......iiiriricieirircrrseetetr ettt ss sttt s s sns s sensnsns 5432
8.9.25 igmp-SN00PING MAX-TESPONSE-TIME.....c.ouiuriririeiricirieirieiseieisei sttt s sttt et ettt 5433
8.9.26 iIgMP-SN00PING PrOMPL-LEAVE. ...ttt bbbt ss s s bt s s s sassassansanes 5435
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8.9.27 igmp-snooping host-based PromMpt-lEaVe.......... et snes 5437
8.9.28 IgMP-SNOOPING PrOXY..cueeuiieririrrieirietrieereeeseseeseasesesetsesetsesetesete et st s st sttt sstsesetesetas et s b et et betasteeastesesacas 5438
8.9.29 igmp-SN00PING ProXY-=UPLINK-POIT......cveeeereriririreiiirsiesesieessss sttt sssssssss s st ss st ssssssssssssss s ssesssssssssssssanes 5440
8.9.30 igMp-SN00PING QUETEI BNADLE.......eieceeeeeee ettt sttt ssssanses 5441
8.9.31 igMP-SN00PING QUEIY-INEEIVAL....cuiuieiririeirtirieeeire ettt ettt st bbbt 5443
8.9.32 igMP-SNOOPING FEPOIT-SUPPIESS.....cvurvrereriererensiriesieissssssssssssssssssssssssssssssssssssssssssssssesssssssssesssssssesssssssssssssssssesssees 5445
8.9.33 igMpP-SN00PING rEQUIrE-TOULEI-ALEIT......cevrireeerieireieieeees ettt st sttt s sss s st s ssnsssssssssansnns 5446
8.9.34 iIgMP-SN00PING FODUST-COUNT......uuiiieieeierieieireirets ittt ea st s es sttt essessnassas s 5448
8.9.35 igmp-SN00PING rOULEr-agiNg-tiMe......c.oveiieeiriririeisieeeteee ettt sttt st ssastsssssessssssssssassassssanens 5449
8.9.36 igmp-snooping router-learning (INerface VIEW) ........ocvieininirerreissssisssssssss st sssesssssssssssssssssssnes 5451
8.9.37 igmp-snooping router-learning (VLAN VIBW) .......ccocererieireineeneereereeeeieesisessssssessessesseasssssssssssssssssssessenssnns 5452
8.9.38 igmp-snN00oping SENA-QUETNY ENADLE.........oiiieieeeeeeceetee sttt bbbt sanses 5454
8.9.39 igmp-snooping SeNd-qUErY SOUICE-AAAIESS.........ovrrrirrrrirereirrissessisssssssssssssssssssssssssssssssssssssssssssssssssssssnsns 5455
8.9.40 igmMPp-SN00PING SENA-TOULEI-ALEIT.......iuieieiereieeieieireire ettt ettt sttt eeaseas 5457
8.9.471 igmMpP-SNOOPING SSM-TNAPPING ....evuririeririeririeireirirserissesistesssstssssssssssssssssssssssssssssssessssessssesssssssssessssssssssssssssessssesas 5458
8.9.42 igmp-snooping SSM-MAPPING ENADLE.........ooireirriee sttt st ssssss s ssnsas 5460
8.9.43 IgMP-SN0O0PING SSM=POLICY ...curvurvrriiirierieririeisireisets ettt ettt sssess sttt ssessess bbb ssessesesassasens 5461
8.9.44 igmp-snooping static-group supPress-dyNaAMIC-jOIN........ccccrrrrrrrrrrrrereeeesssninssssssssessesessssssssssssssssssssssenes 5463
8.9.45 igmp-SN00PING STALIC-TOULEI=POIt......coiiieeireeireeree ettt ettt sttt sttt 5464
8.9.46 igMP-SNOOPING SUPPIESS-TIME....oiiiuiirieiriicireicieieirti sttt ta ettt etaesees 5465
8.9.47 IgIMP-SNOOPING VEISION....ouiurirrrietririeisieeeietessstsssstssssesssssssssssssssssssssssessssessssesssssssssssssssssssssssnssssnssessssessssessssassess 5467
8.9.48 [2-multicast fOrwardiNg=-MOE...........cc.ooruriririririeirrirenesss st sss s st sssss st ssssssssssssssssssnsensnes 5470
8.9.49 [2-multicast roULer-pOrt-diSCAr........ccoorrurireuriereirierieteire ettt se st es s seeas 5472
8.9.50 [2-MULLICASE STATIC-GIOUP.....vivieereeeereeieeteieis sttt ses s s bbb s s sss s san bbbt st ssssssssssansans 5473
8.9.5T MUILICAST ArOP-UNKNOWN......oeeeiirieririeis sttt sttt sssss st st ensnssessnsns 5476
8.9.52 multicast-snooping MUX-VIAaN ENaDLE..........ccoiiriririrrererere ettt ese s saseaes 5478
8.9.53 MUILICAST-SOUICE-AENY......oerieeeeeieieieieteeieeeeie sttt b st sa s ss bbbt s s s s s sss bbb s en s s sessessnsas 5479
8.9.54 reset igMP-SNOOPING GrOUP......coiuriiiriririeirieereetseasisesstsessesessesesesssesssssssssstasssessssessssssssssssssssssssssssssessssssssesssssas 5480
8.9.55 reset igmp-Sn00piNg qiNG-POrt-iNfO.......coiriuririririerererer ettt es e 5482
8.9.56 reset igmMpP-SNOO0PING STALISTICS....cciiiririririeieeeireere ettt sttt s s s ss s seas 5483
8.10 VSI-based IGMP Snooping Configuration COMMANAS...........ccvuuririrrrirrirsirsensereneenssssssessssssssssssssssssssssssssns 5484
8.10.T COMMANG SUPPOIT ..ottt sttt b st ess s st b st e bbb s s es e s e st e s s enseeanenen 5484
8.10.2 diSplay IgMP-SNOOPING......ccoruirrrirreeierieeieisisiesississessessaess st es s s sssssssssssssas s s s st s s ssssssssssssssssssbsssssssssssesssssnsansas 5484
8.10.3 display igmp-Sn00pinNg CONFIGQUIAtION........coovurierieriririeisi sttt sssess s snsenes 5487
8.10.4 display igmp-SN00PING POIT-INTO......cceiiiriririeirrirrire ettt es st saeen 5488
8.10.5 display igmp-SN00PING FOULEI-PON......c.coeiurieriereeieeiieieisies st seesse s sssssses s ssessssssssessssssssssssssssssssssssssssssansans 5490
8.10.6 display igMmpP-SN00PING STATISTICS.......cvrvrrriririrrireireisinee e ssssess e ssssss s sttt ssssss s sssssssssssnssssessnen 5492
8.10.7 display [2-multicast forwarding-table VSi.........o ettt sees 5494
8.10.8 igmp-sN00opiNg €NADLE (SYSLEIM VIEW) .....c.iueieieeieieeinieisieieeissississs st essessssssssss s sssssssssssssssssssasssssasssnens 5496
8.10.9 igmp-SN00PING E€NADLE (VS VIBW) ...ttt sssss st ssssssssssssssssssssssssssssnssssssssnsns 5497
8.10.10 igmp-SN00PING GrOUP-LIMit. ..ottt sttt aeens 5498
8.10.11 igmp-snooping group-policy (INTErfACE VIEW) ...t ssss s aesssssssssssssansans 5500
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8.10.12 igmp-Snooping group-pOLICY (VSI VIBW) ..ot ssssssssssssssssssssssssssssssssssssssssssssans 5503
8.10.13 igmp-snooping lastmember-qUeryinterval.......... et 5505
8.10.14 igmp-SN00PING MAX-TESPONSE-TIMIE.....c.coriririririerieieieisisieetsessssesessssesssessssssssssssessssessssessssesssssssssssssssssssnsses 5506
8.10.15 igmp-SN00PING OVEr-VPLS @NADLE......ooieieeerieieieceeris ettt ss s bbbt ssss s ssns 5508
8.10.16 igmMPpP-SN00PING PrOMPL-LEAVE. ..ottt ss st ees 5509
8.10.17 igmp-SN00PING QUEIY-INEEIVAL....vririeriieieeieeeneieieisie sttt sssss bbbt se s sss s bbbttt sssassas s s ssnens 5510
8.10.18 igmp-SN00PING rEQUITE-TOULEI-ALEI......c.ovreereeereerieirieis sttt sss s s s s nsnens 5512
8.10.19 igMP-SN00PING FODUSE-COUNT. ...ttt ettt es et ss s asesssasbnens 5513
8.10.20 igmp-SN00PING rOULEI-agiNGg-tiME.....c.ccvueirireririeireieieieieeeieie et sesss ettt sssssssssssssssssssssssssssssssesas 5514
8.10.21 igmpP-SN0O0PING FOULEI-LEAINING .....cveirieririrereirrireereisisees s tsssssessessss s ssssssssssesssssssssssssssssssssssssssssssssssssnssns 5516
8.10.22 igmp-SN00PING SENA-TOULEI=-ALEIT.......c.oiierrirei ettt ee st saen 5517
8.10.23 igmpP-SN00PING SSM-TNAPPING.c...cvreerireririeriririreisissesissetssssssssstsssssssssssssssssssssssssesssssssessssessssessssesssssssssssssssssesns 5518
8.10.24 igmp-snooping SSM-MapPPiNg ENADLE ...ttt ses e sssssssnsns 5520
8.10.25 igMP-SN00PING SSM=POLICY ..eiuieieriiriieiueieieireiretseeetie sttt ss st b e sess s s sas s s s et s eassnssassantns 5521
8.10.26 igmp-snooping static-router-port (iNtErface VIEW) ... stseesessesssssssssssssenens 5522
8.10.27 igmp-snooping static-router-port (VS| VIEW) .......cccerreereninieisisessissssessessssssssssssssssssssssssssssssssssssssnns 5524
8.10.28 IgMP-SNOOPING VEISION...cuviitiieriaciriacireaeireaeeseseeseseaseseasesetessas sttt sesetsesessesessesessesesssesassetassstaststassseaetseaesenes 5526
8.10.29 [2-multicast backUp-qUErY FOrWAIT.........ccoiieieieririeieiceeesee sttt s st ses s s sneas 5527
8.10.30 [2-multicast backup-report fOrWAI...........cocevriririirierreess sttt sss s sss s ssenes 5529
8.10.31 [2-multicast static-group (INEEIrfaCE VIEW) .......ccucuirieeeeeereiresee ettt ses s ssens 5530
8.10.32 [2-multicast StAtiC-groUp (VSI VIEW) ... ieisieeississessessessssss st sssssssssssssssssssssssssssssssassassans 5532
8.10.33 reset igMP-SNOOPING GIOUP......ccoviuiuriureeerieerieirestseeesesstseastssssssessessessssstsssssassseassssasssssssssssssssssssssssesssesssesans 5534
8.10.34 reset igmp-SN00PING STATISTICS....c.vuiurirericireeireereereetre ettt ettt et ettt 5536
8.11 BD-based IGMP Snooping Configuration COMMANS..........ccceeuerumiuereereerniniisssisiesiesessessssssssssssssssssesssssnsans 5537
8.1T.T COMMANG SUPPOIT ..ttt esesssss s s s s s s sssssssssssssssssssssssssssssssssssssssssssssssssssssessssssssnsassnssessnsanen 5537
8.11.2 diSplay IgMP-SNOOPING......ccvrurrerreriurierieeerisietseisseseeseaseae st st sa s eas st s s st easss st se s eseeaseassassresas 5537
8.11.3 display igmp-sn00ping CONFIGQUIAtION........ccciuieeieeirieieirie ettt e s s snes 5540
8.11.4 display igmp-SN00PING POIT-iNTO......ccevririririrrirrireirtsisesis ettt sssss s sss s st ssssssssssssanen 5541
8.11.5 display igmp-SN00PING FOULEI-PON......c.coriuierririerieeeirieieire ettt esseae s tsese s st ess st s et ssessessessesssassnenes 5544
8.11.6 display igmpP-SN00PING STALISTICS. ......cceverrrrririeirsieeieeeee ettt sse bbbt s ssssss s bbb s ssnssssessesanes 5546
8.11.7 display [2-multicast forwarding-table bridge-domain..........cccocrrrnrersrrnee e 5548
8.11.8 igmp-sn0ooping €Nable (SYSTEM VIBW) ...ttt es st 5550
8.11.9 igmp-SN00PING ENADLE (BD VIEW)....ouiiiriririeeeeieieeieisisies st sessssssssss s sssssssssssssssssssssss s sssssssssssssasssssensensnns 5551
8.11.10 igmp-Sn0o0oping fast-SWItCh €NabLe........ccorieeere sttt sas s seen 5552
8.11.11 igmp-snooping group-POLICY (BD VIEW)......cceururiuriureuriererisieereiseiseesesseasessssssesessessessesssssssssssssssssesssssssssasen 5553
8.11.12 igmp-snooping astmember-qUEryiNterVal...........eeeeeiee st ssse s s sassenens 5555
8.11.13 igMP-SN0O0PING LEAINING ...ttt se st sas s s st st sssssssssssasssnsssssnssnsssssssnsns 5557
8.11.14 igmp-SN00PING MaX-TESPONSE-TIMIE.....c.ciuririirieiricirieirieiseietreieiste et aebseeb sttt ssesess s eaen 5559
8.11.15 igmp-SN00PING OVEr-VXIAN ENADLE........coouiiieieecieeeieie ettt s st s sssssassansans 5561
8.11.16 igmMPpP-SN0O0PING PrOMPL-LEAVE.......crieriererteirireereis sttt s st ss st s st sssssassssssssssssnsnes 5562
8.11.17 igmp-SN00PING QUENIEE ENADLE.......ou ettt ettt een 5564
8.11.18 igmPpP-SN00PING QUEIY-INEEIVAL....vrveriirrieieeieeeeeeeieisie st s st sse st sss s bbbt e st sssss s s s snens 5566

Issue 02 (2024-07-31) Copyright © Huawei Technologies Co., Ltd. xxxii



S300, S500, S2700, S5700, and S6700 Series
Ethernet Switches

Command Reference Contents
8.11.19 IgMP-SNOOPING FEPOIT-SUPPIESS....cuceeurerireerireereaeeriaeesisesstassseassstassssasssssssssssesssssssssesssssasssssssssasssssssssesssssssssssnes 5568
8.11.20 igmp-SN00PING rEQUIrE-TOULEI-AlEIT........couiereecereereeieieie ettt 5569
8.11.21 igMP-SN00PING FODUSE-COUNL......ctieieriieieiciesiesi ittt ssse s ssss bbb ss s ssesss s s s s s s essssssssessnsansans 5571
8.11.22 igmp-SN00PING rOULEr-agiNg-tiME.....c.ecceueieireeirieieieireieeeieeeieie ettt sttt seeas 5572
8.11.23 igmp-snooping router-learning (BD VIEW) ..o isiseisesseesessesstssss s sssssesssssessessessssssssns 5574
8.11.24 igmp-SN00PING SENA-TOULEI-ALEI ..ottt ss s s sas bbbt sesssssessesanen 5575
8.11.25 igmMpP-SN00PING SSM-IMAPPING...ccverireeririerireeireieireistseietsi sttt sttt tse st sessesesetesetsssstassstassseassseasssesssessssssens 5576
8.11.26 igmp-snooping SSM-MapPiNg ENaADLE.........co ettt 5578
8.11.27 igmMP-SN00PING SSM=POLICY ...vivreiieieeieririeisies ettt ses s bbbt sa st sssssssssssas s s esssssssessssssssnsansans 5579
8.11.28 igmp-snooping static-group SUPPress-dyNamiC-jOiN......cccowverrirrerierersirserseseessenssssssssssssssssssssssssssssesenes 5581
8.11.29 igmp-SN00PING SEATIC-TOULEI-POIt.....iiiiireirecireereietertc ettt et st et 5582
8.11.30 igMP-SNOOPING SUPPIESS-TIME......iiiiririeirieieieieiseieiteeeeee s sssas sttt sssssssssssssssssssssssssssssssssssssessssessssens 5584
8.11.37 IgMP-SNOOPING VEISION....uviuitriierineirieeirietseaetstseeseasasessasessasssstssseassseasssesssseasssessssssssssssssssessssssassssassssnssssassssnssscans 5585
8.171.32 |2-MULLICAST SEATIC-GIOUP . .cceuieeececireee ettt ettt sttt bbb esaebnses 5587
8.11.33 MULLICAST ArOP-UNKNOWN......ocveieeeeiteieeieeieisis sttt s s s s sss bbbt es st ssssssassssses s sessesssssessnsanen 5590
8.11.34 reset igMP-SNOOPING GIOUP......ccoviururiureiirieerieirestseseesesstsessssessssesssssesssssesssssasssesssssassssssssssssssssssssssssesssssssesans 5591
8.11.35 reset igmp-SN0OPING STATISTICS....c.vuviurirericireereereereetre ettt ettt et et 5593
8.12 MLD Snooping Configuration COMMANGS.........ccccurueiueeeeieeieinisiesesisseesessesssss st tesesssssssssssssssssssssssssssssssssanes 5594
8.12.T COMMANG SUPPOIT ..t ittt ssssss s st sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsassssessnsanen 5594
8.12.2 display [2-multicast forwarding-mMOde..........c.ccrrirrirerererereres ettt eaeen 5594
8.12.3 diSPlay MLA-SNOO0PING . ....iuiieieeieriiriririeieis ittt s bbb b bbb s s s s s s bbbt st essessssasssss s sssssessesanen 5595
8.12.4 display mld-SN00PING CONTIGUIAtION.......coiiieirereereririe et ss sttt s sttt sss s ssssssssnsns 5599
8.12.5 display mld-snooping forwarding-table..........c ettt eaeen 5600
8.12.6 display Mld-SN00PING POIt-iNfO.....ccoiueieieeieciririseisricesie ettt bbbt s s s s s bbb s ssessenes 5602
8.12.7 display mMLld-SNOO0PING FOULEI-POIT......corirerireirieriereeisieisstssessessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsnns 5604
8.12.8 display mld-snooping forwarding-table StatiStiCs.......c.umrreirrinrineireirrreeee et 5606
8.12.9 display MLld-SN00PING SLAISICS.....ccoririirriierieirieie sttt se s bbbt s s sss s bbb sn s eesseses 5607
8.12.10 [2-multicast fFOrWarding-MOGE.........cccoorrirruriririririeiesi st ssssssssssssssssssss s s st snssssssssssssasssnsns 5610
8.12.11 12-multicast router-port-diSCArd........couriuriririrririreireereeeresteee sttt ess st eeaeeas 5612
8.12.12 MLA-SNO0PING ENADLE.....coeeeeee ettt bbb bbb s s s s sass s sntes 5613
8.12.13 mld-snooping group-poliCy (INtEIrfate VIEW).......ccceririririreireereireseresssisissssisssssssssssss st ssssssssssssanes 5615
8.12.14 mld-snooping group-poLliCy (VLAN VIEW)......ccceuriuriureririeireireeneeseiseeeeseisiseseesessessessessesssssssssssssessessssssasenssnns 5617
8.12.15 mld-snooping last-listener-qUErY-iNtEIVAL........ccrieieeeerreeieie sttt ss s e sasssssessans 5620
8.12.16 MLA-SNOO0PING LEAIMNING....cviiririrercirieirieie ettt sttt st sss s st s s ss et sssssssssssassssensessssssssssssssnsnnsnns 5621
8.12.17 Mld-SN00PING MAX-TESPONSE-TIME......c.ovueieeiurireeeretrttreireae ettt s st st s s ecsseas st se s ssessesseanenns 5623
8.12.18 MLA-SN00PING PrOMPL-LEAVE. ...ttt bbb bbbt s s s sas s snen 5625
8.12.T9 MLA-SNOOPING PIrOXY...veeerereereererrieeseiesesssassssssssssssssssssssssssssssssssessssssssssssssssssssssssssssssssssesssssssssssssssssssssssesssssssans 5627
8.12.20 MLd-SN00PING QUETEI BNADLE.......c.ieieeee ettt ettt 5628
8.12.21 MLd-SN00PING QUEIY-TNETEIVAL....curvrieieririetecieeeeieieietss sttt sa s s bbbt sssssas s s ssnans 5630
8.12.22 MLA-SNOOPING FEPOIT-SUPPIESS......eereeerierierirririssesssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasses 5632
8.12.23 mld-SN00PING reQUIrE-TOULEI-ALEIT......couiereeereereereieeie ettt ettt eae sttt 5633
8.12.24 MLd-SN00PING FODUST-COUNT........cceieieeierieirieeiesie sttt sss st st ss s s s bbbt snsessssasssnssnsans 5635
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8.12.25 MLd-SN00PING rOULEI-AGING-TiME.......cceieeieriririeieirrie sttt s st ss s sss s s st ssssnssssessssaen 5636
8.12.26 MLd-SN00PING FOULEI-LEAINING.....c.oiuieeierieeeireireiretrer ettt es sttt sses s sasens 5638
8.12.27 mld-snooping SENA-QUEIY ENADLE.........ooiiieeceeeee ettt bbb s e 5639
8.12.28 mld-snooping seNd-qUEry SOUICE-aAAIESS.........coruerrrirerrrireerienienesssssssssssssssssssssssssesssssssssssssssssssssssssssssssssnns 5640
8.12.29 MLd-SN00PING SENA-TOULEI-ALEIT.......ieieceeereeieieieireirete ettt sttt st seaesas 5642
8.12.30 MLA-SNO0PING SLALIC-GIOUP....viviviieierieieriie ittt sss st sess s s s bbbttt sssesssssssassssssssensessessessnsas 5643
8.12.31 MLd-SN00PING StALIC-TOULEI-POI ...ttt ssssss st sssssssssssssssssssnsensnes 5645
8.12.32 MLd-SN00PING SUPPIESSION-TIME......oeiiiereirierierierisieieere et eas ettt ess st b b esssess s eassassassesns 5647
8.12.33 MLA-SN00PING tADLE LIMIT.....oeeieiriiieii ettt ses bbb neensenees 5648
8.12.34 MLA-SNOOPING VEISION.....coirieririeirireissisienissssissase s sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassssssssssssssssessnses 5650
8.12.35 MUILICAST ArOP-UNKNMOWN.....cou ittt et es sttt s es st ses s eesssanen 5652
8.12.36 multicast-snooping MUX-VIAN €NADLE........c.coeiririeieieeesceeeseete sttt s s snens 5653
8.12.37 MUILICAST-SOUICE-AENY. ..ottt seessss s s sttt s s s s s st st ssssssssssss st e ssssnsessssssssnsns 5654
8.12.38 reset MLId-SNOOPING GrOUP ...ttt sstssessess sttt s st ss st s b ss et sesseassas s ssesees 5656
8.12.39 reset MId-SN00PING SLALISTICS.....ciieirirrierisie ettt sse bbbt sss s sss bbb s s ssssssasssnssnsensensnns 5657
8.13 Static Multicast MAC Address Configuration COMMANGS.........cccovvveeeerierirrnisrreinsessenessensssssssssessessssssssenes 5658
8.13.T COMMANG SUPPOIT ..ottt ettt sttt sttt ssts s s s et s es ettt e b esseeanenen 5658
8.13.2 display Mac-address MUILICASE........cc.eveirieirireiesrete ettt s bbbt sssssssssss s s ss st en s st sssssssansans 5659
8.13.3 display mac-address multicast total-NUMDEN ..ot ssessse s saen 5660
8.13.4 MAC-AAAIESS MULLICAST.....ceuceeeieieiciretctreie ettt ettt s ea ettt bbb aneaetans 5661
8.13.5 Mac-address MULLICAST INTEITACE.......ociiireeee ettt es bbbt 5663
8.13.6 multicast MAC-IP ChECK ENADLE..........oe sttt nen 5665
8.14 Multicast VLAN Configuration COMMANGS........ceceerirereneenierieriinienesesisesssseesesseasessessessssssssssssssssssesssssssssssnes 5667
8.14.T COMIMANG SUPPOIT...uiiiiiiiiieieeieieriese st esstessssssssssss st st sssssssssssssss s s s ssssessessessssssssss s s s sessessessssassnsassansessnssnes 5667
8.14.2 display [2-MUUILICAST-DING......oieieeerririesirers ettt sttt ss s s bbbt snsssss s s sansnses 5667
8.14.3 display MULLICASE STATIC-TLOW. ....ceuiieeire ettt ettt saen 5669
8.14.4 diSPlay MULLICAST-VIAN......oiirieieri ettt bbbt s s s s s s bbbt et ssessesanen 5670
8.14.5 dIiSPlAY USEI-VIAN..c.. ittt ss st ass s st s st s s s bbbt et nsessessnsnsssnsnen 5672
8.14.6 [2-MULLICASE-DINA V0AN....c ittt 5673
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0.2.7 MPLS=OS LFANSIT. .. reierieriririreireiseee e ise ettt sessssss s s st ssesssss s s s s st st esssssessssssssss s ssssessasssssssssssssassnsnsnsessnsanen 5984
9.3 MPLS TE Configuration COMMANGS..........ccoeveuiureuriuriueirinsereeseeseeseeseesesstsssssssesessessessessessssssssssssssssssssesssssssnssssssnns 5986
0.3.71 COMMANGA SUPPOIT...cccuieriiririeisiesieeteseesaessssssses s sasstssssssessssssssssessesssssessessessssssssssssessessesssssssssssnsasssssssssssnsassansansensnsnns 5986
0.3.2 A0 NOP ettt sttt A AR s e ARttt senaenns 5986
0.3.3 AFfINILY PrOPEILY ettt ettt sttt a et aen 5988
9.3.4 bandWidth (LSP QttliDULE VIEW) ......ouuiieeeceeceee ettt esse s sasse st s s sssssas s ss s sssssassssssssnsassonas 5989
0.3.5 DFA DINA MIPIST@..cu ittt bttt s st s s s et ensensnsanen 5990
0.3.6 DY PASS-ATEIIDULES......eoeeeee ettt s e ettt 5992
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0.3.8 dELETE NOP...eieiirieic ettt sttt eSS s et nen 5994
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9.3.10 display default-parameter MPLS T8 CSPT ...ttt ses s s s senes 5998
9.3.11 display default-parameter mpls t€ MANAGEMENT.......cc.corrrieriririeree et ss s s snes 5999
9.3.12 diSPlay @XPLICI-PAtN....cuieee ettt bbb 6002
9.3.13 diSPLaY [SP-attriDULE.....ecveeececeeeeee ettt s bbb st bbbt neas 6004
9.3.14 display mpls aps StatistiCS GlOD@l. ...ttt s sss s ssnsas 6007
9.3.15 diSplay MPLS ISP @tLFIDULE.......coeeee ettt st 6008
0.3.16 dISPLAY MPLS FSVUP-TE....eieeieeieieieeieireteteisie sttt ss bbb bbbttt ss s bbb s s st sassansansansans 6010
9.3.17 display mMPpls rsVP-1€ DA SESSION.......ccoririeireireeeeerste ettt sttt ss s snes 6013
9.3.18 display mpls rsvp-te @StabliSNEd..........cc.ooiuirii ettt eaen 6015
9.3.19 display Mpls rsVp-t€ gracefUul-rESTAIt..........cocericrierirrieriecieeeeeie ettt sss s bbb ssessssaes 6017
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9.3.23 display mMPpLS rSVP-t€ PSD-CONTENT. ..ottt st ssssss s ssnsas 6026
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9.3.25 display MPLS rSVP-T€ FESEIVATION........cceveeieeeririeeteeieieeteeee ettt sss bbbt s s se bbb s se s ssssses 6031
9.3.26 display MPLS rSVP-1€ SD-CONTENT.....ovvrriee ettt ssss st ss st st enes 6033
9.3.27 diSPlay MPLS FSVP-TE SENAEN ...ttt et ses s bbbt es st s st seeaen 6035
9.3.28 diSPlay MPLS FSVP-TE SESSION.....cueieeirierieirieteeieseetiessss sttt s s bbb s s s s bbb sttt ssssasssnsansnses 6037
9.3.29 display MPLS rSVP-T€ SLALISTICS.....cvurverrereririeirirrissiseestestsessss sttt sss s s s ss s ssssssssssssssss st sssnssssssssssnsns 6042
9.3.30 display mpls rsvp-te StatistiCs fast-rErOULE. ..ottt eaen 6045
9.3.3T diSPlay MPLS STALIC-Cr-ISP..uieieeieieirieeiec ettt sa s bbbt s bbb a st s s sanen 6046
9.3.32 display MPLS StAlE-INTEITACE. .....cioeerereeere ettt s st ns s s sesas 6048
9.3.33 display mMpls te CSPT deSTINATION......cuiuiieeeeeieererer ettt bbbt easeaas 6051
9.3.34 diSplay MPLS £€ CSPF LEAD ...ttt bbbt se s ss s sa s nen 6056
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9.3.44 display mpls te tunnel-interface failed........ccoorrerrinreer ettt snes 6083
9.3.45 display mpls te tunnel-iNterface LaSt-BITON ... ettt ees 6084
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9.3.49 display MPLS t€ TUNNEL CoNOP.....iiiiieeee ettt bbbt s b s st nen 6098
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0.3.57 FASETEIOULE. ...ttt bbb b ettt 6112
9.3.58 NOP-LIMt.utuieieiie ettt s b s bbb 6113
9.3.59 NOtSTANADY-SWITCR.....oeeeii sttt s st nens 6114
0.3.00 LISt NOP.euiiiieierierisi ettt sttt s s eess e AeeeA e ResAA e s e be b en Rt nnnees 6115
0.3.6T ISP -ALtIIDULE. ...ttt bbb bbb s bbbt a s s s bt 6116
0.3.62 MOAITY NOP..cuiiiiieiieirrieis ettt s s s s sttt s s bae s s en s e snssnssnsns 6117
0.3.63 MPIS-TE ENADLE. ...ttt ettt ettt een 6119
9.3.64 mpls autobypass-tunnel-number threshold-alarm.............eesre s esenes 6120
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9.3.70 MPLS rSVP-t€ QULNENTICATION. ...ttt bbb banen 6130
9.3.71 mpls rsvp-te authentication haNASNAKE. ..ottt sssasnens 6133
9.3.72 mpls rsvp-te authentication Lfetime. ...t 6135
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0.3.74 MPLS ISVP-LE DI ..ottt sttt sttt 6138
9.3.75 MPLS rSVP-te bfd @ll-INTEITACES......oeieeeeeiee sttt st 6141
9.3.76 mpls rsvp-te bfd all-iNterfaces ENADLE..........oiieeece ettt sasnans 6143
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10.2.3 diSPlay IPSEC PrOPOSAL....ueeceeceiecieeiiieicieeie ittt sttt s bbbt aes bbbt s s asb s sassas b s s s st ensesannans 6292
T0.2.4 AISPLAY IPSEC SQ.eurueeeerireirieireireesiessesessessssssssssssssessasssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssnsssssssssassssssssssssssnes 6294
10.2.5 diSPLlay IPSEC STALISTICS. ..vrvriririceierieieeiicee sttt s bttt sss bbb bbb ss s s s sas s bbbt s s s s snsanssnses 6296
10.2.6 €NCAPSULALION-TNIOUE. ...ttt bbb bbbt bbb s s s s senee 6298
10.2.7 esp authentiCatioN-algorithm. ...ttt bbbttt nen 6300
10.2.8 €SP €NCryPtioN-algOrTNMe. .ottt ettt bbb 6301
T0.2.9 IPSEC PrOPOSAL..cceeieierierieieirirsirieseestisissasssss s sssssssssssssssssssssssssss s st ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssassnnsns 6303
TO.2.T0 IPSEC SA.ueuruiuririnrirensirisisessesessasssstssssasssssssssessssssssessssssssssssssssssssssssssssssssssssessssesasssssssssssssssssssssssssessssessssessssessssesssssssns 6304
TO.2.TT PrOPOSALccciieiiieiiieteeecteeeet ettt ettt ee b s s s s s bs st ebsssessssebassessssessssessesessessssessssessssesassesastenassenansesans 6305
T0.2.T2 FESEL IPSEC STATISTICS. ...ttt sttt s s s a s ee et s s s sassesansen 6306
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10.2.13 5@ QUENENEICATION-NEX eueeieciicieetreictcre ettt st s st 6307
T0.2.14 SQ ENCIYPLION-NEX ettt s st s et e e 6310
T0.2.T5 SQ SPlcureeurireririsieiisisisiseesisseessssessssassseassssassssesssssasssssssssss s sssssssssssesssssesssesas s e e At et A s e e A s e R bt AR A s A bRttt a s s st enansen 6312
T0.2.16 S STIHNGKEY ..ottt s s s st s et s s bbbt snsssesssssnssnssnsas 6313
T0.2.17 TFANSTONM ettt ettt e et e s s bbbt ae bbbt st s s eeansanen 6315
10.3 IPSec Configuration Commands (IPSeC EffiCient VPN ....c.oioieieereeieeeieieieeies et ssssssaseesessssssssansns 6317
10.3.7 COMMANA SUPPOI ...ttt issessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnses 6317
10.3.2 @NTI-TEPLAY WINTAOW....euieieieeeeieieirei ettt st s sttt sttt sbas s s et eens 6317
10.3.3 Attt R R e bR s et 6318
10.3.4 diSPLay 1K EITOM-TNTO......oieieieieirirriees sttt s s s s st st s s bbb st nsenssnssssssans 6319
10.3.5 display ike globDal CONFIG. .. ettt sttt eee 6326
10.3.6 display iKe OffliN@-INT0......cieieeeeieiecee ettt bbbt ss s st et sennans 6327
10.3.7 AISPLAY TKE S@..euiuiieierieeiiririeieis ittt sttt s s s s st ss s s s s st st sse s s s s s e s st st easesassasssnsansnsenen 6329
10.3.8 diSPLAY IKE STATISTICS. ..uruurererieeiueieieireirei ettt ettt sttt st b et 6337
10.3.9 diSPLlay IKEV2 SLALISLICS.....cvueveeierieieieeirieteeie sttt sttt st s s bbb ss s s s bbb s s es s s s sansansas 6341
10.3.10 display iPSEC EFfiCIENT-VPN ...ttt sttt bbbt sas s sssssas s snen 6351
10.3.11 display ipSeC GloDal CONTIG.....uuiuiiiieirirree ettt et een 6356
10.3.12 display iPSEC INTEITACE DIIET ...ttt bbbttt nen 6357
10.3.13 display iPSEC NISLOIY FECOIM.......o.ovuriririrircire ettt s st ssas s st s s ssens 6358
10.3.14 display ipSEC S@ EffiCIENT-VPN.....cuieieee ettt 6360
10.3.15 display ipSEC PACKEL STALISTICS.....cuiuereeieeierieisisise ettt s sttt sss s bbb s sesssssssansanes 6363
10.3.16 display ipsec statistics tUNNEL-NUMDEN..........coorrrrieerreers ettt s snens 6367
T0.3.17 APA MSG.eriitiiiririeireiriee ettt s s st se bbb bbb es et e b s bsene 6368
10.3.18 dpd msg notify-hash-seqUENCE LEAINING......couevririerieieiree ettt sesss s s s snens 6369
T0.3.19 1K ASCPuuiereerieririeieireireis ettt sss e st st s s s se s ss s se et s s e s e e s s bbbt en s s s s s easssnsssnsnen 6370
10.3.20 1K@ NEAIDEAL......ce ettt sttt 6371
10.3.271 ike heartbeat-timer INEEIVAL ...ttt 6373
10.3.22 ike heartbeat-timer LIMEOUL ..ottt sttt sttt 6374
10.3.23 1K LOCAL-NAMIE. ...ttt ea et bbbt e 6375
10.3.24 ike Nat-keepalive-timer INTEIVAL ...ttt bbb sa s s snens 6376
10.3.25 ikev1 phaseT1-phase2 Sa dEePENENT.........oreririeeieeeses s sss st st sssssssassnssans 6377
10.3.26 ikev2 delete old Child-Sa @NabLle..........o et 6378
10.3.27 ikev2 initial-Contact @NADLE.........o.oi ettt 6379
10.3.28 ipSEC ANLI-rEPLAY ENADLE......orieeeeeei sttt s s s s s sensas 6380
10.3.29 ipSEC ANTI-rEPLAY WINAOW.....ceo ettt sttt bttt sanen 6381
10.3.30 ipsec efficient-VpN (INEEIFACE VIEW) ...ttt s s sss st st sssssssnssnsas 6382
10.3.37 ipsec effiCient-VPN (SYSTEM VIEW).....cvrirrieirricirines sttt asssssss s s sss s s ssssssssssssssssssssssssssssssssssssssssanes 6384
10.3.32 ipSeC S GlODAL-AUIALION. ..ottt 6385
10.3.33 L0CAL-TA-EY POttt bbbttt e s s s b e bbb s s s e s sanen 6388
T0.3.34 PSS e Rkttt 6389
10.3.35 pre-shared-key (Efficient VPN POLICY VIEW)....c.ovuiuriurieririeieireireistietisie ettt ssessesseasens 6391
10.3.36 re-authentiCation INTEIVAL ..ottt ettt een 6392
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10.3.37 remote-address (Efficient VPN POLICY VIEW) ..ot isssssssssssss s ssssssssssssssssssssanes 6393
T0.3.38 FEIMOLE-I0...e ettt s et sttt ettt ansas 6395
10.3.39 1ESET 1K EITOM-TNTO ... ettt ee ettt bbbt eeen 6396
10.3.40 reSet iKe OFflINE-INTO. ..ottt st 6397
T0.3.47 FESEE TKE S@..uueuieiieeireieiee ettt bbb bbbttt se et aeeas 6398
T0.3.42 1ESEE 1K STATISTICS. ... ruuieueeeeeeeeeeetreteee ettt ettt 6399
10.3.43 reSet iPSEC NISTOINY FECONU. ...ttt s st st sses s s ssssansas 6400
T0.3.44 FESELE IPSEC SA.ueuiuirriuiirieiriueireieirtieisti e ts et e st et b sttt bttt ettt bbbt ettt sene 6400
10.3.45 reset iPSEC PACKET STATISTICS. ...cuiuiiireieeieeieieie ettt sttt s s s st s s s bbbt nsensessnsans 6402
10.3.46 sa binding vpn-instance (Efficient VPN POLICY VIEW) ..ottt sssssssssssssnes 6402
T0.3.47 SECUITLY @CLauuiuiieiieeireiriie ettt b st es s eb st bbbt st s s eeasens 6404
10.3.48 service-scheme (Efficient VPN POLICY VIEW) ...t siesssiesessesssssss s sssssssssssssssasssnsanes 6405
T0.3.49 TUNNEL LOCAL ottt b bbb 6406
10.4 BGP/MPLS [P VPN Configuration COMMANGS..........cceurueureureuneuneeneirineeesensesessessessessessessssssssssssssssssssesssssssesns 6407
10.4.7 COMMANA SUPPOI . .cvitieieeeeeierieisisiee s sesseesssssssssss st esssssssssssssssssssesssssessesssssssssssssassssssssessssssssessssansassnsessnssssnses 6407
10.4.2 apply tunnel-policy (LUNNEL-SELECLON VIEW).......oovuieriereererieirieiseiesessessie st ssessssesssss st st ssssssssssssssnsns 6407
10.4.3 apPLly-label PEIr-INSTANCE........coireere ettt ettt 6409
10.4.4 apPLy-label PEI-NEXENOP. ...ttt s s bbb bbb s st nen 6410
10.4.5 QPPLY-LADEL PEI-TOULE.......ce ettt st ss st snsnssnnans 6412
10.4.6 ArP VPN-CrOSS ENADLE.......cmeei ettt s ea s sttt ens 6413
T0.4.7 @S—NIUIMDET ...ttt ettt ettt ee bbb s b e b s e s bbbt ssee b et e ssenies 6414
T0.4.8 @UEO-TTT ettt s bbb bt 6415
10.4.9 auto-frr (BGP-VPNV4 address family VIEW) ...t ssaessssssssss st ssssessssesssssssns 6416
10.4.10 description (VPN INSLANCE VIEW) ..ottt sssesssesssssssssss s ssssssssssssssssssasssssssssssssssnsansas 6417
10.4.11 description (tUNNEL INTEITACE VIEW) ...ttt ss st sss s s sssnssnssssnsans 6418
10.4.12 description (FUNNEL-POLICY VIEW) ......ouiuiiierereirierieieie ettt st es sttt es s s st sessns 6419
T0.4.T3 AESTINATION. ...ttt ee bbb s ettt 6420
10.4.14 display default-parameter [BVPN........ ettt sss st s s s st st ssssssssssanen 6422
10.4.15 display ip Prefix-lmit STAtISTICS. ..ottt ettt 6423
10.4.16 display ipv6 prefiX-limit StAtiSTICS ..ottt se s s 6425
10.4.17 diSPlay iP VPN-INSTANCE......creierriecereirerieieisist sttt ss s s sttt sssssss s sss st snsssesssssssssssnsas 6427
10.4.18 display ip VPN-INSTANCE IMPOIT-Vi. ..ottt sttt 6434
10.4.19 display iNTEIfACE LUNNEL.....cceieceeeeee ettt sttt s s bbb s s s s s s nes 6435
10.4.20 display [3vpn vPN-liSt tUNNEL-POLICY......corererereireriiriesie sttt ss st sssssssss s ssnsns 6439
10.4.21 display mpls l[abel-Stack VPN-INSTANCE. ..ottt ettt es s saen 6440
10.4.22 diSPlay tUNNEL-INTO.....cvriieieeece ettt s s bbb bbb s e bbbt nen 6441
10.4.23 diSPlay tUNNEL-POLICY....cuevrerereereeriereeisieireisisetsees et sssesssss s st st ssssssssssssssasssnsesssssssssssssssssssanen 6445
10.4.24 display tuNNel-POLiCY=CONTIG ...ttt ettt saes 6447
10.4.25 display tunnel-policy SUDSCIDEr STAtISTICS......c.eiueieeiriririeeieieeeeeee ettt sas s sanes 6448
10.4.26 diSPlay tUNNEL-SELECEON ...ttt ses sttt ss s s s st ensnsanen 6449
10.4.27 EXPOIT FOULE-POLICY . ..eueuiereeireeiereie ettt sttt ee ettt et s s e bttt b st s s sassesas 6450
10.4.28 if-match ip next-hop (tUNNEL-SELECLOT VIEW) ...ttt sasssesanes 6452
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10.4.29 if-match ip-prefix (EUNNEL-SELECLON VIEW) ...ttt ssssssssssssssnsns 6454
10.4.30 if-match ipv6 next-hop (TtUNNEL-SELECLOr VIEW)......c.curiereririeieireire ettt eeseeseaen 6455
10.4.37 IMPOIE FOULE=POLICY...uucvreieeieeieeirieiesiseieeie ettt ae bbb st s st ssssas bbb s s s sessessssasssssenssnsessensessnsans 6456
10.4.32 INGIESS-ISP LrIGGEN ettt sttt st ssss s s st n s s st essa s ssssss st snsensensesssssnsrnses 6457
10.4.33 INTEITACE TUNNEL.....eeeee ettt sttt bbb sanen 6459
10.4.34 1P DINAING VPNAINSTANCE. ...ttt s s bbb s s ss bbbt et ssssssassansans 6460
10.4.35 0D Frr (VPN INSTANCE VIEW) ...ttt assssss s sssss s s s s sss st ssssssssssssssssssssssssssssssssssssssssssssssensns 6462
10.4.36 ipv6 frr (VPN instance IPv6 address family VIEW).......ccooririnenceeeieieseireree e eeseeeeaeeaes 6464
T0.4.37 1D VPN-INSLANCE. ...ttt ss ettt sss s ess s s s s s s asssebas st assesss s et assesassensssensssensssnssssnasrnes 6465
10.4.38 ipv4-family (VPN INSTANCE VIEW)....ovririeirieireireesieeseisisssstsstssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassns 6467
10.4.39 ipv6-family (VPN INSTANCE VIEW)....c.ouiiririeireereirieeieetsieie ettt css s st ss s ess st s e ssessesssaesas 6468
T0.4.40 lIMIt-LOGiNTEIVAL cuuereeeeeeeeee ettt sttt bbbt s s b bbb s s snssessesansans 6469
10.4.41 mpls te reserved-for-DiNdiNg......c.co ettt ss s sssssssnsensnens 6471
10.4.42 N VPN-CIOSS ENADLE.......eeiee ettt sttt s s 6472
10.4.43 peer default-0riginate VPN-INSTANCE. ...ttt sss s s bbb ss s ssesas 6473
10.4.44 peer MPLs-10Cal-ifNEt AISADLE........covu ittt s s snes 6475
TO.4.AD PEEK UPE...ceiuerecirieeireeeireeetses ettt etses st eb sttt sttt seae st st s et b ettt st st st st st st bbb et b et b et et st b seaetneaes 6476
TO.A.AD PEEI SOO.....ciueueerieueueieisteie ettt ettt ettt st s et bt e et s b et ae b et et et s et ettt ae b et et e e b et et ae bt e bt ae s b e et e b e b et taeae b et stne et et s 6478
T0.4.47 PEEI SUDSHITULE-GS.....uoieirieieiceererieie ettt ss sttt s s s st sssss s s s sss s st s snnsessnsas 6480
T0.4.48 POLICY VPN-TAIGEE.....eieeeeiireireerceeeee ettt sttt ettt bbb es st s e b st et 6482
T0.4.49 PrefiX LMo ittt sttt s s s bbb s s b s bbbttt s s s s san s st enee 6483
10.4.50 rOULE-AiSTINGUISNET ...ttt sttt bbbttt sttt s s s senen 6485
10.4.57 roULING-TADLE LIMIT. . ettt sttt bbbt ts 6487
T0 .52 TFIlEOI ettt ettt bbb 6489
10.4.53 Service-id (VPN INSTANCE VIEW) ....oviiiieeeieieeeeeteeeie ettt ettt ettt sess st s esssesesesesesssesssesssssssesesssesssssessseses 6490
T0.4.54 SOUICE ...ttt sttt sttt ettt sttt bbbt bttt sttt ettt betas 6491
10.4.55 supernet [abel-rOULE QVEITISE. ..ottt bbb sss s bbb ssssessnsas 6493
10.4.56 TUNNEL DINAING ittt st st ss sttt ss st ss st s st st ensessssssssnsasssnsenen 6494
10.4.57 tUNNEL-SELECLOr (SYSTEIM VIBW) ..ottt ssss s bbb bbb s s s s senssas 6496
10.4.58 tunnel-selector (BGP-VPNV4 address family VIEW).........ccieeeeeeinininisisissiese s ssssssesssssssaesns 6498
10.4.59 TUNNEL SELECE-SEG ...ttt sttt sass s st s st s e s s bbbt snsessnssessnssnsansas 6499
10.4.60 tunnel-policy nonexistent-config-CheCK.......o.or et seeeaes 6501
10.4.67 tUNNEL-POLICY (SYSLEIM VIEW) ...ouieiiiieireeceeieeisietes ittt st ssssss bbb b s sssssssassas s s s s st ensessessssanen 6502
T0.4.62 TUNNEL-PIOLOCOL. ... ettt se s ass s s s sttt st s s s s s s st sesesssssessssasssssnssssessssnsssssssansns 6504
T0.4.63 TNL-POLICY .ttt st b sttt e st 6506
TO.4.64 TFANSIE-VPN.ceteeteteeeteee sttt sttt s ss sttt s s et s st sa st et s st s e b st s e taesensssenassensens 6507
T0.4.65 UNAO VPN FIT @lLueriiriieieieiee ettt sttt s s bbbt st esssnsessnsanen 6509
10.4.66 vPN-route Cross MUUIIPATN. ...ttt ettt 6509
TOA.67 VPN ATATGET ..ttt ettt ettt sttt e e bbbttt ettt bt b ettt et s 6511
TO.4.68 VPN flT ettt s s e s s a s s e sees s s s s s s bt en s st easessssanssnsensaes 6514
10.5 VLL Configuration COMMEANGS........c.ocueueureureueinrensisereeseeseesessesesssssssesessessessssssssssssssssssssssessssssssssssssssssssssssassnssneses 6515
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T0.6.5 CONTIOL-WOI.....coieiieieieieieietre ettt s s a e et bsesseseeseenseas 6636
10.6.6 AISPLAY MPLS [2VC ettt sttt sss st bbb s s b s s s bbb st ensnssessnsas 6637
10.6.7 diSPLlay MPLS [2VC DIIET ...ttt st bbbt nssesssns 6649
10.6.8 display mMPpLs [2VC track @dmMiN-VC. ..ottt seen 6651
10.6.9 diSPlay MPLS SEATIC-L2VC ..ottt bbbt bbb s s s s san s s 6653
10.6.10 display MPLS StAtIC-12VC DIIEF ...ttt nsnns 6660
10.6.17 disSplay MPLS SWILCN-L2VC.....cuieerieireieereree ettt sttt eaen 6661
10.6.12 display MPLS SWILCN=12VC DIIET ...ttt bbbt 6666
10.6.13 diSPlay PW-EtEMPLALE.......cirirereeieitiree ettt sttt sttt s s s e st snsenssssessssanen 6667
10.6.14 ISPV PW FEPLY PLN-IMOAE. ...ttt ettt sttt st seen 6670
10.6.15 MANUAL-SEt PW-AC-TAULL......cvuivriciite ettt sttt bbb s s ns s 6671
T0.6.T6 MPLS L2V ettt s s s s s ss s s s ss s et e s s s s st en s sensensnsns 6672
T0.6.17 MPLS L2V @AMIN..cetiitiiieee ettt ettt senen 6677
10.6.18 MPLS [2VC trACK @MIUN-VCiuruiiiiieieriieicieiesisise sttt s ss st s s s sass s bbb sssessessssansansansans 6679
T0.6.T9 MPLS L2VPN.iitiitieeriei sttt sttt ss s s st s s st s st sas s ssa s s san st 6682
10.6.20 MPLS L2VPN FLOW=LADEL.....e ettt et saen 6683
10.6.21 MPLS [2VPN IP-PAISE ENADLE........oeeieeeee ettt bbbt b s e 6685
10.6.22 MPLS [2VPN NO-TEQUESE-MESSAGE.......cvreiereerierireieiriressseseesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssas 6686
10.6.23 MPLS L2VPN PW DFA.eiiiie ettt st 6687
10.6.24 MPLS [2VPN FEAUNUANCY ..ottt sttt sss bbbt s s sss s bbb sn s essessssnssnsas 6689
10.6.25 MPLS L2VPN FEIOULE......ceveiereeeieieieiseis ettt sesass st sss st sss st ss s sessssssss s ssssensenssssssssssnsans 6691
10.6.26 MPLS L2VPN SEIVICE-NAMIE. ...ttt ettt sttt sses st bbb b st ess bbb b b e seanesssaeeas 6694
10.6.27 Mpls [2vPN Stream-dUal-TECEIVING......c.civiurierreeeeeeeieisieis e bbbt sss s bbbt as s s s ssansansensas 6695
10.6.28 mpls [2vpn switchover

10.6.29 mpls [2vpn vcev bfd-cv-negotiation fault-detection-0nly.......... s 6698
10.6.30 MPLS STALIC-I2VCu ettt ettt ss bbb bbbt st s s bbb s s s s s sansas 6700
10.6.3T MPLS SWILCN-I2VCuereieee ettt st s s st s s a s s ss s snsnes 6702
10.6.32 MEU (PW tEMPLALE VIEW) ...outieieertricieeecieesteesieee et sseesstess st s ess st sas st ss s s s e ssssssassessssssassssasssanes 6708
T0.6.33 PEEI-AAUIESS.....oeoveriririeieei ettt ees s s bbbt ss s ss s s s bbb s s s s s b s bbb bbb s b s bbbt e s s s s s esansansensas 6709
T0.6.34 PING VCiuttriuirieiriieiriieitieitieieie sttt sttt eas s ea st s s sseae s s st s stae b et e et st ae st a e st ae bt a e s e sbassseastseassseassesanes 6710
T0.6.35 PWATEMIPLALE ..ottt ettt bbb s et bbbt eaen 6716
TO.6.36 FESEE PWi..ueiiiieieiet ettt ettt ettt ettt et et s et b st b ettt ettt et et b et et ae b e s et e ae et et s 6717
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10.6.37 tNl-pOLiCY (PW LEMPLALE VIEW) ....ueieieierieirisisisitisesses sttt sses s sss st st ssssss s sss s sn st ssssssnssnssnsns 6718
T0.6.38 LFACEIT VCi.ouiuiiiiieeieieicise ittt bttt sttt bttt eeaebaes 6719
10.7 VPLS Configuration COMMANGS.......c.cciurieeierieeinisisissiseessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassasses 6725
10.7.7 COMMANA SUPPOI . .ciriierierieeierieieisisetssassesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnses 6725
10.7.2 broadcast-suppression Cir COS (VSI VIBW) ..ottt sttt essssssas s sssseses 6726
T0.7.3 DA DINA PW VSiureutieiiiiriicisieeisiestseeetee sttt ses s s s a st sas bbbt b st s s s s s bbbt en s s sssssssnssnsansananns 6727
10.7.4 DEd fOr VSI=PW @NADLE......ec ettt bbbt s s 6729
T0.7.5 DOPa0. ittt bR R bbbt s et 6731
10.7.6 AESCHIPLION (VSI VIBW) c..oeieiririeieeiecieieisis sttt s st sas st s s sas bbbt s s s ssssss bbbt essessesssssnssnssnsnsnns 6731
10.7.7 display bgp [2vpN-ad roUtING-tabLe..........cooviririerrieee ettt sess st s s ss s snsssssnans 6732
10.7.8 AISPLAY DGP VPLSu ettt ettt ettt 6740
10.7.9 display [2VPN CCC-INLEITACE VO TYPE....iiririeieeeieeteerisee ettt sss s bbbt ssss bbb snens 6743
10.7.10 display [2vpN VSi-liSt tUNNEL-POLICY....cuierierirerieieieissiseetisesrsiete sttt st ssssss s ssssssssssssenes 6745
10.7.17 diSPlay LOOP-AELECT ..ottt ea st sttt bbb s bbb enaees 6746
10.7.12 display MPLS [2VPN FESOUICE........ceeeeereeieiriesieseseeesee st sssesssesas bbb e sssssssssssssssssssessessessessssasssnsenssnens 6747
10.7.13 display MPLS [@DEL-STACK VPLS VSi...o.rurirrirreieriirieriirisisisiss s ssssssssssssssssssssssssssssssssssssssssssssssssssssessnss 6749
10.7.14 disSPlay 0@M-IMAC LIST...cuceieieieireiriereir ettt ettt es ettt sttt aseas 6750
10.7.15 display 0amM-MAC SLALISTICS.......ceveveiriririerisiseeetesie sttt s s s s s s s bbbt ss s s s s s s sansensas 6751
10.7.16 display traffiC-StatiSTICS VSi....ccmirreriririririeisireissis sttt sss sttt sttt ss s sssssssssnsenen 6753
10.7.17 display traffiC-StatiStICS VSI PEET ...ttt es sttt saeen 6754
10.7.18 display traffic-statistics VSi PEEI LAPT29......oieeeeiriereeee ettt s s ssssssssssssnsanaans 6756
10.7.19 display traffic-statistics vsi peer NegotiatioN-VC-id........c.ccevrrrrireririrrrireirrsssesesesssss s essessesesssanes 6757
10.7.20 display traffic-statistiCs VSi PEEr rEIMOTE-SITe......ccoovurerrereereereiree ettt sees 6759
10.7.27 disSPlay VPLS CONMNECLION......ccirieirieeectree ettt bbbt sas bbb s ssssssssssssasssnsss s st essnssnsans 6761
10.7.22 display VPLS fOrWwarding=iNfo......c..cooerrrierrininr sttt sss st ss s sssssss s senen 6767
10.7.23 display vpls MULLICASt-PING STALISTICS. ..ottt et sesee st ese s saeen 6771
10.7.24 display vpls MULLICASt-trace STAtISTICS. ..ottt bbbt sessssas s sanes 6772
10.7.25 display VPLIS-PING SLALISTICS......vcevrrririririrrireisesis et sessssssssss st ss st ssssssssssassssssssssssssssssssssssssssssssssnsnns 6773
10.7.26 disSplay VPLS-Trace STATISTICS......cvuriuriereurieirireireircereeeetete sttt sese sttt es sttt eene 6774
T0.7.27 ISPLAY VSiueuiurrriirriiierieiesiieie st issessassessss bbbt sss s s s s s sss s s s s s s s s s s s b e bbb s s s s e b s sss s s es bt ensensnssesansas 6775
10.7.28 diSPlay VSi DGP-a....ooirrerieeeeirreie ettt bbbt s st st s st st 6790
10.7.29 display VSi DGP-ad FEMOTE. ...ttt st 6792
10.7.30 display vsi Mac-WithdraW LOOP-AELECE........ccovuiuereereeeeeeiesess ettt essss bbb s ns s sesaes 6793
10.7.37 diSPlay VSi PrOtECE-GIrOUP....voieeereereerierieisisissisees st ss st st ssss s sssssssssssssssssssssssssssasssssssssssssssssssssssssansnns 6795
10.7.32 display VSi PW OUE-INEEITACE. ...ttt sanen 6799
10.7.33 diSPLAY VSi FEMOLE......oucveeeeeeeeerieeis ettt s st s bbb bbb s s s bbb s s s sseb s s s sss s s sss s st ensessnsans
10.7.34 diSPLAY VSi SEIVICES......ceveeeriereririeieieesees s st st ssssssssssss st st ssesssssssssssssssssssssesssssssssssssssssnsssssssssssssnsans
10.7.35 display vsi statistics

10.7.36 €NCAPSULALION (VS VIEW) ..ottt sss bbb bbbt s s b sa s s essnsensnes 6809
10.7.37 encapsulation rfC4761-COMPAIDLE. ...ttt sas st ssssanen 6811
T0.7.38 fLOW-1GDEL (VSI-LDP VIEW) ...ttt se s s s as st st esessassessens 6812
10.7.39 flLOW-1GDEL (VSI-LDP-PW VIBW) ....ouourrieceeeeceeeeeee ettt sssas s ssssassessssssssssssnssssssssnsassssssssasssssssnsens 6814
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10.7.40 holdOff (PrOtECL-grOUP VIEW)....overieieririeicissiseeniee et ssssss s sssssssssssssssssssssssssssssssssssssssssssssssssssssnsnes 6816
10.7.47 hUD-MOAE ENADLE........ceee ettt bbb bbbt 6818
T0.7.42 IgN0OTE-AC-STATE ...ttt sttt sttt sttt st s st s e st e st e e st e st s st s s e b s s esassseanssensssnassenansenans 6819
10.7.43 igNOre-MEU-MALCH (VS] VIEW) ...ouuieieeieeeeeieeeieieissis ittt ssssssss st ssssssssssssssssnssssssssssnsssssnsns 6820
10.7.44 1gNOIE-STP-LOOPCNECK ...ttt sttt s et 6821
10.7.45 INGIress-ISP PrOTECE-MOAE. .......oviececeeceiriststet ettt bbbt s bbbt s s s s b baneas 6822
10.7.46 interface-parameter-type VCCV (VSI-LDP-PW VIEW).......cocvuorurrrrrrrrreirrireensessnssssssssssssssssssssssssssssssssssssssens 6823
10.7.47 interface-status-change mac-withdraw enable...........c.on e 6824
10.7.48 1SOLALE SPOKEN.......ceeeeieeieirte ittt ettt s st s s s bbbt s s b s s s bbbt s s s s s s s s sansensas 6825
T0.7.49 12 DINAING ittt ts sttt b b bbbttt 6827
10.7.50 [2VPN-@A-TAMILY ..ottt st bbb eeen 6828
10.7.57 LOOP-AELECE ENADLE.......cieieieeee ettt bbb s bbbt et sssssssansansans 6829
10.7.52 loop-detect detection PE-Vid CO-Vil........coiririeririnirieieise st sssssssss st sssssssssssssssssasens 6831
10.7.53 LOOP-deteCt AETECLION Vid.....couieieceeeeeeieieireireiree ettt sttt 6832
10.7.54 l0OP-AELECE FECOVEIY-LIME......ceeieeieieieie ettt sttt bbb bbb ae bbbt a s e s b sneas 6834
10.7.55 local-mac remove all-DUt-miNe. ...ttt saesise s 6835
10.7.56 MAc-address STAtiC VIANIf. ...ttt ettt saeen 6836
10.7.57 MAC-AAAIESS STATIC VS euiuiieierieeieeeeceseieiieetseie ettt esse e esse s st es bbbt aeae 6839
10.7.58 MAC-AIAgNOSE ENADLE......oieeeeeeee st s s bbbt a s s s sensas 6842
10.7.59 MAC-LEAIMING ...ttt sttt eas s bbbt bbbt s sttt b et s anesesaseas 6843
TO.7.60 MAC-LIMIT (VSI VIBW) ..ttt sttt st s s ssssss st sss s s s snsassesssssasasssssnsans 6844
T0.7.67 MAC-POPULALE. ...ttt sttt ss bbbt ss s s s s s et e s s s s sss s bt ensnsensessnsanen 6846
T0.7.62 MAC-PUIGEL....euieeireeireaeiresetrese ettt sttt sttt sttt sttt sttt st sttt bbb e bbbttt ettt aeas 6847
10.7.63 MAC-WIthAraW @NabLe........ou ettt et 6849
10.7.64 mac-withdraw propagate @NabLle.......... sttt ss st ssnsenes 6851
10.7.65 MPLS [2VPN AEFAULE VLGNt 6852
10.7.66 MPLS [2VPN IP-PAISE ENADLE........oeeee ettt sttt s s 6853
10.7.67 mpls [2vpn Mac-WIthdraw diSabDLe.........oiereieereec ettt nsnes 6854
10.7.68 MPLS [2VPN VIAN-STACKING ... ce ittt sttt 6855
10.7.69 mpls [2vpn vsi-pw limit threshold-alarm...........eeeeeeeeee et sanes 6857
T0.7.70 IMEU (VS] VIBW) oottt ts et ssses e st st et et 6858
10.7.77 MtU-NEGOLIALE AISADLE........ ettt ettt saen 6859
10.7.72 MULLI-NOMING-PIrEIEIENCE. ...ttt bbb s s ss bbbt st ss bbb nees 6860
10.7.73 multicast-suppression Cir CHS (VS| VIEW) ..ottt sssssssssssssssssssssssens 6862
10.7.74 npe-upe MaC-WithdraW €NabLe...........coooiiririiriree ettt et 6863
10.7.75 PEEI (VSI-LDP VIBW) ...ttt sttt s st sss s sss bbb s s s s s s bbb en s s s sssssssanssnsanes 6865
10.7.76 peer preference (ProteCt-groUP VIBW)........corirurirreneeneensinesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssens 6868
TO.7.77 PEEE PW.oueriuiiuireueireaetseietesstess st sseae sttt s st tse b st s ettt s et b st b st seae st st st st st e bbb e bt b et b et b st et seaetseaetseaes 6869
10.7.78 PEEI SIGNALING ..ottt bbbttt st s s s s bbb s s b s b s bbbt ensessessesanen 6871
TO.7.79 PEEK STATIC-NPE..... ettt st s s ss st st s bbbt se st se st s st seasteeasssesstessssssnsas 6873
T0.7.80 PEEK SEATIC-UPE..... ittt eb ettt st st s st b bbbttt st st st se st besaesebacs 6875
T0.7.87T PING VPLS ettt ettt e s sss bbbt st s s s s bbb st b s es s b s s e bbb en s s s s sebsessssssb s sssssnsensnssnsans 6876
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10.7.82 PING VPLS MAC VSiieurrririirierieriririsissiseississesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssssssssssssssessessssssssssasssssnes 6882
10.7.83 PING VPLS MULLICAST....eueeiieiiee ettt st st 6884
10.7.84 PING VPN=CONTIGur ittt sttt b bt s s bbbt ss s bbbt s s s s san b s b s st s snssessnsas 6887
10.7.85 proteCt-group (VSI-LDP VIBW)......covririrrirrireirininesisissississessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnns 6891
10.7.86 protect-mode (ProteCt-grOUP VIBW)......ccoiriureurcererieieireieiseeseeseastssesisesesssssesseasesssssssssssssssssssssesssssssssssssnes 6892
10.7.87 protect-sWitCh (ProteCt-groUP VIEW) ...t issessssssssssssssssssssssssssssssssssssssssssssssssssssanses 6893
T0.7.88 PW.eurerireeeieieeneisete ettt ssee bbbt b s et e bbbttt 6895
T0.7.89 PWSIGNAL.tu ittt ea st sttt st s s st ettt bttt b bt 6896
10.7.90 pw SPOKe-MOdE (VSI-BGPAD VIEW).....cruririririeieieeieiises s sessesssssssssssss st sesssssssssssssassssssssssssssnssssassanes 6897
10.7.97 remMOte-VPN-TArget MEFIESN. ..ottt ss bbbt s e snes 6898
10.7.92 reroute (ProtECE-grOUP VIEW).....coovriurierrurieriuriueisieeeisessesessessesssssssssessessessesssassssssssssssssesssssssssassssssssssssssssssanen 6899
10.7.93 1€SEL DGP L2VPN-QU... ittt bbb bbbt s s bbbt s s nas 6901
10.7.94 reset 0@M-MAC STATISTICS.....ccveeeeicireirececcte ettt ses et ess s s s s st ssesessnas 6902
10.7.95 reset vpls MULLICAST-PING STATISTICS.....ovuevueeueerieieireirctreiree ettt ea st eaneans 6903
10.7.96 reset VPLS MUILICAST-Trace STAtISTICS.....ccviririeieeirieeeee ettt ss s s bbbt enssssessesanen 6904
10.7.97 reSet VPLS-PiNg STATISTICS....cevuiereririeieieireissseiseis sttt sttt sn s s ss s s ssnssnsas 6905
10.7.98 reSet VPIS-Trace STAISTICS...uvuiuriecereerieieieiretrei ettt ettt s s sas 6905
10.7.99 reset traffic-StAtiSTICS VSI @ll.....c.oioieieeieeieieiies ettt sse s sas s bnen 6906
10.7.100 reset traffic-StatiStiCs VSI NAME. ...ttt e 6907
10.7.1017 reset traffic-StatiStiCS VSi NAME PR ..ottt st 6907
10.7.102 reset traffic-statistics vsi NaMe PEEr LAPT29...... ettt s s 6908
10.7.103 reset traffic-statistics vsi name peer NegotiatioN-VC-id........cccoorrorrrrrrrneenrninree s 6909
10.7.104 reset traffic-statistics VSi NAMe PEer reMOTE-SIte.......covrieirieeereiree ettt seses 6911
10.7.105 route-distingUiSNEr (VSI-BGP VIEW).....c.cvuiuierieeeeeirieieicisississesssssss st sssssessssssssssssssesssssssssssssssassassans 6912
10.7.706 SNULAOWN (VST VIBW) ..ottt ssees et bbbttt et 6915
T0.7.107 SIGNALING ettt ettt s et bbbt se bbb s 6916
T0.7.T08 SIT...eueeeereiueeeeeerete ettt et e ceseb e et e e e bbb bbbt 6917
10.7.109 StreamM-AUAL-TECERIVING.....ourvreeieieieireir ettt st sttt ssssssss st sssssssssssssssssssssnsssssssassnssnsans 6919
10.7.170 ENL-POLICY (VST VIBW) .ottt s st 6920
10.7.117 track NUD-PW (VSI-LDP-PW VIEW)......coruirrrrrrirrireieeinieninisssssssiesessssssessssssssssssssesssssssssssssssssssssssssssssssssssassas 6921
10.7.112 traffic-statistics €NabLle (VSI-LDP VIEW) ... iieeecceceeeececeeseeeeeesesesssssesssssssssssssssssssssssssssssssssssnssens 6923
10.7.113 traffic-statistics enable (VSI-BGPAD VIEW) ...ttt se s sesane 6924
10.7.114 traffic-statistics peer remote-site enable (KOMPELLA)......ccoceriririeriiiiriesineeeeissts st 6925
10.7.115 traffic-statistics peer €nable (IMartini) ...ttt ssss st saen 6926
10.7.116 traffic-statistics peer enable (VSI-BGPAD) ...ttt snes 6927
T0.7.177 LrACE VPLS MAC VSi.ueuieieieeieeieeieieisiss ettt sttt ssssssss bbbt s s sa s bbb st s s s s b s bbb st nsssessesanes 6928
T0.7.1T8 LFACEIT VPLSu ettt se st as st ss s ss st st s s s s s st st sesessnssnsas st nsenes 6932
10.7.179 Lracert VPLS MULLICAST. .. cuvueeeeeieieireir ettt ettt sttt seeas 6935
T0.7.120 UNKNOWN-TIAMIE.....oitiiririeiricteeieieecsis sttt sss bbb s s s bbbt s s s s bbbt st s s s s sansansas 6938
10.7.121 unknown-unicast-suppression Cir CHS (VS| VIEW) .....c.vuvvrerrereriririeiseireissessssss s ssesssssssssssssssssens 6939
10.7.122 upe-npe Mac-Withdraw @nable............c ettt 6940
10.7.123 upe-upe MaC-WithdraW €NabLle........... st 6942
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10.7.124 VPLS DGP ENCAPSULATION......ceiererieieiricrrrs ettt sss sttt ss s s s st snssnsensesanen 6943
10.7.125 VPLS IGNOIE-AC-STALE......eeeeeeereierieiecicteet ettt b bbb bbb b st a s s bbb s s sensesansans 6944
T0.7.126 VPLSTAMULY .ttt ettt sttt bttt s s s srnsas 6945
T0.7.T27 VPLSmil.reii ettt e e bbb e bbbt 6946
10.7.128 vpls mac-withdraw loop-detect €NabLe............i et seen 6949
10.7.129 VPN-TArget (VSI-BGP VIEW)....oureeeireiereieirieisisistssis sttt ssssssssssss st esssssssssssssssssssssssssssssssnssessssansans 6950
10.7.130 VPN-1arget (VSI-BGPAD VIEW)......ooiiireeeeeeeeeiieisisisies st s s s sssssssasssssss s ssssssssssssassssssssessssssnsansas 6953
T0.7.T37T VSieuiieiirtieieiitieee ittt e s b bttt 6956
T0.7.T32 VSImil. ettt et s s e b bbbkttt 6958
10.8 L2VPN Access to L3VPN Configuration ComMMANGS..........cceeerererineeneineesieneenesiseessssssessssessessesssssssssssssssens 6959
10.8.1T COMMANA SUPPOI . .ciiiieriieeeeierieisisisstesassesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssssssssssessnses 6959
10.8.2 display Virtual-ethernet VE-GrOUP........cccrririerieieeieee et sasee s s bbbt sssass bbb s sssssssssansanes 6959
10.8.3 display MPLS [2VPN LraCK FOULE......coiririreiriree ettt sttt st s s ssssanens 6960
10.8.4 MPLS [2VPN LrACK FOULE......eceeieriicictceee sttt st s bbb bbb s s se s bbb s s nnsessnes 6962
10.8.5 statistic €Nable (VE INTEITACE VIBW) ... ettt sasaen 6963
TO.8.6 VE-gFOUP ..ottt ettt ettt eae ettt ettt a et s bbb s bbb et s e et b et st bt e bt aes et et taesenas 6965
1T WLAN-AC COMMANS.....oioririnernnrenrennnesansanssassasesssssssssssssssssssssssssssossssssssasssssssssssssssssses 6967
11.1 WLAN Service Configuration COMMANGS..........c.ceueurierierrrrurienseeseeiessssssssessssessesssssssssssssssssssssssssssssssssssssssssssens 6968
TT1.1.T COMMANGA SUPPOI ..ottt bbbt se s s e s s s s s s s s ss s et ss s sas b sas s saesnsssenssnsnsenen 6968
TT1.1.2 QC SYSNELIG. ...ttt sttt s s s s bbb b s e sse s bbbt es s st s s s s bans s sensnsas 6968
171.1.3 ACtiVe-AULL-CLIENT ENADLE. ...ttt bbb saeen 6969
11.7.4 active-dull-Client fOrCE ENADLE.......c ettt 6970
11.1.5 adVertise-ap-Name ENADLE............oceseeeeeeetete sttt bbb sa st bbb nen 6971
11.1.6 agile-antenNa-POlariZAtION. ...ttt sttt s st ssessese s sssnsaes 6972
T 1.7 ANTENNAGAIN ettt et et et st a e a ettt bbbttt b At ne bt ens 6973
T71.1.8 @D QUENAIMIOUE. ...ttt sttt ettt eeee 6975
171129 QP DLACKLISE ettt s s st st ss bbbt s s sssn s sans s senen 6976
11.1.10 ap data-CoOLLECLION ENADLE. ..ottt bbbttt bbbt nen 6977
11.1.11 ap data-ColECtiON INEEIVAL ..ottt b e s sassanaes 6978
TT11.12 QP MOAITY .ottt sttt s s s a bbbt s s bbb s s b s s bbbt s sensesssas 6979
TT113 QP FEU LOQ ettt sttt b st e et senen 6980
TT11T4 QD WHIEELISE. ..ottt sttt s st s s s s s s san s sanen 6982
T 115 QP CONTIMM ettt bbbt b e bbb bbbt s s sb s st nen 6983
TTTT6 P Ittt e se e s e e b ae 6984
T 017 AP MNIAC kit ettt b ettt £ et R et R ettt a bttt a ettt b et een 6986
17.1.18 @SSOCIALION-LIMEOUL.....eceeiicic ettt s e 6987
17,779 QUEO-OFT SEIVICE.c..erieeee ettt bbbt 6988
17.7.20 DEACON-2GTALE..... ettt ees e es s es st s s s s s e se b ss s s s s et sessnsaneses 6990
11127 DEACON-5GTALE ..ottt sttt s sttt s s s s s st eesenssnsessssanen 6992
T71.1.22 DEACON-BGTALE ...ttt bbbt s s bbb bbb e bbb bbb s b s b s s b s en s nsssesansanen 6993
17.7.23 DEACON-TNEEIVAL ettt sttt 6994
11.1.24 bEAMTOIMING ISADLE......ceieeeeeieereee ettt bbbt st bbbt s snes 6995
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11.1.25 DEAMTOIMING ENADLE.......ceeee ettt s st ns st n s sanen 6996
11.1.26 CAPWAP CONEIOL-LNK-PIIOTIEY .. cereeiereiie ettt st aseas 6997
11.1.27 capwap dtls CONLIOL-LNK ENCIYPL......iiiiiieeieeeie ettt sss bbbt sssssssssssssnssn s nanes 6999
11.1.28 capwap dtls cert-mandatory-match diSable...........coriririree e 7000
11.1.29 capwap dtls NO-AULH @NADLE.........ooi ettt nen 7001
17.1.30 CAPWAP AELS PSKu.errerierieeieirisirseeeeee sttt sa s bbb s s bbbt s s s s s sans st 7002
T71.1.37 CAPWAP ECNO0.c.eeeieeteets sttt st ss s bbbt s s s bbbt et s s s s st enen 7004
17.1.32 CAPWAP AELS CDCu ettt sttt aeeas 7005
171.1.33 CAPWAP AELS VEISIONT.Occeeiicteet ettt et sa st s s bbbt sessessesanen 7006
11.1.34 capwap echo-timeout trace lOGGING......ccorrriririrerrrieeesesieee sttt sss s s st sssssssnens 7007
11.1.35 capwap MeSSAgE-INTEGITLY PSK.....ovrweiuriririreireireireirieee ettt ettt es s bbb ses s e sanen 7008
11.1.36 capwap message-integrity Check diSabLe......... e ssenee 7010
11.1.37 CAPWAP SENSITIVE-INTO PSK.ueurrerierierieriirieisitississestists sttt st sss sttt sasesss s s st nsnens 7011
17.1.38 CAPWAP SOUICE INEEITACE . ... ieieeecereeeeeieie ettt ettt st es e sanen 7013
172739 CRANNEL e e e bbbttt 7015
11.1.40 channel-switch annouNCEMENT diSADLE...........ocuiirrrre e 7017
171.1.47 Channel-SWItCh MOAE........ouiiiee ettt sttt 7018
11142 COPYTIOMcriiitiete ettt bbbt s s s s bbbt s s s b s bbb s s s bssssnsanbans 7020
111,43 COUNENY=COUR.....eniieerririereeetsie ettt sss s st s s s s s s s st sasea s s s s s e s st st essessssanssnsenen 7021
171.1.44 COVEIAgE AISTANCE......eueeeereeecece ettt ettt et an st 7026
11.1.45 cpe-tunNel-profile (WLAN VIEW) ...ttt sesessesssssssssssesssssssssssssssssssssssssssssssssssssssnsanses 7027
11.1.46 cpe-tunnel-profile (VAP Profile VIEW) ...ttt sttt sssssssssssssssssssssssenes 7028
11.1.47 deny-broadcast-probe NabLle........... ettt 7029
11.1.48 destination (SOft GRE Profile VIEW) ...ttt tsstssessss s s st sssssssessssasssssensnns 7030
171.1.49 dNCP CLENT OPLIONT 2.ttt ss sttt bbbt snnsnsssas 7032
11.1.50 dhcp OptioN82 INSEIt ENADLE.......c.ceieeee ettt st eees 7033
11.1.51 dhcp option82 format (VAP Profile VIEW) ...ttt sssssse s s sssssnens 7034
11.1.52 display ac global CONFIGUIAtION......c.v ettt ss s ssss s sanen 7037
11153 dISPLAY @P.ueuierieriireeeieieie sttt st s s ettt 7038
11.1.54 diSPlay @P DLACKLISE.......cceveeieieiriecicieee ettt sttt s st se s bbbt s s nssasssnsanes 7048
11.1.55 display @p CONFIG-iNfO ..ttt ss st s st enen 7049
11.1.56 display ap configurable Chann@Ll.......... et saeen 7063
11.1.57 display ap global CONFIQUIAtIoN........criiieiceee ettt nen 7065
11.1.58 display @p NON-TACLOIY @ll....u ittt ss st st s s s 7066
11.1.59 display @p OfflIN@-TECOIT. ...ttt sttt 7068
11.1.60 display ap ONUINE-TAIl-TECONU. ..ottt s s s s bbb s s e s sses 7075
11.1.67 display ap radio-MOAE All.......coociriririeiesieesereetrste ettt sttt ss st st s s s nsssns s senen 7083
11.1.62 display @p-TTU-STAUS @ll......coweiririeiireir ettt ettt 7084
11.1.63 display ap Sta-SigNal SErENGEN.......o ettt s s 7086
17.1.64 diSPlay @D SEATISTICS....vueereeeeereeieeeeir ettt s sttt s s s s s s snsns 7087
11.1.65 display ap UNAULNOIZEA FECOIM. ..ottt ettt 7088
171.1.66 diSPlay QP WHITELISE. ..ottt bbbt s s ss bbb bbbt s bbb st enen 7089
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171.1.67 diSPlAY @P-GFOUP .o iseessassss s ssssss s st ssssssssssss st st sssssssssssssssssssassssssssessssssssssssssssssssssnssssnsans 7091
11.1.68 display CapwWap CONFIGUIAtION......c.coiuiuiereirieeeeieieire ettt 7098
11.1.69 display CPE-tUNNEL-PIOFilE..... ittt bbb bbb st ensssennans 7101
171170 diSPLAY FAI0... ettt sttt ss s s sttt ss s bbbt s s s s s s s ssssrss st st ensssssssnssnsas 7103
11.1.77 display radio-2G-PrOfile......cc ettt ss sttt es et 7106
11.1.72 display radio-5G-PrOfile.......eieieieirieieeesis sttt sss bbb s s sss s bbbt sssssssassansans 7115
11.1.73 display references radio-2g-profile....... sttt ssssssssssansnns 7123
11.1.74 display references radio-5g-Profile........ ettt 7125
11.1.75 display references regulatory-domain-profile........... e ssssss s s ssssensns 7126
11.1.76 display references softgre-Profile...... sttt ensssaen 7127
11.1.77 display references SSid-Profile......... ettt 7128
11.1.78 display references Vap-Profile...... ettt bbbt sss s sssssas s sanes 7129
11.1.79 display referenCes VIAN POOL....... ettt sttt sss s s snss st snsssanen 7130
11.1.80 display regulatory-domain-Profile..........n ettt 7131
11.1.87 disSPlay SOFtGrE-PrOfile..... ittt sttt s bbb a s s s sanen 7134
11.1.82 display SOftGre-TUNNELI-STATUS........cvuevereeerieieieirce ettt ss st sss s st ssnsessssansnns 7136
17.1.83 diSPlay SSIA-PrOTile.....cuiuieeeeeeeieeeeeiei ettt sttt sttt sanen 7137
11.1.84 display sta-offline-delay CONfIGUIAtION.........ccceceiririeieeceeeee ettt s sasssssensas 7146
17.1.85 diSPLlay STATION.....coirieieieiet ettt sttt st bbbt s s bbbt s s s s s sans st 7148
11.1.86 display station assoc-info ap-0ffliNe-reCOrd........cornirreee e 7157
11.1.87 display station ONlNE-Tail-rECOId..........ccririieiereeeeeere ettt s bbb snesssnes 7159
11.1.88 display station OffliNE-rECONT........ooorire ettt snssss s s saen 7173
11.1.89 display Station ONUNE-TrACK........ccooeiirririereerr ettt sttt es st 7186
11.1.90 display STAtioN STALISTICS.....ccveruereeeereieirieiei sttt s bbbt s s s s sas bbbt et ensessessesanen 7187
TT1.1.97 dISPLAY VAP. ettt ess s sttt s s s st s s s s s bbbt et ses s s s s s s sasssnsessnssessnsas 7195
11.1.92 display vap Create-fail-rECOIM.......coorrerereeie ettt st 7197
171.1.93 diSPlay VAP -PrOfileu... ettt bbb bbbttt s b s e 7202
11.1.94 display vap-service-backup auth-SErVer-QOWN...........cccerurirrirrineerieneninisis s sssssssssssssssssssssns 7216
11.1.95 display WLAN CONFIG-@ITOrS.......oiieirrireree ettt bttt st s et eanen 7218
17.7.96 AOTTTA DASICTALE ... eueeeeeeeeeeereee ettt st bbbttt ne s 7218
11.1.97 dot11a basic-rate (SSID Profile VIEW) ... ssessssssssssssssssssssssssssssssssssssssssssssssssessnes 7220
17.1.98 dOtT1 1@ SUPPOITEA-TALE. ..ottt ettt ea sttt bbb sseaee s 7222
11.1.99 dot11a supported-rate (SSID Profile VIEW) ...ttt tssessessssssssss s sssesssssssssssnses 7223
T7.1.100 dOLTTDG DASIC-TALE..... ettt sttt bbbt nasnsessnsanen 7225
11.1.101 dot11bg basic-rate (SSID Profile VIEW) ...t tes e s sttt sesssssesssanen 7227
11.1.102 dOtT1TDG SUPPOIEEA-TALE......eeerereeceeiriete ittt s s bbb ss s sas s bbbt s s s s sanssnses 7229
11.1.103 dot11bg supported-rate (SSID Profile VIEW) ......cccwrrrrnininineeisisissessiseesessesssssssssssssssssssssssssssssssssns 7231
111104 AUM-INTEIVAL ittt ettt et b st bbbt b s saeeas 7233
10T T05 TPttt ettt bbb bk R bbb es ettt 7234
177706 €I-SU AISADLE ...ttt b s sttt 7236
111107 FOrWATA-MOAE. ...ttt et sttt e s saen 7237
11.1.108 fragmentatioN-threSNOLA. ..ottt bbb s s bbb b s 7238
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171,109 FrEQUENCY .ottt sttt st ss s s s st ss s s s s s s s s et st ssseses s srss s s s s st easessssssssssasssnsanes 7240
11.1.170 GUArd-iNtEIVAL-MOAE. ...ttt 7242
11.1.117 he MCS-MAP (SSID PrOFIlE) ...ttt s st sss bbb s s s sannas 7243
111172 @-MPAU AISADLE...c.eee ettt st s st nsas 7244
11.1.113 ht a-mpdu Max-leNGth-EXPONENT.........oc ettt et saeen 7245
11.1.114 keepalive (SOft GRE Profile VIEW) ...ttt sssssssssssssssssss st ssssssssssnses 7247
11.1.115 keep-service enable (VAP Profile VIEW) ...ttt ssssssssssssssssssssssssssssssssssans 7248
11.1.116 1egacy-Station diSADL..........c ettt 7250
11.1.117 max-sta-nuUMber (SSID Profile VIEW) ...t ississiesessssssssss st sssssssssssssssssssssssnes 7252
110718 MU0 @NADLE...e ettt b bbbt 7253
111179 MU-DA-THGGEE MOME....... ettt sttt taeeas 7255
111,120 MU-MIMO ISADLE......ceieieirici ettt s bbb es s s s bbbt ssssssssssansans 7256
11.1.12T MU-MIMO OPLIMIZE ENADLE. ...ttt s st ss s s sensas 7257
11.1.122 ofdma dOWNLINK diSADLE.........ouieee ettt eee 7258
11.1.123 0fdMa UPLINK dISADLE.......ceeeeeeeeeereec sttt sssas s sanes 7258
111,124 PrODE-TESPONSE-TELIY ... cvreerereereerierisisisissts st sse s sss s ss st ssssssssssssssssssssssssssssssssssssssssnsssssssssssssssssssssssssnsnes 7259
171,125 gDSS-10AA ENADLE..... .ottt sttt 7260
TTTT26 FAAIO. ettt et e te b e s bbbttt sttt s 7261
110027 FAAIO ISADLE.....e ettt e bbb e 7262
11.1.128 radio-2g-profile (WLAN VIEW) ...ttt ettt sess st ss s ssssssens 7263
111,129 FAAIO-2GPIOFilecniniiicieieeicee ettt sttt bbb bbb s bbb st ensessnsans 7265
11.1.130 radio-5g-profile (WLAN VIEW) .......crirrrirrireereeririsisisissississesssssss s sssssssssssssssssssssssssssssssssssssssssssssssssssns 7266
111137 FAAI0-5GPIOFile ettt ettt ettt eanens 7267
111132 FAAIOMNOUE. ...ttt st s s bbbt s s a bbb st s b s bbbt s s s s sanssnsenen 7268
11.1.133 radio-type (2G radio Profil€ VIEW) ...ttt ssssssssssssssssssssssssssssssssssssssssssssssssnsns 7271
11.1.134 radio-type (5G radio Profile VIEW)......crreerieieierereireiisesees sttt see ettt es s ssesas 7272
111,135 FEACKN-MAX-SEA ettt sttt s bbb st s s s bbbt e s s b s b s bbbt s s sessessesanen 7273
11.1.136 regulatory-domain-profile (WLAN VIEW)........euereririririrrirsirsisessenssesssssssssssssssssssssssssssssssssssssssssssssssanes 7274
11.1.137 regulatory-domMain-Profile........ ettt bttt es et 7276
11.1.138 report-disassOC-reqUESE diSADLE...........cceiieiirieierie ettt s s nsanses 7277
171.1.139 repOrt-Sta-aSSOC ENADLE.......coeuieiee ettt st s s s sss s en st et snsssssssnsanen 7278
171.1.140 repOrt-Sta-iNfO ENADLE. ...ttt bbb nen 7279
111147 reSet AP OfflINE-TECON. ...ttt bbbt s bbb ae bbb snaes 7280
11.1.142 reset ap ONUNE-TAIl-TECONT........corrreree ettt st ss s s st ensesaen 7281
11.1.143 reset ap UNAULNOIIZEA FECOIM........o.ocuiiieireicre ettt st bbbt 7282
11.1.144 reset ChanNEl SWILCN-TECOI. ..ottt bbb s s e e s bbb nanes 7282
11.1.145 reset station assoc-info ap-OffliNE-TECOId.........covrrerrree et snes 7283
11.1.146 reset station OffliNE-rECONd........oo ettt 7285
11.1.147 reset station ONlNE-TAIl-TECOIT. ...ttt bbbt bbb nee 7286
T71.1.148 reSet STAtiON STATISTICS. ..cveuieiereereeeecccreireiet ettt et bessese s et essesesssa s nns 7287
T 114D T PING ittt s et s et ettt ettt eee 7287
T 1150 FES=CESIMOAE.....e ettt bbbttt s s bbbt s s s bbb bbb st b s a bbbt et s s s s s s san st 7289
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171157 FES=CES-TNIESNOL. ..ottt et 7291
111152 IX-STDC AISADLE.....eee ettt bbb en 7292
11.1.153 SEIrVICE-MOAE AiSADLE.......oeceeeee ettt sttt bbb st sesanen 7293
11.1.154 service-vlan (VAP Profile VIEW) ... rreneercneeisisissisississssssss st ssssssssssssssssssssssssssssssssssssssssssssssses 7294
11.1.155 ShOrt-preamble diSADLe........ ettt 7295
11.1.156 SINGLE-TXCNAIN ENADLE........veeeieee sttt bbbt ansas 7296
11.1.157 SOFtGre-profile (WLAN VIBW) ...ttt sssssssss st s ssssssssssssssssssssssssssssssssssssssssssssassnnsns 7297
TT.TT58 SSIl.r ettt ettt s s s es s es s s et s £ R e RaeR ARt 7298
17.1.159 SSIA-NIAE ENADLE.....coeeeee sttt bbbt s bbb bbbt senes 7300
171.1.160 SSid-Profile (WLAN VIEW) .....ovririririeicireisisiessesisissssstsesssss s s ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnses 7301
11.1.161 5Sid-profile (VAP Profile VIEW) ...ttt st 7302
11.1.162 StA-IPVO-SEIVICE ENADLE.......coceceeere ettt bbbt bbb a s ss s s s sanaas 7303
11.1.163 sta-NetWOrk-deteCt diSADLE. ...ttt 7305
11.1.164 sta-network-detect aSSOC ENADLE........ccooireere ettt st 7306
11.1.165 sta-offline-delay aging-tiMe......coeeieeesie ettt bbb sse s sssssas s sanen 7307
11.1.166 Sta-OffliNe-d@lAaY @NADLE.........ooeeeee ettt s e senes 7308
11.1.167 sta-offline-delay full-Sta-reJect @NabLe..........co ettt 7309
11.1.168 sta-offline-delay MaX-NUMDBEN ...ttt s s bbb e s sssssasssssanes 7310
11.1.169 station connectivity-detect diSADLE..........correieeiereeree ettt ssssssees 7312
TTT170 BWE @NADLE .ttt sttt st eas 7312
111177 tYPE (VAP PrOFile VIEW) oottt bbbt s s bbb s s s s sns 7313
111172 U-@PSA @NADLE......cee ettt s s bbbt s s st 7316
T 1173 UNGAO @Dttt sttt s sttt etk b st st e bbb eeseeseesnsaen 7317
11.1.174 untagged vlan (SOft GRE Profile VIEW) ...ttt s st sss s sassenens 7318
TT 0175 UEMOST-POWEN ...ttt ettt ettt st sttt bbbttt st b et seasacsenas 7319
111176 VaP-Profile (WLAN VIBW) .....cuieiieieereieeeeieieese ettt sttt sstss s st s e s st sess s eesssanen 7320
11177 VAP PIOFILO ettt bbbt s s bbbt bbbt b s s s s anen 7322
11.1.178 vap-service-backup aUtN-SEIVEIr-AOWN........c.cccvvrioririririeineirersises st sssessssssssss s sssssssssssssssssanes 7324
11.1.179 vht a-mpdu Max-1leNgth-EXPONENT.......c.cooeieeerrir ettt ees 7325
T1.1.180 @-MSAU ENADLE......oeeee et b sttt s bbb bbbt s s b s ban st nes 7328
11.1.1871 Vht @-MSAU MaX-Fram@-NUM. ..ottt sases s e seses e ssses st s st ss st 7329
1711182 VT MNCSMAP .ttt et ettt bbbt eanen 7331
11.1.183 Vht MCS-MAP (SSID PrOfile) ...ttt sttt ss st ss bbb nes 7332
11.1.184 vip-user bandwidth reServationN-ratio.......c..ccccererrireirrrennrie et ss s ssssssssssnsas 7334
T 1185 WLAN. ettt bRt e s ettt ee 7335
11.2 AP Management Configuration COMMANGS.......c.cceiueeeeieirininsisinsiesessessssssssessssessesssssssssssssssessssssssssssssssanses 7335
17.2.7 COMMANA SUPPOI ...ttt sessssssssssss st sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssssssssssssnses 7336
11.2.2 access-user SYslog-restrain @NAbLe...... ...ttt st eees 7336
11.2.3 access-user SYSlog-reStrain PEIIOU.......coiiuieieeieririeieisies sttt ssssss bbbt ssssssssssssssssnsnanns 7337
TT.2.4 QCLIST (AP VIBW) .ttt s et ae st st es st et esesssesesesesssesssesesesesesesssessssssssssans 7338
11.2.5 aC-List (AP PrOVISIONING VIEW) .....cuiiieiirieiereirisieieiseisetsees ettt esses sttt es s s et bt seasesesassns 7339
171.2.6 AdAreSS-MOAE (AP VIEW) .....eveeieeeeeceec ettt se s s st sas s s s asssssasass s ssassesssasasassssasases 7340
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11.2.7 address-mode (AP ProViSIONING VIEW) .....c.cceeierierieninieisesirssssessessessessssssssssssssssssssssssssssssssssssssssssssssssssssssans 7341
11.2.8 alarm-restriction diSADLE. ..ottt st eas st es e eaen 7342
11.2.9 Alarm-reStriCtioN PEIIOM. ...ttt bttt ss bbb e s s bbb b s s sssesseses 7343
17.2.10 QP AP @NADLE....eeee ettt sttt ss st s st st e 7344
11.2.17 ap MANUFACEUIEI=CONTIG.c iuiiiiieiiireire ettt ee sttt st 7345
17.2.12 QP UPAALE FLP-SEIVET ...ttt se bbbt se s bbb s s s s bbb s s s snes 7346
11.2.13 ap update ftp-server Max-CoNNECE-NUMDEN .......c.ccvvuriurierinrrerieieisiss st sssssssssssssssssssssssens 7348
171.2.14 QP UPAALE LOAM...... ottt es s sttt eeanens 7350
T1.2.15 QP UPAALE MOUE..... ittt s sttt bbb b s s bbb s s s b s s s sas b s s st ensessnnans 7351
11.2.16 QP UPAALE MULEISLOAM. ...ttt st s e 7352
171.2.17 QP UPAALE MULLI-TESELE. ... ceeee ettt e st bbbt 7354
17.2.18 QP UPAALE FESEL.. ettt se s sas bbbt s s s s bbbt s s s s s b sas b b en bt en s s s sansansanes 7357
17.2.19 QP UPAALE STEP-SEIVE ...ttt sttt st st s sttt ensenssssssansenen 7358
11.2.20 ap update sftp-server Max-CoNNECE-NUMDET ..ottt seseeaeens 7360
11.2.27 ap Update UPate-fil@NAMIE. ...ttt bbb s bbb s s ensssenans 7361
11.2.22 ap UPAAte SCNEAULE-TASK.......veererierierieteeieieeses ettt sttt ss s st st ensnssessnsns 7363
T71.2.23 QP USEINAMIE....ceiiieieieireieteietet sttt sttt s s sttt bttt st et se sttt bbbt b et bbb et bttt st seeae 7367
T1.2.24 @D -GFOUP ittt ettt ettt ettt ettt s et s bt e s et e e bt st ae bt s et b b et b b ettt et ettt b et aeas 7369
171.2.25 QP-GrOUP (AP VIEW) ..ottt sss sttt ssssss s s sss s ss st ssssssssssssssasssssnssssessnsanen 7371
11.2.26 ap-group all VAP -Profile..... ettt ettt 7372
11.2.27 ap-group all WidS-Profile...... ettt sss s ss s bbbt sss s bbbt nen 7374
11.2.28 ap-group all Wired-pOrt-Profile......c et sssss s s st ssssssssssssssnsns 7375
T71.2.29 @D MOAE.....ceeieeretctrtie ettt s s st e ARttt eee 7376
TT1.2.30 @PNAIME....citee ettt ettt ettt ettt ettt b ettt ettt bttt h ettt ettt bttt b et et aen 7377
11.2.31 ap-nName (AP ProVISIONING VIEW) .....coviuririririririsiseississessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssens 7378
171.2.32 @P-NAME (AP VIBW) ...ttt ettt sss s s s s st s bbb s b essssesssses st ensssenssssnsessnsssansns 7379
171.2.33 QP PASSWOIA POLICY...vuiruieiirieicieeieiieiieie sttt ettt et ss s sss bbb s s s ss s s s s bbbt s s s s s s sansensas 7381
11.2.34 ap-PAtCh UPAALE LOAM..... ittt s sttt sss bbbttt sns st s sesanen 7382
11.2.35 ap-patch update MULEI-LOAd. ...ttt ettt eee 7383
11.2.36 ap-patch update Update-fileNamIB..........cee sttt bbbt snes 7386
T1.2.37 AP PING ittt ettt st st ettt ettt ettt eeas 7387
11.2.38 ApP-PKi-Profile (WLAN VIBW) .....c.iuiereerieeeeieieiretseis sttt ettt ess sttt ss s ess s sss sttt sssessssssnsssssanes 7389
11.2.39 ap-pki-profile (AP group VIEW and AP VIEW)........c.ccuerurirrinrireinsinsensssesssssssssssssssssssssssssssssssssssssssssssssssans 7390
TT1.2.40 QP -TEGIOUP ..ottt ettt ea ettt s sttt st sttt et b et b b et e b b et e setebe s besatacs 7391
TT1.2.47T QP TENMAME. ...ttt sttt ettt bbbt et bttt bbbttt betae 7393
TT.2042 @PTESEEc ettt sttt ettt b et a ettt ettt et aeae 7395
11.2.43 ap-SySteM-Pprofile (WLAN VIEW) .......ccrireeerereresersissineesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnses 7396
11.2.44 ap-system-profile (AP group VIeW and AP VIEW) ..ot sesssessessesssssens 7398
T 2D AP Y Pttt bbbttt b et ettt ettt bt aeae 7399
T1.2.46 QUEO CrEALE AP LY P ettt ettt ettt ettt stas 7400
11.2.47 broadcast-suppression auto-detect (AP system profile VIEW).......ocovrerririnseneneeneeneneeeeee e 7402
11.2.48 capwap dtls server-auth (AP ProviSiONiNG VIEW) .......cccweeeeeririsrnsrrinsinsenseesssssssssssssssssssessssssssssssssssssssens 7403
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11.2.49 capwap dtls server-auth cn (AP ProviSioNiNg VIEW) .......ccoveereriririnisisisinsissensessssssssssssssssssssssssssssssssns 7404
11.2.50 channel-load-mMOdE INAOON ..ottt ettt sanen 7406
11.2.57 clear coONfIGUIAtION thiS........coeueiiieiieieceiece sttt e sss bbbt ss s bbb s st ess st sanen 7407
11.2.52 coMMIt (AP PrOVISIONING VIEW) ....curverieriririeirsisieneenisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssanes 7408
11.2.53 console ble-mode (AP system Profile VIEW) ..ottt ese s sees 7410
17.2.54 CONSOLE AISADLE. ...ttt ettt 7411
171.2.55 COOMAINATE ...ttt b bbbttt 7412
171.2.56 CPU-USAGE ThIESNOLA. ...ttt ettt st 7414
11.2.57 CPU-AEFENA PACKEE-LYPE.....eeeeierierieetes sttt bbbt s bbbt s s b s bas s snen 7415
17.2.58 CrC-alarm @NabLe........ ettt e 7416
11.2.59 dai enable (AP wired port Profile VIEW) ........c ettt esses st 7417
11.2.60 description (AP wired port Profile VIEW) ...t s ssssssssssssssss s ses s ssens 7418
11.2.67 display @p QrOUNA-SSIA-LiSt.......ocruoriririrrirriririnirie sttt sss st ssss s s sss s ss st ssssssssssssssssssssnsenanes 7419
11.2.62 display ap asyn-mMeSSage ErT=INTO......ccccerrrrrinieriinerie ettt st e s saseas 7421
11.2.63 diSPlay AP COOMINALE.......oieieirieieeeete ettt b bbb bbb s s s s s e b b en bt snsensessnsans 7422
171.2.64 diSPlay @D €LADEL.......ceeeeeee sttt st 7423
171.2.65 diSPLAY @D FAN..c. ittt sttt 7426
11.2.66 display ap LA NEIGNDON ...ttt ss s bbbt s s s bt nees 7427
171.2.67 diSPLAY QP LEA....eeieeeceeee ettt st a s st st s s s nae st 7435
11.2.68 display @p NEIGNDON ...ttt been 7436
11.2.69 display @p OPLICAL-INTO....c.ciiieiee ettt as s bbbt ens s s s sanen 7438
11.2.70 display ap performance STAtiSTICS......coorrrrirririereririeie sttt ssssssss s s s s st ssssssssssssssansnns 7443
171.2.77 diSPlay @D PrOVISION.....c.iuieeierieeieieieirtiree ettt sttt s st s e sttt s et s s st enssaesas 7447
11.2.72 display @p PKi COITIICATE.....vveieieiriectee ettt s s bbb bbb s s sansas 7449
171.2.73 diSPlay @P PKi STATUS....vueeeeeeeeeeeerieie sttt sss bbbt s s s sss s s s s ns st ensnssnen 7450
171.2.74 diSPLAY @D POM..criuiiiieiriirieeee ettt es et ettt st e s setas 7452
11.2.75 display ap POWEI-WOIKIMOAE. ...ttt issesssssssssssss s st sssssssssssssssssesssssssssssssssssnsassanens 7455
171.2.76 diSPLAY @D POWE ...ttt tsssssssass s s st ssssssssssss s s s st sssessssssasessssasssnsesssssnssssssssssnsassnnsns 7458
171.2.77 diSPlAy @D FESOUICTE.....c ettt ettt st se st sttt sttt een 7459
11.2.78 diSPlay @D MUN-INTO.....c.eiiiririce ettt bbb s s bbbt et ssssassansansans 7460
11.2.79 display ap SErviCe-CONTIG QCL....oiriririririeesieise ettt sttt s s sas s s senen 7464
11.2.80 display ap traffic StAtiSTICS WIrELESS.......cociuiereeriee ettt 7465
11.2.87 display @p UNCONTIOL @ll.....uverieieiiieeiericecie ettt sttt s s sas bbb s s ssessesanen 7470
11.2.82 display ap update CONTIGUIATION. ..ottt s s s s sassnsnes 7471
11.2.83 display ap update SChEAULE-TASK.........cco ittt 7474
11.2.84 display @p UPAAte SLALUS......c.ccuerviveieeieieeeeie ettt s st sssss s s bbb s st s s ssssas s sen s sssnssnsessnsans 7475
11.2.85 display ap update Status Partition........ceriririerese st ss st st sss s sasssnsns 7486
171.2.86 diSPlay @D USEINAIME.....c.iuieieeeereeieireieireiseee ettt se et bbb ses et e ess st essesenseesssanen 7487
171.2.87 diSPLAY QP VEISION.....oriiiiieirireiesee ettt sttt s st bbbt ssssssss bbbt s ssssssssbassass s b s s st ensessesssssnsanssnsnsnns 7489
171.2.88 diSPlay @D WITEU-POIt.......iriereririeirircires sttt sess st ssse s s s bbbt sssssssssss st snsssssssssnsssssnsns 7495
171.2.89 diSPlay @p-PKi-PrOfile.......o ettt sttt eee 7499
11.2.90 display ap-SYSTEMI-PrOfile.. ...ttt bbbt ss s bbb s s s s sssssssnsansans 7501
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17.2.97 diSPLlaY @P-TY Pttt st s sttt s s s et st nens 7519
11.2.92 display ap-type undefined rECOIM..........coou ittt 7525
11.2.93 display ap-type attributes abnormal-check-record...........rrieieeee s 7526
11.2.94 display channel SWItCN-TECOIU........coovuiurierirerieieesisie ettt s st sss s sss s s ensessenas 7527
171.2.95 diSPlay diStriDULE-aP ..o ittt bbbttt s s ses 7531
11.2.96 display Mac-address @P-all........coeieieiriniisiseseeeeeess st sss bbbt s s ss bbb s s s sses 7538
11.2.97 display mac-address { ap-id | @P-NAME J....oovrirrreerereneeeseses ettt st ssss s sssssn s ssens 7540
11.2.98 display POrt-linK-Profile.......ccoree sttt ees 7541
11.2.99 display provision-ap ParamEter-liSt.........ccccurrrereineeirisiesississieses st ssssesssssss st sssssssssssssssssanses 7546
11.2.100 display references ap-pKi-Profile........ ettt st s sssssssssssssnes 7548
11.2.101 display references ap-SyStemM-Profile........o ettt seaeens 7549
11.2.102 display references port-linK-profile....... st ssss st sasssessssanes 7550
11.2.103 display references Wired-port-profile.......cornrnniresress s ssssssssssssssssns 7551
11.2.104 display Wired-pOrt-profile........ ettt ettt ee s saen 7553
11.2.105 display WLaN BLe-liNK-TNf0.......c.coieieirieieireee et ssss bt ses s s st st ssssesssssansans 7559
11.2.106 display Wlan cONSOLE Dl StAtISTICS......ccvvrvrerieriririeie sttt sss s nsnes 7560
11.2.107 diSK-USAGE TNIESNOLA. ...ttt ettt 7562
11.2.108 eapol-response dest-address transform-CoNditioN.........ccoceeeeeicrienieeiesinseseseee s sanes 7563
11.2.109 eapol-response dest-address tranSfOrM-tO.......c.ccoorrrrrriririnirisisesresssse st sss s s sssssnsns 7564
11.2.110 eapol-start dest-address transform-CoONAiTioN..........cceurerirrreinieniirineee ettt 7566
11.2.111 eapol-start dest-address tranNSfOrM-t0........cccoueieiririerieriereeseeesee ettt sss s st sssssssessssansans 7567
11.2.112 eth-trunk (AP wired port Profile VIEW) ...ttt sssssessssssssssssssssnens 7568
11.2.113 high-temperature threShOLd...........ce ettt 7570
11.2.114 ipsg enable (AP wired port Profile VIEW) ...t s st sensnes 7571
17.2.175 IP-QAAIESS (AP VIEW) ....erieieierierieisieiseisessese st asssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 7572
11.2.116 ip-address (AP ProViSIONING VIEW).......c.ccuirureureuriuriunisieeseseiseesesseasessssssssssssessssssssessssssssssssssssssssesssssssssssns 7574
112177 1P OMAINANAIME...cciitieeieieieisi sttt sttt bbbt s s s b s bbb s st s s s s bbb s s nsensensessnsans 7575
11.2.118 igmp-snooping enable (AP wired port profile VIEW) ... 7576
17.2.179 KEEP-SEIVICE ENADLE....... ettt st saen 7578
11.2.120 keep-service €Nable allOW NEW-aCCESS.........creirririesieseseeesesssssss s sssessesssssss s ssssssssssssssssssssssssssassenens 7579
11.2.121 learn-client-address enable (AP wired port profile VIEW).......ccccecrrerernenenenenreesseseseseseeseenns 7580
1712122 180 BUINKAEIMIE..ceeee ettt sttt ettt eees
112723 L8 OF ettt e bbb
11.2.124 lldp admin-status -

11.2.125 lldp dot3-tlv power (AP wired port link proflle VIBW) ettt 7585
TT1.2.126 AP @NADLE ..ttt bbbt s b e bbbt s s bbbt b s s s s s s e sanen 7586
11.2.127 ldp message-transmission delay (AP system profile VIEW)......c.ccvevererereseninsinsesssseneessssssssnens 7587
11.2.128 lldp message-transmission hold-multiplier (AP system profile VIeW)......ccccooennenrcnerecsineneineenes 7589
11.2.129 lldp message-transmission interval (AP system profile VIEW).......ccceeeeevrneneneeessneee s, 7591
17.2.130 AP rEPOIT ENADLE......eeee sttt s st s st n s saen 7593
112137 WlAP rEPOIT-INTEIVAL ettt ettt st sttt ees 7594
171.2.132 AP r@STAIT-AELAY ...ttt bbbt ss bbb s s s s bbbt nesssesaesansas 7595
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11.2.133 lldp tlv-enable (AP wired port link profile VIEW) .....ccccoerrierrienenirisisssreseeseessesse st sessseens 7596
11.2.134 lldp tlv-enable legacy-tlv four-pair-power (AP wired port link profile View).......ccocvevereriveenennce. 7598
11.2.135 lldp tlv-enable legacy-tlv power-capability (AP wired port link profile View).......ccccoeeeeeeeinrnnnns 7599
17,2136 LOCATION oottt b bbb 7600
1712137 LOG-TECONA-LEVEL.....eeeeee ettt st bbbttt 7601
TT1.2.138 LOGSEIVET ...ttt ettt bbbt sttt s s s s bbbt s s s b s bbbt bbb b s b e bbbt s s s s b s sansansas 7602
11.2.139 low-temperature threSNOLd. ...ttt st s s s 7604
11.2.140 mac-learning (AP wired port Profile VIEW) ...ttt sees 7605
11.2.141 management-vlan (AP system profile view, AP provisioning view, AP VIeW)........ccccccevreerrerrnnanss 7607
11.2.142 MemMOry-usage thre@SNOLd........oovuiuieie ettt sttt ssssssssns 7610
11.2.143 mld-snooping enable (AP wired port profile VIEW) ...t eseeees 7611
11.2.144 mode (AP Wired POrt Profile VIEW) ...ttt sss s st ssssssssssssssssnsensesens 7612
TTL2.T45 MU ettt b bbbttt 7614
112146 MUIICAST-TALE ... ettt ettt ce s e bbbttt easeas 7616
11.2.147 multicast-suppression auto-detect (AP system profile VIEW).....ccccoeieeeerinnienissssseeee s 7618
11.2.148 np capwap-reassembly (AP system Profile VIEW) ... ssssssssssenes 7619
11.2.149 np fast-forwarding disable (AP system Profile VIEW) ... 7620
11.2.150 password alert before-expire (AP password POLICY VIEW)........cceeeeeeeerninininsinsiesiesssessasssssssssssenens 7621
11.2.151 password alert original (AP password POLICY VIEW)........cerrirerirreneeneeninienessssissssssssssssssssssssssssssssens 7622
11.2.152 password expire (AP passWOrd POLICY VIEW) ..ottt sssessessese s sssssssens 7623
11.2.153 password history record number (AP password POliCY VIEW).......cc.ccrrurreeeereenrenisrnisinsiesesseesssensannns 7625
11.2.154 pki realm (AP PKI realm Profile VIEW) ...t ssssssssssssssssssssssssssssssssssssssssssssns 7626
11.2.155 poe af-inrush enable (AP System Profile VIEW) ...t 7628
11.2.156 poe disable (AP wired port link profile VIEW)..........ccrinieieeeeeeieisisisies st sssssssessssenes 7629
11.2.157 poe force-power (AP wired port link profile VIEW) ... ses 7630
11.2.158 poe high-inrush enable (AP system Profile VIEW)......c.corrererineeinsensneseiseeseeseseeee et essesseanens 7631
11.2.159 poe legacy enable (AP wired port link profile VIEW)........cccweueeririnnnieseeeeseess e 7632
11.2.160 poe max-power (AP SyStem Profile VIEW) ...ttt ssssss s sssssssssssssans 7633
11.2.161 poe power-reserved (AP System Profile VIEW).......cccorrerineeireiseiseiseseseciees st esseasessessssssssens 7634
11.2.162 poe power-threshold (AP SyStem Profile VIEW) ... sssssssssssnsans 7636
11.2.163 poe priority (AP wired port link Profile VIEW)......cc.ccrririririeirieiseieseisssssssss s ssssssssssssssssssssens 7637
11.2.164 port-link-profile (WLAN VIEW) ..ottt tsessees sttt sss st es s s sessessssessssanen 7638
11.2.165 port-link-profile (AP wired port Profile VIEW) ...t ssssenes 7640
11.2.166 port-security enable (AP wired port profile VIEW) ...t 7641
11.2.167 port-security mac-address sticky (AP wired port profile VIEW) ... 7642
11.2.168 port-security max-mac-num (AP wired port profile VIEW)........cceieieerieieeneeeseeeeeesesssse e 7643
11.2.169 port-security protect-action (AP wired port profile VIEW).......cceveririricrinninnresessseesesse e 7645
11.2.170 POWET fOrCE WOTK-IMOGE.......oeieeieiiireir ettt sttt ettt naen 7646
TT1.2. 7771 PrOVISION-@P .ttt st sass e st sss s s st ssssasssssssessssesasssssssessssesssssssssssssssssssssssssssssasssssssesassasans 7648
11.2.172 reset ap-type UNAefiN@d rECONM.........oouiieerrireeireei sttt nsenes 7648
171.2.173 FESEE MAC-AAUIESS.......ceeeeeeeieire ettt st b ettt sttt eeae 7649
1712174 FESEE STATISTICS. cou ettt ettt s bbbt bbbttt bbbt eietaes 7650
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11.2.175 reset Wlan CONSOLE DLE STATISTICS. ...ttt 7652
112,176 SAMPLETIMI...c ittt ettt bbbt seaeesneans 7653
112177 STEP SEIVEL AISADLE....c.eeeeeee ettt bbbt bbb bbb e 7654
11.2.178 shutdown (AP wired port link profile VIEW).........ccrerrininirieeissseissssessess s sssssssssss s sssssssnes 7654
11.2.179 ssh client first-time enable (AP system profile VIEW) ... 7655
11.2.180 speed (AP wired port liNk Profile VIEW)......c..oueeeirieisisriseeeeeeessisssss st tesessessss s st sesssssssssssanes 7656
17.2.187 StelNet SEIVEI diSADLE. ...ttt et ettt 7658
11.2.182 stp auto-shutdown enable (AP wired port profile VIEW) ... 7659
11.2.183 stp auto-shutdown recovery-time (AP wired port profile VIEeW).......ccccecevevrvrrrerneseenneneeesenis 7660
11.2.184 stp enable (AP wired port Profile VIEW) ...ttt sssssssssssssssssssssssaes 7661
172,185 LEINET @NADLE.....cee ettt sttt 7662
11.2.186 temporary-management disable (AP system profile VIEW)......c.cccccueeeeerieieninninsineseesessssseissnines 7663
11.2.187 temporary-management enable (VAP Profile VIEW) ... sssssnes 7666
11.2.188 temporary-mManagemMENT PSK.......ccowuriuiureuririeieieireiresseeeeieesasessssessessessessassss s ssessesssssessesssssssssssssssssssssssasens 7667
11.2.189 traffic-filter (AP wWired port Profile VIEW) ...ttt ssssss st sesesssnsans 7669
11.2.190 traffic-remark (AP wired port Profile VIEW) ... sssssssnens 7671
11.2.191 traffic-optimize (AP wired port profile VIEW) ...ttt sees 7674
11.2.192 traffic-optimize broadcast-suppression disable (AP system profile VIEW)......ccccoeveererererereninnnns 7675
11.2.193 traffic-optimize broadcast-suppression rate-threshold (AP system profile view).......ccccccoeveunn.ne. 7677
11.2.194 undo capwap dtls Server-auth (AP VIEW) ...ttt ssses s seen 7680
11.2.195 undo capwap dtls server-auth €N (AP VIEW) ...t eistesiesesssesss s sssssesssssssssssssansans 7681
11.2.196 unicast-suppression auto-detect (AP system profile VIEW) ... 7682
11.2.197 usb enable (AP SYyStem Profile VIEW) ...ttt sttt ssssssessessssssns 7683
17.2.198 USEI-INLEITACE VEY @CLuuieiieiieieieiiieeeceeceteis ettt bbb s s bbb b s en s ssessnsanen 7684
11.2.199 user-interface VLY idle@-tiMEOUL........corriereeececerr ettt sss s sasses 7686
11.2.200 user-interface Viy SCre@n-1@NGth......... ettt et 7687
11.2.201 user-isolate (AP wired port Profile VIEW) ...ttt sssssssnsns 7688
11.2.202 vlan pvid (AP wired port Profile VIEW) ...ttt ssssssssssssssssssssssssssssnes 7689
11.2.203 vlan (AP wired port Profil® VIEW) ...ttt et ss s sasens 7691
112204 WTImlIGNT ettt et 7693
11.2.205 Wired-port-profile (WLAN VIEW)......ccirieierierieririnisisisessessessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsns 7695
11.2.206 wired-port-profile (AP group View and AP VIEW) ...t seeseesessessess et ssseseens 7696
11.3 Cloud-based Management Configuration COMMANGS.........c.ccceruereeirieieniisiesnseesiesesssss st esessessesssssssssssenes 7697
17.3.7 COMMANA SUPPOI ...ttt sesssssssasssss s sssssssssssssssssssssssssssssssssssssssssssssssasssssssssssssssssssssssssassssssssssssnses
11.3.2 ap manage-mode force-tradition

11.3.3 QP UP-TEPOI-CLOUM. ...ttt sttt sas bbbt b s bbbt s s s s s b s st ensessessnsas
171.3.4 QD=1 SYNCNIONIZE......oeieeieeiee sttt sttt s st st sa s s ssnssnsensnsas
11.3.5 display cloud liceNSe.........ocveeeeerenrereirerrereeeeeeanes

11.4 WLAN Radio Resource Management Configuration COmMMANAS ........cccoevrerurrinreerenrnisininsiesessessessensensans 7703
17.4.17 COMMANA SUPPOI . .eiiiieriirieeierieisisise s sessesssssssss s sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssssssssnses 7703
171.4.2 AQC-TNIESNOLA. ...ttt et 7703
TT1.4.3 @MCPOLICY ettt bbbt s bbbt st s s s b s bbbt e s s b s s e s bbb en s s s st s s sanen 7704
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1144 QIN-SCAN-PIOFILE..ec ettt s s st as s bbb s s e s s s s s s s st enssssnnnns 7706
11.4.5 air-scan-profile (radio Profile VIEW) ...ttt sttt st 7707
T71.4.6 QNEENNA-MNOUE. ...ttt bbbt e bbb bbb s s s b s bbbt et b s s s e b b s bbb s s ebsesanssnsanes 7708
11.4.7 anti-INTErferenCe diSADLE. ...ttt o 7709
11.4.8 anti-interference agC-Check diSADLe..........ooureirieieeee ettt 7711
11.4.9 anti-interference per-packet-tPC diSADLE........cowrieieirieiece ettt ssanaes 7712
11.4.10 band-steer balance gap-threShOLd..........oineee sttt ssees 7713
11.4.11 band-steer balance Start-threShOLd..........cc.oeuieieiieieeere st saes 7714
11.4.12 band-steer ClIENT-DaNA-EXPITE........cc.covueieririririrsirsisieseseesiess s s ssess s sss s s s s st sssssssssssassssssssessssssssssses 7715
11.4.13 band-steer denY-threSNOLA.........cc.coriiierireeeer sttt st ssssssss s s s snses 7717
11.4.74 DANA-SLEEI ISADLE.......eeeeee ettt a s s st sanaen 7718
11.4.15 band-Steer SNI-TNIESNOLA. ..ottt bbbt sa bbb st ensessnnans 7719
17476 DSS=COLOT ISADLE.....eueeeieeir et s st et 7720
T AT 7 DM @IS, ettt s e bbb st ee s b en st en s s nses s sessssesassessnsesansenans 7721
11.4.18 calibrate auto-banNdWIdth=-SELEC...........cceirirrre ettt 7723
11.4.19 calibrate autO-ChaNNEL-SELECT. ...ttt seen 7724
11.4.20 CaliDrate QULO-EXPOWEI-SELECT.......covuieceeeeeieieeret ettt st es s banen 7725
11.4.21 calibrate enable { auto | manual | schedule time ... 7726
11.4.22 calibrate environment-deterioration-blackliSt...........ccvenncererre e 7729
11.4.23 calibrate retransmMisSioN-rate-ChECK.........coceuirieieieeteeee ettt bbb 7730
11.4.24 calibrate retransmission-rat@-threShOLld.........ccociieieeieirieiriree et sesss s sensesassans 7731
17.4.25 CaliDrate fleXiDle-radion. ...ttt ettt 7732
11.4.26 calibrate flexXible-radio diSAbLe......... ettt e snes 7734
11.4.27 calibrate flexible-radio ManUAl-rECOGNIZE..........c.cuevriririeierireeeeee ettt s st sessesssessnsans 7735
11.4.28 calibrate grouping interference-threShold............o e 7736
171.4.29 CaliDrate MaX-TX-POWEN ..ottt a e ss s bbb s et s s s eessenseastns 7738
17.4.30 CAliDrate MIN-tX-POWEN ..ottt sttt s bbbttt s bbb bbb s s s bbbt ses s sassas s benes 7739
11.4.37 CaliDrate MAanUAL STArTUP......coerire ettt sss s s st st sss st st snssssessesanen 7740
11.4.32 calibrate Noise-floor-threShOLd...........c.eieice s 7742
17.4.33 CAlIDIAte POLICY...u vttt st a bbb bbb s s b s bbb st ensessessesanen 7743
11.4.34 calibrate referenCe 3d-data........o ettt ettt 7744
11.4.35 calibrate reference data-analysis diSable..........oo e 7745
11.4.36 calibrate reference data-analySiS........ et sss s s s s s ssssssssnsas 7746
11.4.37 calibrate reference rogue-ap-interference diSable.......... e 7747
171.4.38 CAliDrate SENSITIVITY .....ovueeurereeieereireire ettt sttt ens 7748
11.4.39 Calibrate tPC thrESNOLA.......c.ovvieee ettt bbbt as s bbbt sesassas s sans 7750
11.4.40 CaliDrate VIrtUQL-grOUP-SIZE.......c.ccooruriririreirsiriereisis st ss st st sssss s s s st s ssssssssssssssssnsns 7751
TT1.4.47 CCA-ENIESNOLA. ...ttt bbbt b s s st 7752
11442 CO-SE AISADLE ...ttt b e bbb se s bbbt s s bbbt s s e b b s st enen 7753
11.4.43 dca-channel BaNAWIdth..........c ettt 7754
11.4.44 dca-Channel CRANNEL-SEL..........cieireeereeceeee sttt s s s s ae s s s sansesananen 7756
11.4.45 dEAULN-FAIl-EIMES ...ttt bbbt s s s bbbt s s ensessnsans 7758
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11.4.46 dfs radar-filter SENSITIVITY ....coccoiririeeeriee sttt sttt sas s st nsnens 7759
114,47 AfS FECOVEI-AELAY ...ttt ettt sttt b b eans 7760
11.4.48 dfs SMart-seleCtion diSADLE. ..ottt et 7761
11.4.49 display @ir-SCAN-PrOfile... ..ottt ss sttt ssss s s s snens 7763
11.4.50 display anti-interferenCe CONTIG. ...ttt 7764
11.4.57 display flexiDle-radio SLAtUS. ...ttt ssss bbb s s s bbb nsensssnnans 7766
11.4.52 display flexible-radio SWItCN-TECOIM.........ccovierieeeririreee sttt ss s sanens 7767
11.4.53 display interference-visualization CONfIGUIatioN........ccooviuireririeirieere et 7769
11.4.54 display references air-SCan-Profile........ sttt ssse s s s sssnees 7770
11.4.55 display referenCes rrmM-Profile....... ettt sttt st s s ssssansas 7771
11.4.56 disSplay refErENCES SCEME.......ooiireieree ettt bttt seeen 7773
11.4.57 diSPlay I -PrOfile... ettt bbb s bbb st essessnsans 7776
11.4.58 display sta-load-balance StatiC-grOUP.......cccvrririirirereirrirereses et ssssssssss st ssssssssssssssssssnsns 7790
11.4.59 display sta-load-balance fairNESS.........ccririre ettt 7793
11.4.60 display STAtioN NEIGNDON ...ttt bbb s s s s s e s snses 7794
11.4.61 display station NEIGNDOI @ll........coiriieieeeie ettt sss s s s senenes 7796
11.4.62 display Station STEEI-NISTONY......coiiiiereireeeer ettt 7797
11.4.63 display STAtioN STEEI-INTO......cciiririeiceee ettt s bbb ss s s bbb s st ensessnnans 7800
11.4.64 display STtation STEEI-STALISTICS. ....ccvririrrrerieieirrseestses sttt s s s s st st ssssssssnsns 7802
11.4.65 display STtation UNSTEEIADLE. ..ottt sttt 7804
11.4.66 disSplay STa-ProfiliNg.....ccciiueieieieicirice ettt as bbbt s s s sassansas 7805
11.4.67 display wlan calibrate Chann@l-Set.........c.covrirrrrrercnee sttt ssens 7807
11.4.68 display wlan calibrate global configuration.........ornnreereeree et sees 7808
11.4.69 display Wlan calibrate StAtiStICS.......occviiierieieeieicees ettt ss s ss s seneas 7811
171.4.70 diSPlay WLAN SCENE.......oieieieieieer sttt s st ss s bbbt st ss e s s s sas s s s st snsesssasessnsanen 7812
11.4.77 dynNamiC-€dCa ENADLE........oc ettt ettt st 7815
11.4.72 dynamic-€dCa tNrESNOLA.........ccuvv ettt s st as s bbb bbbt sssaesassansans 7816
11.4.73 sta-NUMDEr AP-TNIrESNOLA.........ovuieeee ettt s s st sss s snnns 7817
11.4.74 high-density amcC-0ptiMizZe ENabLE...........ciriree ettt 7819
11.4.75 interference adjacent-channel threShOld.............eirriiee st sanes 7820
11.4.76 interference co-channel tNrEShOLd. ...ttt sees 7821
11.4.77 interferenCe deteCt-ENabLe. ...ttt ettt

11.4.78 interference Station thr@SNOL.. ...ttt a st a sttt seseseses s senenens

11.4.79 interference-visualization enable

11.4.80 member (static load balanCing GroUP VIEW) ..ot isees st seseasesssssssssaees 7825
11.4.81 pOWEr QUEO-AAJUST ENADLE........coieieetce ettt s s s s bbb st s s senas 7827
11.4.82 radio-reload tiIME-TANGE........coovererireeieirieisiseises sttt sttt ssssssss s s st st snsssssssssassassensnes 7828
11.4.83 reset ap traffic StAtiStiCS WITELESS. ..ottt 7829
11.4.84 reSet Station SEEEINISTOIY ...ttt s s bbbt ss s s s s ba st s sns 7830
11.4.85 reset fleXible-radio SWItCh-TECOId. ...ttt see e si e 7831
171.4.86 reset Station StEEI-STALISTICS. ..ottt et 7831
11.4.87 reset WIan Calibrate STAtiSTICS. ..ottt s st ss s s bbb s s ssssansas 7832
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171.4.88 rrM-Profile (WLAN VIEW) ...covrririeeeireisirieisisississasssssss s sss s ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnsns 7833
11.4.89 rrm-profile (radio Profile VIEW) ...ttt sttt 7835
T71.4.90 1SSI=Aiff-gAP. ettt bbb as bbb bbb s s s s bbbt s st b s b s e bbb st st ensenaen 7835
17497 ISSI-TRIESNOL.....oeee ettt et e 7837
TT1.4.92 IX-SENSTTEIVITY oottt b bbbttt bbbt bbb s et st et st neaes 7838
17.4.93 SCAN-CRANNEL-SEE....eeieitee ettt bbbttt s 7839
17494 SCAN-AISADLE. ...ttt b sttt 7840
171.4.95 SCAN-ENNANCEMENT......iiiierieeeee ettt ta ettt sttt st e s sresas 7841
17496 SCAN-INTEIVAL...euieieieceie ettt et es 7842
171.4.97 SCAN-PEIIOU. ... ettt sttt se st sss sttt s s s s sse s e s s ss s s s s st st s s ensssssssssansrnsnsnen 7843
TT1.4.98 SCENC....cieeeee ettt st a bbbt b ettt sttt ettt bt enes 7844
11.4.99 smart-antenna { €Nable | diSADLE F.... ettt 7848
11.4.100 smart-antenna throughput-triggered-training.....c..ccooeorrrrerrrnininerisss s sssssssssssssssens 7849
11.4.101 smart-antenna traiNiNg=-iNTEIVAL ...ttt 7850
11.4.102 smart-antenna training-MPAU-NUMDET..........c.ccirreiieireeee ettt sesssssssssssss s naens 7851
11.4.103 sMart-antennNa Valid-Per-SCOPE........ocorrrrurrirrireireneenesssisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnses 7852
11.4.104 smart-roam advanced-SCan diSADLE.........cc.orerirer ettt 7854
11.4.105 smart-roam { disable | enable | @i-MOE J.....ccieiereeeerr st snes 7855
11.4.106 smart-roam quick-KiCKOff Back-0ff-tiMe......ccovurieirrriere et sssees 7856
11.4.107 smart-roam quick-kickoff-threshold disable...........ccorrer e 7858
11.4.108 smart-roam quick-kickoff-threshold { check-snr | check-rate }.....coeencecnneeseeeseeens 7859
11.4.109 smart-roam quick-Kickoff-snr CheCK-INTEIVaAL........cocorrrrrierrree e sneees 7860
11.4.110 smart-roam quick-KiCKOff-SNI P-N CrHLEIA......cviuiereeeeeeeerer ettt 7861
11.4.111 smart-roam quick-KiCKOFf-threSNOLd.........ccovueieeieririeieiceeeeee sttt sse s sanes 7863
11.4.112 smart-roam roam-threshold { check-snr | check-rate J......ceeeeeee e 7864
11.4.113 smart-roam roam-threshold { SN | FALE Jouo et naes 7866
11,4714 SMArt-ro@m SNI=IMATGIN....ccceeiurieireeieeerireeisesstsssessssessssessssssssssssssssssssssssssssssssssssessssessssessssssssssssssssssssssssssssssesas 7868
11.4.115 smart-roam unable-roam-client EXPIire-tiME.......cccccvrorirrirrirerrreneresisesss sttt ssssssssneans 7869
11.4.176 SPAtiAl-rEUSE iSADLE.......oeeee ettt et sen 7871
11.4.117 sta-load-balance dynamic btm-fail-times.......cccoouirieieieieieee e 7872
11.4.118 sta-load-balance dynamic deauth-fail-timeEs.......cooirrririririerieeeree st 7873
11.4.119 sta-load-balance dynamic diSAbLe............o et eae st eaen 7874
11.4.120 sta-load-balance dynamic sta-number gap-threshold............ccieiereieeeeee s 7875
11.4.121 sta-load-balance dynamic sta-number start-threshold............coerrererrreennneeeee s 7877
11.4.122 sta-l0ad-balanCe StAtiC-grOUP ...ttt st 7878
11.4.123 sta-nuUMDbEr SEArt-threSNOLd. .......c.oiiiuirie ettt ettt een 7879
11.4.124 sta-load-balance dynamic probe-report INTEIVAL........cooereerininirireseeeeseeese et 7880
11.4.125 sta-load-balance dynamic rssi-diff-gap.....cccoerrrirrrieererirer ettt saeen 7881
11.4.126 sta-load-balance dynamic rsSi-threShold.............cerrieieceieieee st 7883
11.4.127 sta-load-balance dynamic steer-restrict auth-threshold.........c..ccoorrerrinincniseeeeer e 7884
11.4.128 sta-load-balance dynamic steer-restrict probe-threshold...........ccccorrrrrnennnerrre e, 7885
11.4.129 sta-load-balance dynamic steer-restrict reStriCt-time......oooieeereieeieieseeses e esensens 7886
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11.4.130 StA-Profiling diSADLE.......ouieeeeeeeeee ettt st s sttt ensenanen 7887
11.4.131 steer-restrict @UEN-threShOLd..........oo.ou ettt saeen 7888
11.4.132 steer-restrict Probe-threSNOL.........ccooiuiieieieeieiree ettt sss s s s e 7890
171.4.133 StEEr-reStriCt FEStIICE-TIME .. et eas s et s s esssnas 7891
11.4.134 terminal-identify diSADLE. ...ttt saen 7892
114135 UAC @NADLE ..ttt sttt bbbt s s s b s bbb b st s s s e st b st enen 7893
11.4.136 uac client-NUMDBEr threSNOL.........cc.viiiieere ettt esies 7894
11.4.137 UAC ClIeNT-SNI TNFESNOL......ec ettt st 7896
11.4.138 UAC reaCh-aCCeSS-TNIESNOL. ..ottt bbb ss s s sanen 7897
11.5 WLAN Spectrum Analysis Configuration COMMAaNS...........cccerreririreirieneeninenisisisessssssssssssssssssssssssssssssnes 7899
17.5.7 COMMANA SUPPOI ...ttt ettt ses s eas st s eae st s st s s ess b st sebeeseeseesneas 7899
11.5.2 ChanNel-MONItOr ENADLE.........ovieeeece ettt bbb bbb s s ss s sas 7899
11.5.3 display Spectrum-analysiS SEIVEI-TEPOITEN........ccorreririrrerrereeses s ssssssssssssssssssssssssssssssssssssssssssssssssssssnes 7900
11.5.4 display Wlan NON-Wii=EVICE........c.ouuiuriereererere ettt 7902
11.5.5 display wlan Non-Wifi-deVICe NISTOIY ...ttt bbbt sas s ssnssn b nans 7904
11.5.6 SPectrum-analysisS @NADLE........ooe ettt s st naenaes 7907
11.5.7 spectrum-analysis Non-wifi-device aging-tiMe.......c.coueeirrirrineineineree ettt eeseaeens 7908
171.5.8 SPECLIUM-QNALYSIS SEIVEN ..ottt essessse s sss s s sss s s s sss bbb s st sssssesssssssasssssenssssssesanssnsans 7909
171.5.9 SPECLIUM-ANALYSIS SOUICE.......reeirerriririerieriieeesisiss st sessessass s s s sttt ssssssssssss s enssssssssssssssssnssssssssnssssnssesssas 7911
TT1.5.T0 SPECEIUMI-TEPON T ...ttt sttt bttt bbbt bbbt ses 7912
11.5.17 reSet WIaN NON-WIi-OVICE.......c.oveeeeeeeee ettt ss s bbbt ssssa s sans 7914
11.5.12 reset wlan NoN-Wifi-deVICE NISTOIY ...ttt nsas 7916
11.6 WLAN ROQMING COMMANTS....oiiiiriiieriirieieeieieeiseiseiseestaeesses et sssssessessess s ss st sssssessesssss s sssssssessssessssasensssssenes 7917
17.6.1T COMMANA SUPPOI . ..ttt sessee s ssssss s st ssss s s sssssssss s s bt essesssssessssssssss s s s st sssessssassassassentessssnssnses 7917
17.6.2 DEACON dISADLE. ..ottt s bt 7917
11.6.3 capwap dtls inter-controller control-liNk @NCIYPL.......coorireeerererr et 7918
11.6.4 capwap dtls iNTEr-CONTIOILET PSK......wiiiiiiiieriiieeieiesse ettt s s s san b e 7919
11.6.5 capwap inter-controller SeNSItiVE-INTO PSK........cvririririrririnesirrises ettt ssssssas s s s ssens 7921
TT1.6.6 CES LAY ..eu ettt sttt 7923
1167 CLS ISADLE....e ettt s st bbbttt s s 7924
171.6.8 diSPlay MODILIEY-GrOUP.....c.iviereeieee ettt ss s st s s sass s s st nsnen 7925
11.6.9 display Station rOAM-SEATISTICS. .....ovuriuierceeeeirieiretre ettt 7926
11.6.10 display StationN FOAMI-TIACK.......c.coveierieieietstes ettt tssess s b st ss bbb bbbt sesasssssansnsnen 7928
TT6.TT AOTTTE @NADLE. ..ottt e e b st 7930
T71.6.12 AOTTTE PrOPIIELAIY ... ceceieeeeeei ettt e s st s ettt b st etassnstas 7931
11.6.13 dOt1 11 rEaSSOCIALE-LIMEBOUL.......oviereeeeeeeeeisieist sttt b bbb ss bbbt ss s s s sansanses 7932
11.6.14 member (MODIlitY GrOUDP VIEW) ..ottt ssssssssssssssssssssssssssssssssssssssssssssssanes 7933
T71.6.15 MODILITY-GrOUP ottt bbbt sttt enen 7935
17.6.16 MODILItY-SEIVEE LOCAL....oeiirieieire ettt s bbbt as s bbb st ssssassansansans 7936
17617 STN-TOAM ENADLE....eee ettt sttt 7937
171.6.18 STN-TO@M FEPOIT-INTEIVAL ..euceeieieee ettt nen 7938
11.6.19 sfn-roam roam-CheCk DETLEI-TIMES.........cooieee sttt se s 7939
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11.6.20 sfn-roam roam-check CheCK-INTEIVAL........co et saees st saseies 7940
11.6.27 SfN-roam roam-CheCK GAP-ISSi........cciiririreirtire ettt bt 7941
11.6.22 sfn-roam roam-check high-threShold.............coieieeee ettt nes 7942
11.6.23 sfn-roam roam-check LOW-TNrESNOLd. ...ttt 7943
11.6.24 sfn-roam roam-check rssi-aCCUMULATE.........co.oiierirre ettt 7944
11.6.25 sfn-roam roam-check sta-holding tIMES........ccceieieiririrseeeee sttt ensnes 7945
17.6.26 INTEr-aC rOAM diSADLE......c. ittt et 7946
11.7 WLAN QO0S Configuration COMMANGS.........ccoeumrurrereuriureuneirisieissiseeseisessesesssssesstsesssssessesssssssssesssssessssssssssssssssesns 7947
11.7.7 COMMANA SUPPOI . ettt sesssesssssssss s st sssssssssssssssssss b s st essessssssssssssssssssssssssssssessesassassassnsessnssssnses 7947
11.7.2 @irtime-fair-SChedule @NabLe.......... ettt e 7947
171.7.3 @PP-SNAIE FEMAIK.....c. ittt sttt es et s b eaen 7949
11.7.4 display references traffiC-Profile........ st 7952
11.7.5 display service-experience-analysis MONITOI-LiSt......ccccovrrrrrriniririnessesss e ssseas 7953
171.7.6 display TraffiC-Profile. .ttt 7954
11.7.7 AiSPLlay UCC-PIOFIlBuc.cn ittt bbb bbbt bbb bbb snses 7963
17.7.8 FIle-TranSTer FEIMAIK ...t bbb 7965
171.7.9 GAME-TUIDO diSADLE. ...ttt bbb saen 7969
TT1.7.10 LYNC @CLttiititiiiriieieieietesiee ettt bbbt e s bbb st s s s s s s bbb e bbb s b s s s s b s st ensessessesanen 7970
I T I I Y V117 T = PPN P TP TP PRSPPI 7971
11.7.12 multimedia-air-optimize congestion-control tcp-window-tuning disable...........ccocovvvererevrireinennanee 7972
11.7.13 multimedia-air-optimize downlink-delay-guarantee...........cccceeeeeeeeeiserrsinsinsenseesnssssss s eseessessssenes 7973
11.7.14 multimedia-air-Optimize diSADLE.........coorrriicrer sttt st ss s ssssssnsans 7975
11.7.15 multimedia-air-optimize threShold.............co ettt eaeens 7978
11.7.16 priority-map dOWNSErEAM AOTTP.....cueiririiierieeieeeeieieis sttt sss bbbt sss s s s s nsnens 7979
11.7.17 priority-map dOWNSEIEAM ASCP......cvuririrerirreriereerierissesssissssssssssssssss s sssssssssssssssssssssssssssssssssssssssesssssssssssssssseses 7981
11.7.18 priority-map dOWNSEIEAM TrUST ..ottt ettt ss st seeas 7983
11.7.19 priority-map tunnel-upstream dotT1e ASCP....cocrerrirrereeieeeesissee sttt e ssss s s nsnes 7984
11.7.20 priority-map tunnel-upstream dot11€ dOtTP ..ottt ee s ss s snens 7986
11.7.21 priority-map tunnel-upstream dSCP AOTT Pu. . ettt 7988
11.7.22 priority-map tunnel-upstream dsCp tUNNEL-ASCP.......couevvrrrririirrireereeiriries s sssss s s s saeses 7990
11.7.23 priority-map tUNNEL-UPSEIEAM trUST.......coveieieereierir ettt asss s sssssssss s ssssssssssssssssssssnns 7992
11.7.24 Priority-mMap UPSTFEAM TrUST......ccuviiirieireeeirei sttt bttt sttt 7993
11.7.25 qOS CAr (SSID Profil® VIEW) ...ttt sss bbbt sss s s s bbbt ss s e s s s s ssnses 7995
T71.7.26 FAE-LIMITeieeieeiee ettt e e b bbbt 7998
11.7.27 rate-limit CLIENT AYNAmMIC.. ..ottt bbbt 7999
11.7.28 rate-limit client dyNamic diSADLE...........oiieeeeieeieiee ettt ss s ss s 8001
11.7.29 rate-limit CLIENT LIME-TANGE.......oieerreeee ettt sss st s sssssssssssnsansns 8002
11.7.30 rate-limit dyNamiC INTEIVAL ..ottt sttt 8004
171.7.37 SVP-VOICE ENADLE......oeieeee ettt bbbt bbb s s s bbbt st s s s ssnssnbenanes 8005
11.7.32 service-experienCe-analySis ENADLE. ...t ss s snsssse s sanen 8006
11.7.33 service-experience-analysis MONItOr INTEIVAL......cocooiruririerireiee ettt 8007
11.7.34 service-experience-analysis MONItOr aPPLiCALION......ccocvreiverveieecereieieees ettt esssesassansans 8008
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11.7.35 service-experience-analysis MONItOr UCI-rOUP......corrrirrerrinieneenineessisssssstssessssssssssssssssssssssssssssssssssanes 8010
11.7.36 service-experience-analysis SiP-SNOOPING POIt......ccoirirririurieririsieereireeseesessesstses s essssesesssessessssssssssssssees 8011
11.7.37 traffic-filter (traffic Profil€ VIEW) ...ttt bbbt nen 8013
11.7.38 traffic-profile (WLAN VIEW) ......curirreereieneesiniessisisstsstssssssesss sttt sssssssssssssssssssssssssssssssssssssssssssssssssnsssssssns 8015
11.7.39 traffic-profile (VAP Profile VIEW) ...ttt st 8017
11.7.40 traffic-remark (traffic Profile VIEW) ...ttt bbbt sss s s sanaas 8018
11.7.47 UCC-Profile (SYSTEIM VIEW) ... ouuieieceriieieieiei sttt st sss st st sss s s s s s sn s st st essssssssssanen 8020
11.7.42 UCC-Profile (VAP Profile VIEW) ...ttt ettt ea sttt 8021
11.7.43 user-isolate (traffic Profile VIEW) ...ttt s sas bbb nss s s saen 8022
171,744 VIAO FEIMQAIK...cuiuieieeieeertte sttt et e bbbttt 8023
171745 VOICE FEMAIK ... ettt sttt es ettt sttt seansas 8027
11.7.46 wlan-slice high-reliability @NaDLE.........o ettt ses s sansans 8030
11.7.47 wlan-slice high-reliability frer-€NhanCe...........rrrrreens et sns 8032
11.7.48 wlan-slice high-reliability ...ttt saen 8033
11.7.49 wlan-slice high-reliability tiME-ratio.....c.c.cccciiieiriceirieeseee ettt bbb ss s sas s sanes 8035
11.7.50 wlan-slice high-reliability @Cl.....cccovriiriiriririririsres sttt ses s s s e 8036
T71.7.57 WIMIM @ACA-AP . cereeiereeeieieire ettt sttt sttt sses et bbbt se st b et b e st bae s bes s et eees 8038
11.7.52 wmm edca-client (SSID Profile VIEW) ...t sesassesssesssssssssssssssssssssssssssssansans 8041
11.7.53 wmm mu-edca-client (SSID Profile VIEW)......cccciririerininieieesessseessisssssssss s sssssssssssssssssssssssssssssssssnes 8044
11.7.54 wmm disable (radio Profile VIEW) ...ttt ettt ssssssssss s s nsesassenans 8047
11.7.55 WMM MaANAALONY ENADLE.........uceeeeee sttt bbb ess s s sanen 8048
11.8 DFI Configuration COMMEANAS........ccovriririririeisinsiseessenssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 8049
17.8.1 COMMANA SUPPOI ...ttt ceseas sttt sess st ess st b st s s seb s st sebeeseeseesnens 8049
11.8.2 dYNAMIC FLOW TNSPECLION......oviiiieiciei sttt bbbt ss bbb s s s e bbb s s sessses 8049
11.9 Application Identification Configuration COMMANAS.........cccoevurrrrerierinininirisiseissireeseessssses st sessssssnens 8050
17.9.7 COMMANA SUPPOI . .ciiiitiereieiee ettt ettt st s st es st s s s et bt se b eseeseesnens 8050
11.9.2 application-group car (SAC Profile VIEW) ...t sessassss s st sssssesssssssssssnsans 8050
11.9.3 application-group deny (SAC Profile VIEW) ...ttt sssssssssssssssssssssssnns 8052
11.9.4 application-group remark (SAC Profile VIEW) ...ttt et esesseeaseaen 8053
11.9.5 category sub-category (AP user-defined appliCation VIEW)........cc.cueeevrieirsinninsiesensesesssisisssssessessensens 8055
11.9.6 defence engine €NADLE AP-grOUP.........orriririrer ettt sss s s s st snssssnsnns 8056
11.9.7 description (AP user-defined appliCation rUle VIEW) ...t 8057
11.9.8 description (AP user-defined appliCation VIEW) ...t sssessassssssssss s ssssssssnsansans 8058
11.9.9 destination-port (AP user-defined application rule VIEW)........c.cierereririreresesesrsssesise s 8059
11.9.10 disSplay @p @PPLCATION ...ttt st s 8060
11.9.11 display ap apPliCAtiON-grOUP.......cccoeiereiirrinrireireessisis sttt s st s st sss s s bbb s s sssssessssassassassnsenen 8061
17.9.12 diSPlay @PS@-SAD.......ceeeeeeieirseieee ettt st s s st st ss s bbbt s st s s snnsensnenes 8063
11.9.13 display defence engine CONFIGUIAtION.. ..ottt ettt ees 8065
11.9.14 display referenCes SAC-Profile...... sttt s s sneas 8066
11.9.15 display WLAN SAC-PIOfile.......cvrrieiriririreiresee ettt sssss s s sttt sasssss s s s snsnsns 8067
11.9.16 display sac application USer-defined............oorrnrre ettt 8069
11.9.17 ip-address (AP user-defined application rULE VIEW) ...t essesseeseses 8072
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11.9.18 Priority-remMark-AefAULL. ..ottt st nses 8074
11.9.19 protocol (AP user-defined applicCation rUle VIEW) ...t 8075
11.9.20 rule name (AP user-defined appliCation VIEW) ...t sssss s sessssssssnsens 8076
171927 SACPIOTIL ettt st ss s st s st ea s s s s s s sn st ensensnnsensesansas 8077
11.9.22 signature (AP user-defined appliCation rUle VIEW) ...t seises e easeeenes 8078
11.9.23 SAC-Profile (VAP PrOfile VIEW) ...ttt ss s s s sss s bbb st ss s sansas 8080
11.9.24 upgrade L0CAl @PSA-SAD.........oireere ettt bbbttt nen 8081
11.9.25 user-defined-application (WLAN VIBW) ..ot ssessessessesssassssssssssssssssssessesssassns 8082
11.9.26 USer-protoCOL-StatiStiC ENADLE.........covrieec ettt bbb snee 8083
11.9.27 vVap-PprotoCOL-StatiStiC ENADLE. ..ottt sttt sassse s s sanen 8084
11.10 WLAN Location Configuration COMMANGS..........ccwureurereeinsinrireireineeseesesiseesssssssesessessessess s ssssssssssssssssesssasens 8085
17.10.7 COMMANGA SUPPOI ..ottt ssss s tssesssssssssssss bbb essssssssesssssssssss s st essessessessssassssssstssessessssssssnsanes 8085
11.10.2 Q€roSCOUt COMPOUNT-TIME.......oiriririririreirrisiereiesse st esssssssass s s s ssss s st s ssssssssssssssssnssssssssssssssssssssssssnssns 8086
17.10.3 QEIOSCOUL LOCAL.ueuieeieiiieieeieie ittt ettt sttt bt bees 8088
17.70.4 QEIOSCOUL MU=ENADLE.... ..ottt ettt e ettt 8089
TT.T0.5 QEIOSCOUL SEIVEN ...cconeieeeceeereecreeeieeeresetseses e sese s st sese s s st sesses s e s ssesessesesasseeaessesssenssencsene 8089
11.10.6 Q€rOSCOUL taG-ENADLE........ieiee ettt sttt 8091
11.10.7 ble LoOW-POWEI-LNIESNOLA..........ceeeeeieieieiee ettt bbbt s st s s bbb s snes 8092
17.10.8 Ble MONITONING-LiST. ..ottt ettt bbbt s s s s s st nssnssssnsssssnsansns 8093
17.10.9 DLE rEPOIT INEEIVAL...ereuieieieereee ettt ettt s bbbttt 8095
TT.T0.10 DLE SOUICE...u ettt et e bbbttt et ees 8096
11.10.11 ble-profile (AP group VIEW and AP VIEW)........ccrrrrirrierenenenesis et ssssssssssssssssssssssssssssssssssssssssseses 8097
11.10.12 DLe-Profile (WLAN VIEW).....c.cueiirreeirerieeeiseetssesssiess e ssstsss s ssssssssssssssssssssssssssssssssssessssessssesssssssssssssssssssssseses 8098
17.70.13 DrOadCaster ENADLE........o. ottt e 8100
17.10.14 DroadCasting=CONEENT......ouivreeieiereceree ettt st s s bbbt st sss s s s s ssss st snssnsesssssnsnns 8101
11.10.15 broadcasting-content (AP GrOUD VIEW) ..o ueureinruneireireeseeneasieeesssssetsessessessesseasssssssssssssssessessesssassasssssns 8104
11.10.16 broadcasting-CoONtENE (AP VIEW) ... sssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssans 8105
11.10.17 DroadCasting-iNTEIVAL......cocoveiririrerieesce sttt sttt sssss s s st sn s s snsssssnsns 8108
17.10.18 diSPLay DLe-PrOfile.. ettt sanen 8109
11.10.19 diSplay lOCAtION-PrOfile. ...ttt sss bbb a s s s s s bbb s nenes 8113
11.10.20 display referenCes Dle-Profile........ ettt sssssssssssssssssssnsnns 8118
11.10.21 display wlan ble global CoNfigUIratioN.........co sttt ees 8119
11.10.22 display wlan ble MONIEOrING-liSt........cccoriiririeieieieiseee ettt s st se s s senees 8120
11.10.23 display WLAN DLE SIEE-TNTO.......ciereeieeeeeresr ettt st sa s ssss s snen 8121
11.10.24 display wlan location config-iNfo @@roSCOUL.........e ettt 8123
11.10.25 display wlan location device-iNfO tag.......coeeiriririreieeeeseeeesisists sttt ses s s s snees 8126
11.10.26 display wlan location global coNfigUratioNn........c.corinirininiseisse st ssens 8127
1711027 EKANAU SEIVET ...ttt s sttt 8128
171.10.28 €KANAU tag-ENADLE ...ttt bbbt ss s bbb s sss s ssnssnbensans 8130
17.70.29 LOCALION SOUICE....cueueeeieereietreieii ettt es e ssses ettt bbb bbbttt ee st 8130
17.10.30 LOCATION-PIOFILE ...ttt sttt bbb sbae s tns 8132
11.10.37 Lo0CatioN-Profile (WLAN VIEW) ...ttt sssessessssssssss s s st sssssssssssssssssssssssssessssnsanses 8134
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11.10.32 Private MU ProtOCOLI-VEISION. .....civceeiereeeieeieisieis s sse st ssss s st ssssssssssssssssssnsssssnssnssssssans 8135
17.10.33 Private MU-ENADLE. ...ttt ettt et ses s eanen 8136
11.10.34 Private rePOrt-frEOUENCY .....c.covervrirereteeeeeeeeieis st sestsstesss s ss s st ss s sss s bbbt sssssssesassas b s sn s ssessessssansansas 8136
171.10.35 Private rePOrt-PrOtOCOL. ..ottt sttt sss sttt st ssssss st n st snssnsssssssssanen 8137
TT1.T0.36 PrIVATE SEIVET ...ttt ettt ettt st st ettt ettt bttt eas 8139
T71.10.37 FEPOIE ENADLE.....oeeii ettt bbb bbb bbb s b s s s s bbbt ensnssesansas 8141
17.10.38 FEPOIE-MOUE. ...ttt ss s sttt s s s s st s s ss et s s s s s sss s st esssasssssssssass s snsnsessnsanen 8141
T71.10.39 FEPOIT-LO-SEIVEN ...ttt sttt ettt bt sttt sttt bbbt bbbttt bt 8143
17.70.40 reset WLAN DL SIEE-TNTO.. ..ottt s 8144
11.10.41 reset wlan location deViCe-INFO tAg. ...t ss s ss s ssss s ssssanen 8145
111042 SNITEE @NADLE. ..ottt bbbttt 8146
11.10.43 s0Urce (lOCAtioN Profile VIEW) ...ttt bbbt ssss s bbb s s sssanes 8148
11.10.44 SOUICE (BLE PrOfile VIEW) ..ottt sttt ssss st ssssssssssss s s st ssssssnsssssssansnns 8149
11.10.45 tX-POWET (BLE ProOfile VIEW) ..ottt et es st saen 8150
11.11 WLAN Security Configuration COMMANGS.........c..ccuevueeerieeinienisisiseieeiesssesse st sssesssssssssssssssssssssessssssssssanes 8152
T71.17.7 COMMANGA SUPPOI ..ottt ssess st sssssssssssssss st st ssssssssssssssssssssssssssssssssssssssssssssnssssssssssssssssnsanes 8152
11.11.2 anti-attack flood blacklist @NabLe............o ettt 8152
11.11.3 anti-attack flood diSADLE. ...ttt 8153
11.11.4 anti-attack flood sta-rate-threShold.........r et saees 8155
11.11.5 arp anti-attack check user-bind €Nable.............o et 8157
11.11.6 attack-deViCE Trap ENADLE ...t ss bbb sas bbbt nee 8158
11.71.7 brute-force-detert INTEIVAL ...ttt 8159
11.11.8 brute-force-deteCt QUIBT-TIME. ...ttt st 8161
11.11.9 brute-force-detect threShOLd..........o ettt 8162
TT.TT.T0 CONEAIN.cetitteeicreieice ettt eseese st eb s es s s st sttt et st e s aasacsacene 8163
TT.1T.TT CONLAIN-TNIOAEC ...ttt s s st bbbt s s enasens 8165
11.17.712 deVICE FEPOI-TINTEIVAL ..ottt sttt bbbt s s as s bbb s s b sssas s s s st ensessnnans 8166
1711713 ANCP LrUSE POI ittt sttt ss s sttt s s s s s san s snsensnnsnssessnsns 8167
11.11.14 display ap radio-ENVIFONMENT.........coirirririreirieeeeree ettt s sttt es st sasessnans 8168
11.11.15 display references wWids-WhiteliSt-profile........cccoieiriorierireeseeeee s esenes 8171
11.11.16 display references WidS-profile........ it s st ssssssssssssssnens 8172
11.11.17 display references Wids-SPOOT-Profile.........ccooriririririeereirer ettt ese st eaen 8173
11.11.18 display Wids-Whit@liSt-Profile........oeiriiiriieee ettt s s ss s sas 8174
11.17.79 diSPlay WidS=PrOfile. .. ettt sttt st st sss st et ensensensesaen 8176
11.11.20 display WidS-SPOOT-Profile........ccoiiiriirirerreereirtseee ettt ettt saen 8180
11.11.21 display references SECUNtY-Profile........ ettt sss st ss s senes 8181
11.11.22 display references sta-blacklist-profile.......c.c e snsnes 8182
11.11.23 display references sta-WhiteliSt-profile........o et 8183
11.17.24 diSPlay SECUITEY-PIrOTILE ...ttt b s s s s s s bbb ssssesssas 8184
11.11.25 display Sta-Dlacklist-Profile.........o sttt sssssnsnes 8191
11.11.26 display station dynamic-DlackliSt............cerriririrrireireireee ettt es et 8192
11.11.27 display Sta-Whit@liSt-Profile........criiriieieie sttt s b 8195
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11.11.28 display wlan ids attack-detECLEd. ..ottt sss s asens 8196
11.11.29 display wlan ids attack-detected StAtiSTICS......c.ovrrriririrrireireirer ettt 8200
11.11.30 display Wlan ids attaCk=-NiSTOIY ...ttt ss bbbt ss s sassansans 8202
11.11.37 display WLAN idS CONTAIN....c.iieeieeieieirieieire sttt s st ss st s sttt ssssssssssasssnsenes 8205
11.11.32 display wlan ids deviCe-deteCLe.........oo ettt ss st 8209
11.11.33 display wlan ids device-detected StatiStiCS.......coovmirirrirrierieriesireereieis st sesaeses 8216
11.11.34 display Wlan dyNamiC-DlaCKLliSt.........cccvviuriurieririririeirer sttt sttt sss s s sasssnens 8218
11.11.35 display WLan idS rOGQUE-NISTONY.......ccviuieeiririeireireir sttt sttt eaneans 8220
11.11.36 display wlan ids spoof-ssid fUZzy-MatCh.........ccccoeeeieirrieeee st saes 8223
11.11.37 display WIan Wapi COIIfICAtE ..ottt sttt s st nses 8225
11.11.38 dynamic-blacklist @giNg-tiM@.........c.ouiirirrirrre ettt sttt 8227
11.11.39 dynNamicC-blackliSt AiSADLE..........cvuieeeeeeee ettt bbb st naen 8228
17.771.40 FlOOA-AEEECE INTEIVAL...uiuiiieeciriir ettt ettt 8229
11.17.47 floOd-deteCt GUIBT-TIMIE. ...ttt st 8230
11.11.42 flood-deteCt TNIESNOLA........cueeeeeee ettt ettt 8231
11.11.43 ip source check USEr-bind €NabLle............rreee ettt snes 8233
11.11.44 learn-client-address ANCP-SEICE. ..ottt sttt eees 8233
11.11.45 learn-client-address { dhcpv6-strict | ANCPVB-SaAC Fu.uvivieieeieeieieireeer st 8235
11.11.46 learn-client-address disable (VAP Profile VIEW)......cvriririoniniessssssseenesssisssssssesssssssssssssssssssssnens 8236
TTTTUAT N EFUST POITaniiiiiiiirei etttk es st b sttt eeasens 8238
TTT 1148 OUiuuceerieieeieie ettt sttt bbb s s s ettt 8239
T TT.49 POIMNIT-AP ittt sttt st sttt st st s bbb s st st st et s st se st seast e st esessesesassnsans 8240
11.11.50 permit-ap OUI-SSIA-IMACN.....c.coieeree ettt st 8245
T T T T DM ettt bR ettt 8246
11.11.52 reset wlan ids attack-AELECLEM. ..ottt et 8248
11.11.53 reset wlan ids attack-detected STAtiSTICS. ..ottt 8249
11.11.54 reset Wlan ids attaCk-NiStOrY ..ottt bbbt s s bbb s st s s sasas 8250
11.11.55 reset wlan dyNamiC-DlackliSt..........ovviuriririoririrrirircnesis sttt sss st sssssssssssssnsns 8251
11.11.56 reset Wlan ids rOQUE-NISTOIY ...ttt 8252
11.11.57 roguUE-deViCe LOG ENADLE........coveiriee ettt bbb a s bbb s s e sssas 8254
TT1.17.58 SECUNEY AOETXouiuririieriieeieieieteireiss ettt sttt ss st ss st s bbb st s st st s s s s sssssnsensrnens 8255
11.11.59 SECUNLY ENNANCEA-0PEN.....cieieie ettt es st bbbt 8257
TT.T71.60 SECUILY OPBN...ciieeieeeieeeieeeieeeieie sttt sttt ss s s b sttt sssssss s e s st sassssssssee st esssssesssssssasssssnsssnssesassesassasans 8258
T 17687 SECUNEY PSKureurerierierierieieieirsisesete sttt ss s bbbt ss s s bbb s s s s s ss st e s s st sasnsssssssansansnses 8259
TT.T71.62 SECUNTLY WAP I wu ittt ettt es et seb sttt st sttt bbbt sb ettt seaetsesetsesetere 8263
TT.T71.63 SECUILY WEP..ou ettt ss b st sttt eas s st s s ss s s as s s s s s s besseasssebsssetassesansesansnas 8265
11.11.64 SECUNILY WPA2-WPA3 PSK-SAC.....oriurierirrieisisireisssnsiressesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasses 8268
11.11.65 SECUrItY WPA2-WPA3 AOTTXu e cuiuiuieeeieieireirieeteeesie ettt s st es s st es st s s nsesns 8270
17.17.66 SECUIEY WPA3 OTTXuouveivririieeiieieisis st sessse s s s s s s s s s sss s s s bbbt st ssssss b s s s s st esssssessnssnsansanens 8271
TT1.171.67 SECUILY WPA3 SBC.cuuiieeiieriierieesesees ettt tas s tas b s et tas et as et et s b et st s st s b e st enssreseens 8272
11.11.68 SecUrity-profile (WLAN VIEW) ...ttt tsetsesscsstss st s s ss s sess sttt enssessenen 8274
11.11.69 security-profile (VAP Profile VIEW) ...ttt tssssssssssssssss s s ssesssssssssssssasssssensnns 8275
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171.17.70 SPOOT-AELECE QUIBT-TIME ..ottt st ss s ss s bbbt sssnsenssssnsans 8276
TT11T.77T SPOOT-SSIA. ettt et sttt bbb s e sesbas 8277
11.11.72 sta arp-Nd-proxXy DEFOIrE-aSSOC.......cccoririirriererierieinieisseiesesesse st et sss s ssssesss s s s nsnans 8279
17.771.73 SEA-QCCERSS-MOUE. ...ttt ettt et et 8280
171.17.74 Sta-DlackliSt-Profile. . ettt st sttt bbbt 8281
T 1175 STAMACu ittt e ettt ettt bbbt ene 8283
171.17.76 Sta-WHItELIST-PrOfile.... ettt st st ss s s s s sassansas 8284
TU N1 77 WAPTE @SUeuciriiiieiieeieieireieieestees ettt a bbbt sttt st st sttt bbbt bbb et b st st st seaetseaes 8285
117178 WAPT DKttt bbb ettt 8286
TT1.11.79 WapPi COM-TEEIANS-COUNT ..ottt bttt eaeseaees 8288
17.17.80 WapPi IMPOIT COMITICATE. ...ttt sttt 8289
11.17.8T WaPT IMPOIE PrIVALE-KEY ..ottt sss st sssss s bbb s s s ssssas s b s s s enssssessesanen 8291
T71.17.82 WAPT KEY-UDPAATE.....oeieeeeer ettt ettt sttt s s es s s s s st st st essnsanen 8292
111783 WAPT MISKueeiiiieiiieiiete sttt sttt bbb s eennesetas 8294
TT1.171.84 WAPI SA-TIMEOUL. ..ttt ettt sttt sttt bbb et st sassenassenas 8295
17.17.85 WaPT SOUICE INTEITACE.....ci ittt ss s ss sttt et ensnassssnsns 8296
TT1.TT.86 WAPT USK ettt ettt sttt st b b e eaen 8297
11.17.87 WEAK-IV-AETECE QUIBT-TIME ...ttt bbb bbb sanses 8298
17.17.88 WEP AEFAULE-KEY ...ttt sttt sas s sas 8299
TT1.1T.89 WEP KBY .ottt ettt bbbtk b ettt sseseeanenns 8300
17.77.90 WidS QtEACK AEETECTE. ... ittt sttt s s s e bbbttt s 8303
17.77.97 WidS MaNUAL-CONTAIN. ..ttt sttt ettt eae 8306
17.17.92 WidS CONEAIN ENADLE. ...ttt es sttt es sttt sanen 8307
11.11.93 Wids device detect ENADLE.........oo ettt 8308
11.11.94 Wids-whitelist-profile (WLAN VIEW).......c.cvrurrirrerierierinisisisisisssssessssssssssssssssssssssssssssssssssssssssssssssssssssssseses 8310
11.11.95 Wids-profile (WLAN VIEW)......ceuiueieirieinieisieessiessseesssessssessssessssessssssssssssssssssssssssssssssssssssssssessssessssessssesssseses 8311
11.11.96 Wids-SPOOF-Profile (WLAN VIEW) ..ot issessssssssse s st sssssssssssssssssssssssssssssssssssssssssanses 8313
T7.T71.97 WOTK-MOGE..... ittt et st ettt st st 8314
11.11.98 WPa PtR-UPAAte ENADLE........o ittt sttt saeen 8316
11.11.99 wpa ptk-update ptk-Update-iNteIrVal......coeeireirieeeeeeee sttt snes 8317
11.12 WLAN WDS Configuration COMMANGS.........cceeuerurierierienierisisisississesssssssssssssssssssssssssssssssssssssssssssssssssssssssssanes 8318
T7.12.7 COMMANGA SUPPOI ...ttt sttt es st sess st bbb s st s sttt st sttt b e e snesassenen 8318
11.12.2 dhcp trust port (WDS Profile VIEW) ...t ssssss st sssssssssssssssssssssssssssssnsans 8318
11.12.3 display referenCes WAS-Profile....... et s st ssssssssssssasssnsssnens 8319
11.12.4 display references wds-Whitelist-profile..........unree e 8320
11.12.5 diSPlay WAS-PIOFfile.......uieceeeeeieicieireseeete ettt sas bbbt ss bbbt sensssesans 8322
11.12.6 display WAS-WhiteliSt-PrOfile.......coccoriririrrieririeinirieieis ettt sttt snss s sassnsns 8325
T1.12.7 ISPLAY WAS VAP ..ttt es sttt s s eeanens 8326
11.12.8 diSPlay WLAN WAS LINK......cuivieieeiieieieieicise ittt ssssss bbbt sssssssss bbbt s s s s s s sansensas 8328
11.12.9 nd trust POrt (WDS Profile VIEW) ...ttt sssssssssssssssssssssssssssssssssssssssssnsns 8330
11.12.10 peer-ap mac (WDS WhiteliSt Profile VIEW) ..ottt ssseaseas s 8331
11.12.11 priority-map dSCp (WDS Profile VIEW) ...ttt s s ssssssssssssssssssssssssnsnes 8332
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11.12.12 priority-map trust (WDS Profile VIEW) ...t sssssssssssss s sssssssssssssssssanes 8333
11.12.13 security-profile (WDS Profile VIEW) ...ttt seses s s sss s sssens 8334
11.12.14 vlan tagged (WDS Profile VIEW) ...ttt sssssssssssssss st s sssssssssssssanes 8336
111215 WASTMOAE.....o ettt se bbb bbb sttt 8337
T 12,16 WAS-MAMIE.....co ettt ettt te sttt s s et bbbt sttt sttt b et s nnesetaneas 8338
1112077 WAS=PIOFILE.cee ettt s bbb bbb e s bbb bbb s b s bbbt e 8339
17.12.18 WAS-PrOFIle FAAI0.....i ittt ss s st ss s s s s st snseen 8340
11.12.19 wds-profile (AP group radio view or AP radio VIEW) ...t ssessees e sesees 8342
171.12.20 WAS-WHITELISt-PrOFile...ciuiiiieiecieceecee sttt s bbbt se bbbt nen 8343
11.12.21 wds-whitelist-profile (AP group radio view or AP radio VIEW)........cccermrrrireenrnenesisesissessesseseensenes 8344
11.13 WLAN Mesh Configuration COMMANS........cc.ccviueuriurerisineineineineiseeeeees st ssssseasess s sssssssessessssssassssssssenes 8345
T7.13.7 COMMANGA SUPPOI ..ottt ssss st s s sssssssss s st st ssssssessssssssssss b st essessesssssssassssssnsssessesssssnssnsanes 8345
11.13.2 dhcp trust port (MeSh Profile VIEW) ...t essssesssssssssssss s st sssssssssssssnsnns 8345
171.13.3 diSPlay MESN-PrOfile.... . ettt sttt st 8346
11.13.4 display MeSh-WhiteliST-Profile.......ccoiiurieiririeisreeeeee ettt s b sssseses 8351
171.13.5 diSPlay MESN VAP.... ettt sttt s st sn s sns s s st nsnen 8353
11.13.6 display references MeSh-Profile.......... ettt st 8354
11.13.7 display references mesh-wWhitelist-Profile..........c.coririnrinieieseeese s sss e senes 8356
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17.73.70 FWa WIMIM EACA-CLENT .ottt es bbbt es 8361
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TT13.T2 FWA ENADLE ..ttt etttk een 8368
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1711315 LNK-rSSI-thr@SNOLa. ......co ettt sttt 8371
171316 MAX-LNKANMUMDET ...ttt b s s 8372
1003017 MNESN-IT ettt et 8374
17113018 MESN-PIOTILE ettt bbbttt 8375
171.13.79 MESH-PIrOfile FAQIO ...ttt sttt bbb s s as s bbbt enb s s saen 8376
11.13.20 mesh-profile (AP group radio view or AP radio VIEW)........cceeeeririririreersireissiseeneesssssssssssssesssssssssssans 8377
TT13B.2T MNESNATOLE ..ottt sttt et st 8378
11.13.22 MESH-TOULE @QING-TIME..c.ouiiiiiieereetetets sttt bbbt e s s s bbb s s enasssnsans 8380
171.13.23 MESH-WHItELIST-PrOfile.. .ttt sttt ens st snsssaen 8381
11.13.24 mesh-whitelist-profile (AP group radio view or AP radio VIEW).......ccceweererinsneeneneereinereeeeeeeeeeene 8382
11.13.25 Mpp-active-reSelection diSADLE. ...ttt sass s bbb s s sansans 8383
11.13.26 Nd trust port (MeSh Profile VIEW) ...t ssssss s sssssssssssssssssssssssssssssnsens 8384
11.13.27 peer-ap mac (Mesh whitelist Profile VIEW) ..ottt 8385
11.13.28 priority-map dscp (MeSh Profil€ VIEW) ...t sssss s sssesssssssssssssssssessesssssssseses 8386
11.13.29 priority-map trust (MeSh Profile VIEW) ...ttt ssssssssssssssssanes 8388
11.13.30 security-profile (Mesh Profile VIEW) ...ttt 8389
11.13.31 vlan tagged (MeSh Profile VIEW) ...ttt ssss s s ses st sassssssssssssssanes 8390
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11.14.5 display MESN-NEIGNDOI-TISSI. ...ttt st ss s bbb s sns st snsssanen 8398
11.14.6 display references mesh-handover-profile......... e seeseaes 8400
11.14.7 doOPPLer-0ptimize diSADLE..........ooeeeeeeeccee ettt s s sae s banen 8402
171.14.8 AOPPLEr-0OPLIMIZE LEVEL.....oeeeeeeeeeer ettt st sttt snssssansas 8403
11.14.9 hal half-Dand diSADLE........c.oe ettt sttt 8404
11.14.10 location-based-algorithm €NADLe............ st 8405
111477 lINK-PrOD@-INEEIVAL ...ttt sttt ss s bbbt sns s s s sansnsenes 8406
11.14.12 MESh-NaNAOVEI-PrOfile. ...ttt sttt eaen 8407
11.14.13 mesh-handover-profile (Mesh Profile VIEW) ...t sees 8408
11.15 Hotspot 2.0 Configuration COMMEANGS..........cuviriririrsirirrirririesesssss s ssssssssssssssssssssssssssssssssssssssssssssssssssssessnns 8409
T7.15.7 COMMANGA SUPPOIT...cuiiiieieieieireittreie ettt ee st sess ettt s st sttt es et b s e e enesassenen 8409
171.15.2 COlULAr-NEEWOIK-PIOFilE.. .. ittt ss s bbbt et nsenaen 8409
11.15.3 cellular-network-profile (HOtSPOt2.0 Profile VIEW).......coovreriereereeririeieieireissssessessesss s sssssessessssssssanes 8411
11.15.4 conNNectioN-Capability=Profile. ...ttt sttt 8412
11.15.5 connection-capability-profile (HOtsSpot2.0 profile VIEW).......c.cewrieeereerrrieeireeeeessisisesissiesessessessassensnns 8413
11.15.6 CONNECLION-CAPADILILY ...ceverieeierieie sttt sttt na s sanen 8414
11.15.7 display cellular-netwWork-profile........ ettt saeen 8416
11.15.8 display connection-Capability-Profile....... et sse s esssssasssaes 8417
11.15.9 display NOtSPOT2-Profile......coiiririeeieieirie sttt sttt s s essnnas 8420
11.15.10 display Nai-realm-profile......o ettt et es s 8423
11.15.11 display 0perating-ClasS-Profile........ccooerieirierieriseseiesessiese sttt s sassss s s senen 8425
11.15.12 display operator-domain-profile......... st sss s ssssssssssssnns 8426
11.15.13 display 0perator-Name-Profile....... ettt st eees 8428
11.15.14 display references cellular-network-profile........ e essesseesssssss e 8429
11.15.15 display references connection-capability-profile.........cccorrernrnesennreessess e 8431
11.15.16 display references hotSPOT2-Profile.........eerererere ettt seen 8432
11.15.17 display references Nai-realM-Profile.........rrnieseeeeeie s ssssse s s s snens 8433
11.15.18 display references operating-class-Profile......... o ssssssssssanes 8434
11.15.19 display references operator-domain-profile.........enrnenenireese et 8435
11.15.20 display references operator-NameE-profile.........cceorninsseneeeeeisie s sssesssssssssssssssans 8436
11.15.21 display references roaming-ConSOrtiuM-profile.......coorrrrnirsrrnrsesessesesessssessessesssesssnes 8437
11.15.22 display references venue-name-profile. ...t ese e 8439
11.15.23 display roaming-consortium=profile.........ccrrrrieesieeeesisisse s b st senes 8440
11.15.24 display VENUE-NAME-PrOfile........coriririreierireeisiriete ettt sttt sttt ssssssssssanssnsns 8442
T71.15.25 dOM@INTIAMIE....co ittt bbbttt s ts e baes s sntas 8443
TT.T5.26 NESSIA...eiieieceeeie ettt a ettt 8444
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17.15.30 IPVO-2AAIESS-AVAIL....rurierieririeirireireisis sttt sttt s s s s sss s s s s st snssnsnssessnsns 8450
T71.15.3T NAI-T@ALMI-PIOFILE ..ottt sttt 8451
11.15.32 nai-realm-profile (HOtSPOt2.0 Profile VIEW) ...ttt sesss s 8452
17.15.33 NATTEALM ettt b bbbttt 8453
171.15.34 NEtWOIK-QUENEN-EY PO ...ttt 8455
115,35 NEEWOTKLYPE .ottt sttt s bbb bbb s s b san s bnen 8456
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171.15.42 OPerator-NAME-PrOfile.... ettt ss st ss s ssssssssassanen 8465
11.15.43 operator-name-profile (HOtSpot2.0 Profile VIEW).......ccorerieirerierereirereeee et sees 8466
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1711549 VENUE-NAME-PIOTILE....e. ettt sttt aesas 8473
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TT 1557 VENUE-NAME....... ittt sttt sttt saeseeae s easeacseaes 8475
T T5.52 VENUETYPE ..ottt ettt sttt sttt bbb taeen 8477
11.16 10T AP Configuration COMMANGS........c.cooiuiuriunieneeeeenieieisiss st sessessss s s s sssssssesssssssssssssssssssssssesssssssssssssssanses 8478
171.16.7 COMMANGA SUPPOI ...ttt sssssssstssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssanes 8478
TT1.16.2 @NEENNA-SEATUS ...ttt bbbttt st bbbt bbbt sea st st seae 8479
T7.T6.3 DAUA-TATE. oottt ee et b s b ettt 8480
T1.16.4 CArd CONNECE-EY P ...ttt ess st ss st ss st s s st s s sssassssssass st s sensensnsas 8481
11.16.5 config-agent Permit iP-addreSs.........o ettt et 8482
T1.16.6 diSPLAY QP CAIT...uuueieieeieeieiriete ettt bt s s bbb s s s bbb b s s s s s ssssnsansananns 8484
11.16.7 display @p-Card STATISTICS......covrvriririeieisiessiseis sttt s sttt ss sttt ss s s s sas st nsenes 8487
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11.16.15 iot-card reset-factory-CoNfiGUIAtiON.. ...ttt sa s snes 8500
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12.1.23 diSPLAY DI Tt ettt et 8655
12.7.24 MIN-ECRO0-IXATNTEIVAL ottt et 8656
12.7.25 MIN=EXAINEEIVAL ettt e ettt 8658
12.1.26 MUN-EXANEEIVAL ettt bt bbbt es st sb et 8660
12,127 IMULLIENOP ettt s bbbt s bbb bbb s b s b s bbb bbb s s s s s s bt st 8661
12.1.28 oam-bind ingress bfd-session trigger if-down egress interface.........c.coeeevenenrnenecnienereessssennenns 8663
T2.1.29 PEEIIP Tttt e st s bbbttt 8665
12.1.30 ProCESS-INTEITACE-SLATUS.....cuveeeereeeierictet ettt sttt s bbbt se bbb s s s s s s s sa s s en s st ensnes 8666
T2.T.37T PrOCESS=PST.eeiiiiicieirteieieirtec ettt tea ettt sttt sttt et sttt bttt ettt bt s b st et senen 8669
12.1.32 receiving-admindown trigger if-dOWN ...ttt st seseaens 8670
12.7.33 1@SET DA STATISTICS . .uueuuieueeeceeereieece sttt ettt bbbt b bt 8671
12.1.34 5€5SioN-damPing AiSADLE........o.ceieeee ettt nen 8672
12.1.35 ShULAOWN (BFD SESSION VIEW) .....uvveeeeeecrceeetetete ettt ettt v st s s s s s st ss s s s sesesesasaesesasasansees 8674
12.1.36 SNMP-agent bfd trap-INTEIVAL ..ottt bbbt snes 8675
T2.7.37 LOS=EXP ettt ettt ea ettt s ettt bbbttt b ettt b ettt ettt sttt aene 8676
12.1.38 trigger if-AOWN LAY ...ttt ettt sttt 8677
12.1.39 UNLIMItEA-NEGOLIALE ..ottt se s sa bbb bbb s s s s s b e b st essnsenen 8678
T 27140 WET ettt bbb b 8679
12.2 VRRP Configuration COMM@NGS........cceweurueinrereiiereirieeieee s eseisesseeseas s ssssssssssesssssesssassssssssssssssssssssssssssnsssesees 8680
12.2.17 COMMANA SUPPOI ...ttt sesseesssssssss st sssssssssssssssssss s s st e sesssssssssssssasssssessesssssessssassassassssnssssssnses 8680
12.2.2 @AMUNAVITD VEIG.oiiiiieieirisciesssee sttt sttt sss s bbb s s s s s s s st et esssssessssssbass s snssnsessnsanen 8680
12.2.3 @AMUN-VITPE VIt ets ettt sttt ses s saen 8682
12.2.4 arp Llearning PasSiVE ENADLE. ...ttt sass bbb s s s bbb s sssssssessssansas 8683
12.2.5 ClEAI @MUN-VITD ittt st s s ss s st s s st s s s s as st st s snssnsssssnsas 8684
12.2.6 CLEAI @AMIUN-VITPO.....c.. ettt sttt et sttt b s seas et sanen 8686
12.2.7 AISPLAY VTP ettt sttt ss bbb st s bbbt s e se s bbb bbb s s s b s bbb s s st s s sans st 8687
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12.2.8 AiSPLAY VITD @AMUNAVITP.c ettt s sttt ss st ssss s st sssssssassssssssssnsnsssssssssnssnssssanen 8692
12.2.9 display VIrp BIiNdiNG @dmin-VITP. ..ottt st ss st saseas 8693
12.2.10 display vrrp binding admin-vIrp MEMDEI-VITP.......cccoviurieeerieinieisissiesiess et esessssssssssssssssenenns 8695
12.2.11 display vrrp protoCol-iNfOrMAtiON.. ...ttt ss s ns s 8697
12.2.12 display vrrp state-change interface Vrid.......oonn ettt seaens 8698
12.2.13 diSPLlay VITP SEALISTICS....cvivrireeeeiieieicieie sttt sttt b s s s bbbt s s s ssssansansensas 8700
12.2.14 display vrrp track bfd gratuitous-arp informMation...........ceceeeerrenenenenenses e 8704
T2.2.015 dISPLAY VITPO ...ttt et es s s e bbbt bbbt saeen 8705
12.2.16 display VITPO @MIN-VITPO.........ooeieiririeieiesieeeeieses st sssassssssssss bbbt s s ssssas bbbt s sssssssssnsansansns 8709
12.2.17 display vrrp6 binding @dmMiN-VITPB.........ccovriririrrireireereinenisisisirs st ssssssssssssssssssssssssssssssessssssssssanes 8710
12.2.18 display vrrp6 binding admin-vrrp6 MEMDbDEI-VITP......cccovviuieriuririeieireneireireisceseses et eseesseseseesns 8712
12.2.19 display vrrp6 state-change iNterface VIid. ...t ssssss s sanes 8714
12.2.20 diSPlay VITPE SLALISTICS.....vuvrerrereerieriririeisiseesseseessssssssss st ss st sssssssss s st ss s ssssssssssssssssssssssssssessssssssssasssnsansnsens 8716
T2.2.27 FESEE VITP STATISTICS..eueuirieeieeeiceeici ettt bttt bttt ses 8719
12.2.22 FESEL VITPE STATISTICS...vurviriieeieieciriieieieicieteesest sttt s s bbbt s s ss s s s s s s e se s s s ssssssnsssrnsssnnaen 8721
12.2.23 SEt VITP MaX-GIrOUP-NUMDEN ....oririririririersirienesssssisssssssssesssssssssssssssssssssssssssssessssssssssssssssssssssssssssssssssssssassnssns 8722
12.2.24 VITp @dVertiSe SENA-IMOUE.......ccoeuieieeereree ettt sttt sttt 8724
12.2.25 VITp arp SENA-MOAE SIMPLE.......oiiiririeieieeieieieie sttt s st ss s bbbt s s ssssass s b s st s sessesseses 8726
12.2.26 VITp gratuitousS-arp tIMEOUL.......coouiriieeiiricei ettt sttt s essssaes 8728
12.2.27 vrrp gratuitous-arp timeoUt diSADLe..........coouirire ettt 8729
12.2.28 VITP FECOVEI-AELAY.....cueiereieieeieeieieis ittt sttt sss s s bbbt s s es s s bbbt s s s ssessssssbss s s snsensensessnsans 8730
12.2.29 VITp SMOOth-SWILChING LML ..ottt sttt nes 8731
12.2.30 vrrp timer-advertise [earning €Nable..........o ettt 8733
12.2.31 vrrp track bfd gratuitous-arp SENd €NaDLE..........ocieiieieceeceee ettt 8734
12.2.32 VITP UN=CRECK ThLuuieieierieieiciei sttt sttt ss st ss s s s sas s st ensenssssessssanen 8735
T2.2.33 VITP VEISION ottt sttt s et st ettt sttt et et et et st ettt sttt bbbt bt 8736
12.2.34 vrrp version-3 SeNd-PaCKEt-MOME.........cccovrrrirrireenieieieisisies s ss st ssssssss s s st st ssssasssssssssnens 8737
12.2.35 VIrp Virtual-ip PING @NaDLE........ooieeieeeeeeie sttt sttt s st ssss s s s sssssnsensns 8739
12.2.36 vrrp virtual-ip route-advertise diSable.........c.oore s 8740
12.2.37 vrrp vrid QUtheNtiCAtiON-MOE...........oveirrieieirie ettt et ss s bbb s s ssssssnsans 8741
12.2.38 VITP VFid DACKUP-FOIWAIT.......oeeierierieiri ettt st sss s sss st st ensnsenen 8744
12.2.39 vrrp vrid preempt-mode diSADLE..........co ettt 8746
12.2.40 vrrp vrid preempt-mode tiMer deLaY.......ieieieieieeeesseesees et s st sssssssssssnsans 8747
T2.2.47 VITP VEIA PLIOTTEY ettt sttt sss st st s s sss s s s st st sesessessssssssssnsssssnsensnssnsans 8749
12.2.42 VITP VA EIMEE QUVEITISE.....ceeeeeiiee ettt sttt st ees s sanenes 8750
12.2.43 vrrp vrid track admin-VITP VIIG.. ..ottt e ssss s sas s bbb s esssssessssanen 8752
12.2.44 VIrp VIid track DfAd-SESSION......coiririeirirircirr ettt ss s sttt s s s s snsas 8754
12.2.45 VITP VA traCk INTEITACE. ...ttt s 8757
12.2.46 VITP VA traCK iP FOULE....cveieicicee ettt sttt bbbt bbb st b st e 8760
12.2.47 VITP VA traCK Nttt s st s s bbbt s s s s ssns 8762
12.2.48 vrrp vrid version-3 send-packet-MOdE...........coureririeirerrerere ettt es e esesas 8764
12.2.49 VITP VA VIFTUQL-IP ettt sttt bbbt se s bbb s ens st s s sanen 8766

Issue 02 (2024-07-31) Copyright © Huawei Technologies Co., Ltd. CxXxviii



S300, S500, S2700, S5700, and S6700 Series
Ethernet Switches

Command Reference Contents
12.2.50 VITp6 Nd SENA-MOAE SIMPLE.....eieeieriirieirie ettt st s st st ssssesssssssensenen 8768
12.2.57 vIrp6 UN-ChECK NOP-LIMIT....ieieee ettt 8769
12.2.52 vrrp6 vrid preempt-mode diSADLE...........coiiiieiiereecree ettt 8770
12.2.53 vrrp6 vrid preempt-mode tiMer dELAY.......cccovrieirieririreieiresee sttt ssssssssssssssansas 8772
12.2.54 VITPE VIO PrIOTTEY coceuieierierieeiieieieteie ittt ettt sea st bbb s et ettt s et seaseanens 8773
12.2.55 VITPE VId tIMEI QAVEITISE......veiveeececeieie ittt ss s bbbt ss s bbbt ss e s b senens 8775
12.2.56 vrrp6 vrid track admiN-VITP6 VIid......ccooeruririeriririririsireissiseesss e ssssss s ssssssssssssssssssssssssssssssssssssssssssessnes 8776
12.2.57 VIrp6 VIid track DId-SESSION.......cc ittt et 8778
12.2.58 VITPE VId traCK INTEITACE ...ttt sttt bbbt et en s saen 8781
12.2.59 VITPE VIO VIFEUQL-IP. ettt st sssssssss s st st sssss s s s s st enssssssssssssssssssnsans 8783
12.3 HSB Configuration COMMANGS..........c.oeueeueerieirireinieneeninieieisissesetsesseseeas s tssssssesesssssesssas s ssssssessssssessenssssssssnnens 8785
12.3.7 COMMANA SUPPOI ...ttt seeseesssssssss s st sssssssssssssssssss s s st essesssssssssssssasssnssssssssssessessssansassnsesssssssnses 8785
12.3.2 DINA-SEIVICE. ...ttt et b b bbb st st et 8786
12.3.3 display hsb StatiSticsS NSD-grOUP.......co ettt et 8787
12.3.4 display hsb StatiSticsS NSD-SEIVICE........coeviviiieeeeeeete ettt 8793
12.3.5 AiSPLAY NSD-GrOUP...c ittt bbbt enssns s s saen 8795
12.3.6 diSPLAY NSD-SEIVICE......ueeee ettt sttt 8797
12.3.7 display NSD-TESOUICE MAP......ieieirieieirieei ettt sesses s bbbt s s as bbb bbb s s sbsssasssnsanes 8798
12.3.8 display hsb-service-type dhCp hSD-groUp.......corerririseesreseeee sttt st sssens 8799
12.3.9 NSD @NADLE...ce ettt et 8800
T2.3.T0 NSD-GIOUP ..ottt sttt sse bbbt s s s s bbb s b s e bbbt st s s s s sanssnsas 8801
12.3.17 NSD-TESOUITE MAP..ciiirieiriiireirier s esisssstssesses s s st sssssssessssssssssssss st st sssssssssssssssssssssssssssssssssssssassnssnssnssnes 8802
12.3.12 NSD-SEIVICE ...ttt ettt bbbt banen 8803
12.3.13 hsb-service-type dhCP NSD-groUP.........ieeeriricece ettt ssss s s ss e 8804
T2.3.T4 KBY ettt ettt et e b bbb e 8805
12.3.15 reset hsb StatiSticsS NSD-grOUP ..ottt st 8807
12.3.16 reset hsb StatiStiCS NSD-SEIVICE. ..ottt et 8807
T2.3.T7 SEIVICE=IP PO ettt sttt ettt et et et sttt s taeas 8808
12.3.18 SErVICE-KEEP-AlIVE AELECE ..ottt ettt naeen 8810
T2.3.T9 TFACK VITP ettt sttt se e bbb bbb s b s e bbbt s s s s se b s sa b s s s st s snan 8811
12.3.20 tFACK VITPB... ..ottt ass st s s s s s s s s st s e s s s s s bbb st s snnsessnsns 8813
12.4 DLDP Configuration COMME@NGS........cceueururrunrureerienienesiseeessssiseesesseastsssssesssessssssssessessssssssssssssssssssssssssssssssssssnns 8814
12.4.17 COMMANA SUPPOI . .cvitieieeieeieeieeieisies s sessse s ssssss s st sssssssssssssssssss s s st essesssssesssssssassssssssesssssessesassansassnssssssssnses 8814
12.4.2 AISPLAY ALAP. ettt sttt a st s s s s st st ess s s s s s s n st sesessssssssnsansas 8814
12.4.3 diSPLlay ALAD STATISTICS. ... eueereueeeieireireireiree ettt st sttt aeens 8819
12.4.4 dldp aULNENTICAtION-TNOAE........coieeieceecirsee ettt s s bbbt s s st snsans 8821
12.4.5 dldp compatible-mMOde ENADLE...........oirrrre ettt st sssnsnns 8824
12.4.6 dldp compatible-mode LOCAL-MAC ...ttt st b st easeasnans 8825
12.4.7 dAlAD delaydOWN-tIMET ..ottt s bbb sa bbb bbb s s bbb s snsssensnsanen 8827
12.4.8 ALAP ENADLE......eee ettt s e st n st 8828
T2.4.9 ALAP TNEEIVAL .ottt s ettt b e sssesas 8829
T2.4.10 ALAP FESEL..eeeieirieeteeeee sttt bbbt ss s bbbt s e bbb bbbt s s s s s s s bbb b s s s sansansas 8831
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12.4.17 dldp unidireCtioN@l-SNULAOWN........coeirieie ettt sss st ss s 8832
12.4.12 ALAD WOTK-IMOAE......co ettt sttt st ssresas 8834
12.4.13 1€SEL ALAP STATISTICS. .evueierieieiciete ettt sttt s s bbbt et as bbb st enen 8835
12.5 Smart Link And Monitor Link Configuration COMMANAS..........ccceeuerurunrineenenenenesssisssssssessessssssssssssessens 8837
12.5.17 COMMANA SUPPOI ...ttt sttt ettt sess st as st s s s essb s bs s e b eeseessennens 8837
12.5.2 display MONItOr-lNK GIrOUP ..ottt ssee st st ssssssssssss bbbt sesssssessesassanssnsasssnsnen 8837
12.5.3 display monitor-link protocol-parameter GrOUP........co e tssesessesssss s sssssssssssssssssanes 8839
12.5.4 display SMArt-lnk fLUSHL ...ttt sttt eaen 8841
12.5.5 display SMArt-liNK GrOUP ...ttt ss s s ssss s bbb sssssssessssas s s ssssesssssnssessnsansans 8843
12.5.6 display smart-link protoCol-parameter GrOUP......ccrieininininisise st sssssessssssssssssssssnens 8846
T2.5.7 FLUSN SEN...eiiiii ettt bbbt bbbttt et aes 8849
12.5.8 10ad-DAlaNCE INSTANCE.......veieirieiereeeeecie ettt st a s s s ss bbb bbb s s s b sass s snen 8851
12.5.9 MONITOI-LINK GIOUP...ciuiiririeeirireeie sttt sttt ss s s sss bbbt st ss e s s s s s s s s snsensessssssssssnsssnsanen 8853
12.5.10 port (MONITOr LINK GrOUP VIEW) ....c.cu ittt es st st sssesssassasssssses 8855
12.5.17 port (SMaArt LINK GrOUP VIEW) ...ttt sessss st sssssssssssssssssssssssssessssssssssssssssessssssssssssssssssanes 8857
12.5.12 protected-vian refer@NCE-INSLANCE. ..ottt sss st st sssssssassnssas 8859
12.5.13 reset SMArt-lNK fLUSNL ..o ettt ettt st 8861
T2.5.14 1ESEOIE ENADLE.......eeeeeee sttt sttt s sttt se bbbttt en s e s s 8862
12515 SIMIAIT-LNK ettt e bbb b bbbt 8863
12.5.16 SMAIt-LNK @NADLE.......c ittt st sttt saes 8864
12.5.17 SMArt-liNK fLUSN FECEIVE. ...ttt bbbt bbbt ss s asae 8865
12.5.18 smart-link flush reCeIVE PASSWOIT.........ccovurrurieririririeieicseisessses sttt st sss s sss s ssnsns 8867
12.5.19 SMAIt-liNK NOLA-timMIB...c ettt ettt sanen 8869
12.5.20 SMAIE-LINK GrOUP....uivieieieicieisietseetes sttt st s s s bbb s s bbbt s s s s s s s ssnseneas 8870
12.5.27 SMArt-link group UPLINK..........oeeirriei sttt sssss s s s st st ssssssssssssasssnssnsnens 8871
12.5.22 smart-link link-switch send-broadcast €nable...........nrr e 8873
12.5.23 SMart-link ManUAL SWILCN........o ettt ss bbb ss s s s sanen 8874
12.5.24 smart-link { vpls-notify | VIL-NOtify } @Nable..... et 8875
12.5.25 LIMEE FECOVEI-EIME..ciiuiiiiiricirecireieircte ettt sttt ettt ettt ettt bbbt ettt 8876
T2.5.26 IMIEE W ..ttt ettt s st et ae e bbb a bbb bbb et ss s st ensnsnas 8877
12.6 MAC Swap Loopback Configuration COMMANGS.......ccceeeuririeririeninininissississessesssssssssssssssssssssssssssssssssssssssssens 8879
12.6.1 COMMANA SUPPOI ...ttt ceseae sttt sess st s es st s bbb bt s s e et s bt eebeeseeseenneas 8879
12.6.2 display loopback swap-mac iNfOrMatioN......c.ccciieierieinieeesee sttt sessse s s sssssnsssensans 8879
12.6.3 L0OPDACK LOCAL SWAP-MAC.c .. ittt ss st ss s s s s 8881
12.6.4 100PDACK rEMOLE SWAP-IMAC. .. .. ittt sesseaesas 8884
12.6.5 L0OPDACK SWAP-MAC.c .. ittt bbb bbb ss s bbbt s st et s s s senas 8887
12.7 EFM Configuration COMIMANGS...........coueiruerierrrirsineeneenienssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 8888
12.7.1 COMMANA SUPPOI ...ttt eeeeas sttt sess s tas s b st se s esse st s e b e s esse s st et esesseesnens 8888
12.7.2 clear mgr inactive-configUIation SLOT.........cciiiieiieiecieieieie sttt s st bbb s s s snssssnsans 8889
12.7.3 AISPLAY B Mttt sttt s s s e A bbbttt n s sanen 8890
12.7.4 display efm lINK-@VENT LOCAL.......c.oirieiee ettt es st saeen 8897
12.7.5 AiSPLay EFM SESSION.....cuuieeeeeeeieeieieiste ettt sttt s s se s bas bbb bbb s s b s s s bss b s b s s st ensessnsans 8899
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12.7.6 diSplay 1eSt-PACKEE FESULL. ..ottt sttt sas bbbt snssnsensesanen 8900
T2.7.7 €FIMN @NADLE .ttt s R bR b e bR s s bR s teen 8901
12.7.8 efm error-code NOtIfiCatioN E@NADLE.........ccoviiieee sttt 8903
12.7.9 €fM €ITOr-COAR PEITOM......ceiieeirieieieireree ettt sas s bbbt s st ss s bbbt st ensnssessnsas 8904
12.7.10 efm error-code threSHOLd.........cc.ovu ettt eee 8905
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12.7.12 €fM €rrOr-frame PEIIOMU. ...ttt sttt ss bbbt ssss s s bbb n s ssesssssnsssssnsansns 8908
12.7.13 efm error-frame threShOLd............. ettt s 8909
12.7.14 efm error-frame-second Notification @NADLE..........cociieeeeieirie e 8911
12.7.15 efm error-frame-S€CONMA PEIIOM. ...ttt sttt sss s s ssssensas 8912
12.7.16 efm error-frame-second threShold...........c.orer et 8913
12.7.17 €F M NOLAUP-TIMET ..ottt sa s bbb bbb s bbbt sess s ansas 8915
12.7.18 €M LOOPDACK. ...ttt ettt ns st snen 8916
12.7.19 efm LoOPDACK IgNOI@-TEQUESL.......c.veieee ettt st 8919
12.7.20 €M MNOAE.c.ciitieeeeeee ettt bbbt bbbt a s bbbt s s b s b s b e b b st st s sensnes 8920
12.7.27 €FM PACKET MAX=SIZE....oerirereeieireiree ettt sttt as st st s s s s s bbbt essensensessesanen 8922
T2.7.22 €FIM SICMIACu ittt ettt sttt b s s bbb s s st s s s s s snsnses 8923
12.7.23 €FM EIMEOUL...c.eet sttt sttt bbbt s e as bbb bbb s b s s bbb s st ensessnsans 8924
12.7.24 efm threshold-event trigger @rror-AOWN...........co ettt sssssssssssssssssnsans 8926
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12.7.27 €FM ErIGGEE If-OWN.....eee ettt sttt sttt sn s s srnsas 8932
12.7.28 €M £rIgGEI MAC-TENEW.....cu ettt ettt sttt ettt st e s s st 8933
12.7.29 oam-bind efm interface efm INEEITACE ...ttt saen 8934
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12.7.33 oam-bind ingress interface egress efm interface trigger if-dOWN........cccoevvvierrioriresnsssnenenisinnns 8947
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12.8 CFM Configuration COMMANGS..........oueceirineurireireeneireeresee s isesseaseasess s esssss s sssssessessessesssssssssessssssssessesssassassas 8955
12.8.1 COMMANA SUPPOI . .cviitieiteeieieeiieieisies s sesssesssssssss s st sssssssssssssssssss b s st s sesssssesssssssassssssssssssssessessssssssssssessnssssnses 8955
T2.8.2 ACHIVE LMttt ettt e st e bbbttt esenssaen 8955
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12.8.11 cfm if-dowWn trigger COM-SENA-STOP......ccoirrereeriereririeieieiseesstsees sttt sssssss s ss s st ssssssssssssasssnsns 8966
T2.8.T2 CFM Mttt st s a s esA et sttt 8967
T2.8.13 CFIM MNP ittt sttt s s s bbbt s s e bbbt s s b s b s b s bbbt ensensen 8970
12.8.14 CFM POTLIA-TIV EYPEereeieierieirs ettt s st s s st sssnsansansas 8971
T2.8.15 CFIM PIOTOCOL.... ottt ettt bbb bbb st 8972
12.8.16 CFM EMIGGEI IF-AOWN.....oeeeieeeeee ettt bbbt s s bbb s s bbb b st ensesanen 8973
12.8.17 cfM Erigger ClEAr-arP VIAN... ettt sttt st s s s s nsnens 8975
12.8.18 CfM Lrigger VIAN MAC-TENEW.....c.eieeeeeeereireieeeeie ettt sttt es sttt st sttt eens 8977
T2.8.T9 CFIM VEISION. ettt et 8978
12.8.20 display CfM deFAULL M.t sttt s st 8979
12.8.27 diSPlay CIM @ITOM-TNTO....... vttt st 8980
12.8.22 diSPLlay CEM MA...ciiieiiieiccece sttt b s s s bbbt bbb s s bbbt s s s s s sansan s 8982
12.8.23 diSPLlay CEM M.ttt s s s et en s nssnsensssansans 8987
12.8.24 diSPlay CIM MIEP ..ttt sttt aneas 8989
12.8.25 diSPLlay CEM MU ettt bbbt e s bbb s s s bbb s n s s s s s sanen 8994
12.8.26 diSPlay CEM MIP-iNFO. ..ttt ss bbbt s s sesns 8995
12.8.27 diSPlay CIM rEIMOTE-IMEP ...ttt st bbbt een 9000
12.8.28 diSPlay MiP CrEATE-TYPE ...ttt a s s s s as bbb bt s s s s sassnsnsans 9005
12.8.29 display 0am global CONFIQUIAtioN..........ovrrrreceere ettt sas s saen 9007
T2.8.30 M.ttt ettt s et s e s s eSS A A E AR R AR AR AR Rt s et s 9009
1 2.8.37T M@ ittt ca et ee et e st e e oA ARt e ettt 9011
12.8.32 MEP MEP Il ittt sttt st s st ss st s s e s s st en st sa s s s s s s s sensnens 9012
12.8.33 MEP AlAIM diSADLE......ceeeee ettt ettt 9014
12.8.34 MEP CCM-SENA ENADLE.......ooieeeeeee ettt s s bbbt snee 9015
12.8.35 MIP Create-tyPE (IMD VIEW)...cuoveeeeeeererieisisiseiseesses st sessssssssssass st ss st ssssssssssssssssssssssssssssssssnsssssnsansnns 9017
12.8.36 Mip Create-type (SYSTEM VIEW) ..ottt ssess st as s seens 9018
12.8.37 oam-bind cfm Md Ma efM INTEITACE. ..ottt 9020
12.8.38 oam-bind cfm md ma trigger if-dowWn INtErfaCe......cooveerieireieer et 9023
12.8.39 oam-bind ingress cfm md ma egress INTEITACe. ..o ireeeree ettt ees 9026
12.8.40 oam-bind ingress cfm md ma egress SEP SEGMENT........ccoiierrererieeiririnssisiesiesesseess s sssssssssssessssssssnses 9029
12.8.41 oam-bind ingress cfm md ma egress efm INtErface.......ccoorrrreerreseneniee e eeees 9031
12.8.42 oam-bind ingress efm interface egress cfm Md Ma......coconnnn et 9033
12.8.43 oam-bind ingress interface egress cfm md ma trigger if-doOWn.......c.ccoveeeeeiceieiisieessnseeeseseseesnne 9036
12.8.44 oam-bind interface cfm md ma trigger if-dOWN..........coireeirne st 9040
T2.8.45 OAMIINIG ottt eieiet sttt sttt ettt bbbttt bttt ettt 9043
12.8.46 PACKET-PIIONILY...uceieeieeierieiieisiesiesie ettt ss bbbt st s s s s bbbt s b s a b s b e bbb e s s s ssessnsanen 9044
12.8.47 PING MAC-B02TAG ettt sttt tse s tas s ta st ss s ess st seassseassseassseas s tas s easssaesasassasassnssssasaen 9045
12.8.48 remote-mep

12.8.49 remote-mep CCM-TECEIVE ENADLE..........cii ettt s s s s s bbb nanes 9050
12.8.50 SENAEIIA-EIV-TYPE ...ttt st s sttt s st ensnssessesns 9051
12.8.5T trace MAC-802TAG. . .cuiueerieerireirineiriieirtieistieestie sttt et st bttt ettt beeas 9052
12.8.52 VIAN (AEFAULL IMD VIEW) ...ttt sttt as s st as s e as s s sasassssssasassesaen 9057
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12.9 Y.1731 Configuration COMMIANGS........ccoururirirrinieneeneenienisssissssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 9058
12.9.7 COMMANA SUPPOI . .cvuitieeieieieeiisieistes st seeseessssasss sttt se s sassss s bbb s s s s s s s sas b s s s b s s sessessssassassassenbensssesseses 9058
12.9.2 QIS ENADLE. ... et 9059
12.9.3 @IS INTEIVAL oottt s e bbbt 9060
T2.9.4 QIS LBVttt ettt s e s b e s s s bbb s b s e s s AR e At e s et enan s s s s enaesnaes 9061
12.9.5 QIS LINK-STATUS .. ettt sttt ss st s b bbb et 9062
12.9.6 QIS SUPPIESS=AlaIMN.. ..ottt sttt s bbb s sttt s bbb bttt s s s b s bbb s s s s s sassan s st enes 9064
12.9.7 @IS VIAN ettt et e e bbbttt 9065
12.9.8 delay-measure ONe-Way CONLINUAL......ccccorrieririiriiesieinieie st stssee s sssss st sssssesssssssss s ssssssssssssssesssssnsans 9067
12.9.9 delay-measure one-way CONtINUAL FECEIVE. ...ttt ssesseaseaseans 9069
12.9.10 delay-measure ONE-WAY SENU.........cccorrurrirerneirserieninssnssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessesanss 9071
12.9.11 delay-Measure ONE-WAY FECEIVE........cccceiuereeeeereeeisieeses st eesessasss st se st ssssessassassass st s sessesssssssasssnsnsssnns 9073
12.9.12 delay-measure one-way threSNOLI.........ccoerinineee st sssssssssenans 9074
12.9.13 delay-measure tWO-Way CONEINUAL.......cceveieiririeeiesieeese et sess s s s bt ssssssssssssssses s sssssessssenes 9075
12.9.14 delay-measure two-way continual SeNd LeSt-id..........ccorirrrierrreirieirecees ettt esseenanees 9078
12.9.15 delay-measure two-way delay-threshold teSt-id.......c.ccovrrerrirenirieerreesse s essessenes 9079
12.9.16 delay-measure tWO-WaY SENG.........ccocrerrurririereireieineiseisesesss s sssess s sssesssssssssessessssssssssssssassssssssasssssssssanees 9081
12.9.17 delay-mMeasure tWO-WAY FECEIVE..........ccorwrurrereerrereereenissessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnses 9083
12.9.18 delay-measure tWOo-Way reCEIVE tEST-Il.......cooiririrrieireeieeeeeieie sttt sas s bbb snes 9084
12.9.19 delay-measure tWOo-Way SENA LST-iM........ccoorrrurrrriereririeieieirei sttt se s sassasens 9086
12.9.20 delay-measure tWo-Way thr@SNOLd...........c.corrririeieeeiceisise sttt s st sssssssses 9087
12.9.21 delay-measure tWo-Way trigger if-QOWN.......c.ccouririrrinrieinrreieiss st ssess st ssssssssssasess 9088
12.9.22 delay-measure two-way variation-threshold test-id.........c.ccccoevrrirrririirinrrrrese s 9090
12.9.23 disPlay Y1737 StatiStiC-tYPeu.u ettt bbb bbb et bbbt nen 9092
12.9.24 disPlay Y1737 £@ST-INTO. ..ottt sttt ss sttt ns s sanen 9102
12.9.25 loss-measure dual-ended CONTINUAL ...ttt saeen 9107
12.9.26 loss-measure single-ended cONtiNUALl SENd..........ccviuiieiririnrineiniser et easeeeeas 9109
12.9.27 loss-measure single-ended continual SENd teSt-id........ccoevrurirrirrrininirierrse e ssesssssanes 9111
12.9.28 105S-Measure SiNGLe-ENAEA FECEIVE.........c.crririerieterteee ettt sa s ssssas s s s st essssansans 9112
12.9.29 loss-measure single-ended reCeIVe tEST-id.......coovrrirrirririrereieee sttt sessess st nssnens 9113
12.9.30 loss-measure SiNGLe-€NAEA SENG........c.ciieierieirieieie sttt sssse s bbbt ssssssssssssssansenees 9114
12.9.31 loss-measure single-ended SENd TST-id........cccviuriuriririrrireireiirreeee ettt es s 9116
12.9.32 loss-measure single-ended-synthetic CONtinUal SENd.........ccoceriririrrerninininiee e 9117
12.9.33 loss-measure single-ended-synthetic local-ratio-threshold test-id..........cccocoeerernrereeeeereieieeienie. 9119
12.9.34 loss-measure single-ended-SyNthetiC r@CEIVE. ...ttt 9121
12.9.35 loss-measure single-ended-synthetic remote-ratio-threshold test-id........c.cccccooeveervrrrrreececninnnnn. 9122
12.9.36 loss-measure single-ended-SYNthetiCc SENG.........corieiieeiieeree s saes 9124
12.9.37 loss-measure single-ended-synthetic trigger if-dOWN.........cooieeeinenieeseseseese e 9126
12.9.38 PING MAC MULLICASE.....ceieieieieieiretrei ettt ettt bbbt bbb tb et saen 9128
12.9.39 reSet Y1731 StatiStiC-tY PO ettt et ettt 9130
12940 £ESE-T0 e ettt ettt ce ettt e e e s b e A ettt ebaees 9131
13 User Access and Authentication Commands...........cccovvieviicinsinsinsinncnninscnncnsenscnnne 9134
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13.1 AAA Configuration COMMANGS.........coueuririririrrereeneeninisss s ssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssnes 9134
13.1.1 COMMANT SUPPOI ...ttt teeees sttt es sttt s ess st s s s seseb s bt se b eseeseesnens 9134
13,72 @08 ittt et R AR ARk AR bR bbbt 9134
13.1.3 222 abNOrMAl-OfflINE-TECOTT....... ittt 9135
13.1.4 Q@@ OFfflINE-TECOIM. ...ttt sa bbb s b s s s ssssesassssnnanes 9136
13.1.5 22@ ONUNE-TAIL-TECOIT....c.oee ettt bbbttt s s banssn s sas 9137
13.1.6 QQ@-AULNEN-DYPASS.....oerereeerer ettt bttt s st sss s s s s s s s sans 9138
13.1.7 QA@-AULNOI-DYPASS..... ettt st 9139
13.1.8 Q2@-AULNOI-CMA-DYPASS....oiiiicre ettt bbbt bbb bbb s 9141
13.1.9 aaa-author session-timeout invalid-value enable..........ccnnereeeee e 9142
13.1.10 aaa-quiet adminiStrator @XCEPT-LISt. ..ottt ettt eees 9143
13.1.17 access-limit USEr-Name MAX-NUM.......ccccooeuerrrrrrsurrersesseesenssesssssssssssssssssssssssssssssssessessssssssessssssssssssssssssssssssanss 9145
13.1.12 accounting dUal-Stack SEPATALE.......cccvririerirrererer ettt s s st sssssassssssansnns 9146
13.1.13 2CCOUNTING INTEIIM-FAIL...euiieierei ettt bbbt st 9147
13.1.14 QCCOUNTING FEALLIME ...ttt sttt bbbt ss s bbbt et s s s e s s s st nen 9149
13.1.15 ACCOUNTING SEAMT-TAIlu ettt sttt st s st nes 9151
13.1.16 QCCOUNTING-MOAE. ...ttt ettt ettt es sttt st s s et sas s s s st sessesnenns 9152
13.1.17 accounting-scheme (AAA dOMAIN VIEW).....ccooiuiirieririeeieininisiesisiesessssssssssssssssssssssssssssssssssssssessssssssssnses 9154
13.1.18 acCOUNtING-SCNEME (AAA VIBW) ...t ssssssss st ss st sssssssssssssssssssssssssssssssssssssssssnsens 9155
13.1.19 access-user remMote aULNEN-Tail......c.cccoirireieicee st 9157
13.1.20 administrator remMote AULNEN-FAil......cccoouiueieeieieieeeee st ss s 9158
13.1.27 AdMiN-USEI PriVILEGE LEVEL......ceeieeeireeee ettt sttt s s st st snssssssas 9160
T3.1.22 @SSIGNIMIENL. ..ottt bt ettt et bbbttt ettt eas 9162
13.1.23 authentication-mode (authentication SChEME VIEW) ... ssssaes 9163
13.1.24 authentication-scheme (AAA dOMAIN VIEW) ...ttt sese e sesesssesssesssesesesesesenes 9166
13.1.25 authentication-SChEME (AAA VIEW) ...ttt s st se s s sesaeas 9167
13.1.26 QUENENTICAtION-SUPEI ...ttt sttt a s s bbb s st s s s sas s bbb sessessesansansans 9169
13.1.27 authentication-type radius chap access-type admin.........ccccoorrerrinenininrisisesssssessessesssssssssssssssnes 9170
13.1.28 QUENOFIZATION-CIMA.....oeitieieieect ettt bbb bbb s s s s s sessnsnas 9173
13.1.29 authorization-info Check-fail POLICY......ccciriieiceeeee ettt sae s saes 9174
13.7.30 QUENOTIZAtION-MMOE....... ittt et ettt 9175
13.1.31 authorization-MOdify MOE..........c.o ettt et 9177
13.1.32 authorization-scheme (AAA dOMAIN VIEW) ...t ssessse s ssssssssssssssssssssssassenes 9179
13.1.33 aUthOrizatioN-SCHEME (AAA VIEW) ...ttt sttt ssese s s st ssesssesesesesssssssssssssssssssenes 9180
13.1.34 CMA reCOIAING-SCREMIE. ...ttt ettt es st bbbt eea e sanen 9182
T3.7.35 QUL GCCESS-USEN ..ttt ettt ettt ettt et sttt st b et s et ettt et ettt b et ae b e b et et ae b et sens et eten 9183
13.1.36 dISPLAY @Q@....curirieieirieireesireeisisess sttt ss sttt s s s st s s se sttt ensesaesas 9186
13.1.37 display 2@ CONTIGUIATION. ..ottt ettt 9195
13.1.38 display aaa statistics OffliNE-rEASON.. ...t ases 9199
13.1.39 display aaa-quiet adminiStrator @XCEPL-LiSt......ccoiriviriririreireirrirere st ssseens 9200
13.1.40 display aCCESS-USEI (QLL VIBWS) ..ottt es sttt s sss s sas 9201
13.1.41 display access-user user-name-table StAtiStICS.......coovirierrieireireiree s ssnens 9212

Issue 02 (2024-07-31) Copyright © Huawei Technologies Co., Ltd. CXXXiV



S300, S500, S2700, S5700, and S6700 Series
Ethernet Switches

Command Reference Contents
13.1.42 display aCCOUNTING-SCREMIE........coiirerieereie ettt sttt ssssss s s s s sn st st ensnsanen 9214
13.1.43 display authentiCation-SCHEME..........c. ettt een 9217
13.1.44 display authoriZatioN-SCREME...........ccoirieirre ettt s s sss s asas 9220
13.1.45 diSPlay OMAIN ...ttt sttt ss st st s s s s st s s s esss s s s ssss st s snnsessnsas 9222
13.1.46 diSPLAY LOCAL-USEN ...ceueeirieeteei ettt ettt ettt et sesees 9225
13.1.47 display lOCal-USEr @XPIrE-TIME.......cceuriririiirieeiesee et ss bbbt et sssss bbbt s s s s snssssansas 9231
13.1.48 display local-aaa-user PaSSWOIT POLICY.....ccovrurerierieririeririsisississessessessssss st ssssssasssssssssssssssssssssssssssnsas 9233
13.1.49 display reCording-SCREIME. ...ttt ettt ettt taeeas 9235
13.1.50 display remote-user aULNEN-Tail.......c..cccorriiiiirieceeeeee sttt s bbb sas s sassanes 9236
13.1.51 display security weak-password-diCtiONAIY.........coeririerireinrireiresessesssisissssssssssssssssssssssss st ssssssssssanes 9238
13.1.52 diSPlay SEIVICE-SCREIME........ouieeieireeereietrei ettt sttt eees 9239
13.1.53 diSPLlay VIAN POOL....ciiiieiieeeeiieieicictes sttt ssss s bbbt st ss s s bbbt sssss bbb en s nsssessssanes 9242
13.1.54 dhcp update VAN @SSIGNMENT.......c.cerirriesircieeneree sttt s st sssssssssssssss st sssssssssssssssnsans 9244
13.1.55 dhcp update vlan assignmeENnt INTEIVAL......coooieieirieeer ettt 9246
13.1.56 dhcp update vlan assignment threShold...........c.cceririiiececee st 9247
T3.1.57 dNS (SEIVICE SCREIME VIEW) ..ottt ettt s st s s sssssesssssessssssssssssssesans 9249
T3.7.58 AOMAIN (AAA VIBW) ..ttt ettt se sttt s s s et s s s st et sasae st sas st esesasastesesssasaetesesn 9250
13.1.59 dOMAIN (SYSEEIM VIEW) ..ottt sttt ssssss bbb s s ssssss s bbb s s ss s s s s s bas s s s s ssssssessesanssnsanes 9252
13.7.60 AOMAIN-LOCALION. ..ottt ts bbb b bbbt 9253
13.1.67 dOMAIN-NAME-AEUIMITET ...ttt bbbttt tas 9255
13.1.62 dOMAINNAME-PAISE-AIrECLION......cvieeeeeeeieeieisist ettt ses s bbb s s s s s bbbt s s s s s s sansanses 9256
13.7.63 Nash MAC-VIAN LEASE......ccreirecerere ettt e s bbbt 9258
13.1.64 idle-CUL (SEIVICE SCNEIME VIBW) ....ooeeeeeeeeeeetet ettt sttt sttt s s s s sasanteseen 9259
13.1.65 local-aaa-USEr WIONG-PASSWOIT..........ccveiururrierenienisissssesssssssessssssssssssssssssssssssssssssssssassssssssssessssssssesssssssssssnns 9261
13166 LOCAL-USET ..ottt ettt b b bbbttt 9262
13.1.67 loCal-USEr ChaNgE-PaSSWOI........cceuuririeieiririreireieeieeaseses st eseesessesse et bbb eas s et s s e sseasesssasens 9272
13.1.68 local-aaa-user change-pPassWOIrd VEIIfY........ccciirnieieninisisisississiesessessssssssssssssssssssssssssssssssssssssssnns 9273
13.1.69 LOCAI-USEI AEVICE-LYPE ...ttt sttt s st ss s s s s seasssss s s s ensnssnssassssnsans 9274
13.1.70 LOCAL-USEI EXPIrE-AATE.......ceeieeeeeeeeieieireirei sttt st et s ettt s s easeas 9276
13.1.77 LOCAL-USEI FLP-PIIVILEGE..... oottt sttt s bbbt se s bbb s s s essesansans 9278
13.1.72 LOCAL-USEI PASSWOIT......everieireiereinienierisis st sissesesssss s sssass s ss s ssssssssassssssss s s snsessessssssssssssssssssssssssssssnsssssnsssssnsns 9280
13.1.73 local-user password change-offline enable..........c.o e 9282
13.1.74 local-aaa-user passWord POLICY ACCESS-USEN .......owvuriurrereeereniensssssssesssessesssssssssssssssssesssssssssssssssssssssens 9283
13.1.75 local-aaa-user password poliCy admMiNiSTrator.......coiviririririnireeieessssssesesss st sessssssssssssssenes 9284
13.1.76 LOCAL-USEI SEIVICE-TYPE.....ceeeeeeeeeeeereicertis ettt ettt st s st se st bbb s sts s ennenas 9285
13.1.77 LOCAL-USEI LIME-TANGE......e ittt se bbbt ss s bbb st st s s b s s s sss b b en s s sensensses 9289
13.1.78 local-user USer-type NELMANAGET ........ccoriruerurerrerrereeneeseesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 9291
13.1.79 load security Weak-passwWord-diCtIONAIY ..ottt easeasess sttt ssssaseassnsenns 9293
13.1.80 NAVIgator firSt-lOgin @NADLE..........o ettt bbbt 9294
13.1.81 outbouNd reCOrdiNG-SCREIME........c.oieereeereeee ettt s s st s st essssansans 9295
13.1.82 PASSWOIrd @lert DEfOr@-EXPIre......ocoiuiuriereeieieireereirt ettt sttt sttt 9297
13.1.83 PASSWOId AlErt OFiGINALl.....cuiueieeieeieeieiciriesi ettt bbbt s st ss bbb s bt ssessssassanssnsnsans 9298
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13.1.84 PASSWOIA EXPITE....eureieriereerisrisriseseessesssssssessssssssssssssssssssssssssssssssssssssssssssssessssasssssssssssssssssssssssssassssssssssssssssssssssssssnns 9299
13.1.85 password hiStory reCord NUMDET ...ttt saen 9300
13.1.86 PEIMIT-AOMI@IN.....itiitiiririeieeirieeiee ettt sttt see s b s bbb s s s bbb bbb s s s s s bbbt essessesssssnssnsansenanns 9302
13.1.87 Priority (SErVICE SCNEME VIBW) ..ottt sssessssssssss st s ssssssssssssssssssssssssssssssssssssssssssnsns 9303
13.1.88 recording-MOAdE NWEACACS.......cvvurieeeeeeieieireietse sttt sttt bbbt 9305
13.1.89 rECOIAING-SCREIME......ceeeieieieieteeetees ettt s bbb s s s bbb bbb s s bbbt s s s sans s bensenens 9306
13.7.90 FEAINECE-ACL . ettt e bbb e bbbt 9307
13.1.91 remote-user authen-fail UNDLOCK..........ccoiiririrer ettt sttt 9309
T3.T.92 FESEE @8- ettt ettt ettt ettt et b et b ettt ettt ettt et bes 9310
13.1.93 reset aaa StatistiCs OffliNE-TEASON. ..ottt 9311
13.1.94 reSet aCCESS-USEE SLATISTICS...cuvierieirieiriieirei ettt ettt ettt sttt taen 9311
13.1.95 reset local-user password NiSLOrY FECOI.........eieirieieirriesieseeeeie st ss bbbt ssssss s s s s ssnens 9312
13.1.96 server NO-reSPONSE ACCOUNTING....cviririueirieieirireieieeeeet ettt sesstsess st s st b e b et seastseastsensssesssssssssans 9313
13.1.97 server No-reSponSe @ULNOTIZATION.......c.cceuiuiereiriee ettt sttt 9314
13.1.98 SECUILY-NAME ENADLE.......coceee ettt bbbt s bbbt s s ba st 9315
13.1.99 SECUILY-NAME-AELUMILET ....ce ettt sttt ss s sss bbbt en s s sesns 9316
13.1.100 service-scheme (222 AOMAIN VIEW) ...ttt ettt s sttt s s sessanae 9318
13.1.107 SErVICE-SCREME (AAA VIEBW) ...ttt sssss s sas s sa st sasss s sasastssssasassssssassssssssasanes 9319
13.1.102 State (AAA OMAIN VIEBW) ..ottt sttt s s s s sasasasasssssasasasasasasaen 9320
13.1.103 statistic enable (AAA dOMAIN VIBW) ...ttt sttt st s s se s s s s ansenes 9322
13.1.104 SyStem reCOrAING-SCREME........cuieeeeeeeerie ettt bbbt sa s ss bbb s s s s sss bbbt sessses 9324
13.1.105 unload security weak-passWord-diCtiONary ... sssssissessssssssss s sssssssssssssssssssssanes 9325
13.1.106 user-group (AAA dOMAIN VIEW) ....c.ocuiuriuiercereeeieieiretseiseeseiesseeses sttt sessesstsssss s et s s sssssesssssssssassseseees 9325
13.1.107 user-password COMPLEXITY-CRECK.........ccerirreirrieeieeie ettt s st s s sss bbb s e ssessssanen 9327
13.7.T08 VIAN DLOCK-TIMIE...c. ittt sttt s ettt 9328
131,109 VIAN POOLccriitiiiiiiieieieireirets ettt st s st es ettt s b e seeaen 9329
13.1.170 VIAN (VLAN POOL VIBW) ...ttt sesssssss s s s s ssss s sss bbb st essssssssssassssssssssssssssssssnssnsansas 9331
13.2 RADIUS Configuration COMMANGS.........ouevrieriririnirieesseseenssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 9333
13.2.1 COMMANA SUPPOI . .ciiiittireeeieeieieieese st taeees ettt sess s eas st s st st s e b e s s eseb s st eebseseeseesnens 9333
13.2.2 aCCOUNLING-COPY FAUIUS-SEIVE .....eecveerererieeieisies s esseeses s ssssss st sssssssssassss s s ss s ssssesssssssassssssssessessssessnsas 9333
13.2.3 called-station-id MaAC-FOrMAT.......oirrree ettt ettt 9334
13.2.4 called-station-id WLan-USEr-fOrMAt.........ccoiriuririririeeireieire ettt 9336
13.2.5 calling-station-id MAaC-fOrMQAt. ...ttt bbbt bbb st s s saen 9338
13.2.6 diSPlay radiUS-attliDULE.......c.covreereceece sttt sttt sas s s senen 9340
13.2.7 display radius-attribULe ChECK. ...ttt eaen 9342
13.2.8 display radius-attribULe diSADLE..........cviiiiierieeieeeeeeiests sttt bbbt ssanses 9344
13.2.9 display radius-attribUte tranSLate.. ...ttt sss s sassenens 9345
13.2.10 display radius-server accounting-StoOP-PaCKET..........cooeurrruriireiriereneeereise ettt et sees 9347
13.2.11 display radius-server authorization coONfigUIratioN.........coceceeeiriceireiesineiese et 9349
13.2.12 display radius-server CONFIGQUIAtioN ...ttt sssssssss s st ssssssssssssssssssnsnns 9352
13.2.13 display radius-server dead-interval dead-count detect-Cycle......oomrreirneneneineinereee e, 9358
13.2.14 disSPlay radiUS-SEIVEL IEEM......c.euerieieirierierieeeetieisissss sttt s b s s e s sss s s bbb s sss s sassass s b ssssensesanen 9359
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13.2.15 display radius-server max-unreSPONSIVE-INTEIVAL ....c..ccoevrrrrrrrrierininiriesssisessessssssssss s sssssssssssssssssssssans 9362
13.2.16 display radius-server session-manage CONfIGUIatioN.......oeeeeueeneineeneireeniereeieieeseiseeseesessese e eseeeees 9363
13.2.17 radius-attriDULE CRECK.......eieeveieceeieet ettt bbb s st s s bbbt s s enssssnsans 9364
13.2.18 radius-attribute CUt NW=POrTAl-UrL.......coiuieereceere sttt ssens 9365
13.2.19 radius-server Max-UnreSPONSIVE-INTEIVAL .......ccorururrurruriereirieieieieir ettt sttt es s sss s seeene 9366
13.2.20 radius-attribUte diSADLE......c.oovieeeceeece et bbbt s bbb bbb s e aenae 9368
13.2.27 radius-attriDULE NAS-IP..iuieieiririreireieires ettt s st ss s st s st s s s s s sns st ensnssnsans 9369
13.2.22 radius-attriDULE NAS-IPVB.......ouierereireirierceees ettt ettt bbbttt et sanen 9371
13.2.23 radius-attribute service-type with-authenonly-reauthen..........cccceieieierceecneneeeeeeesseesnes 9372
13.2.24 radiUS-atEIDULE SET. ...ttt et 9373
13.2.25 radius-attribULe TranSlate. ... ettt st 9376
13.2.26 radiUS-TEJECE LOCAL ... vttt bbbt bbbt s bbb s s snssesssas 9380
13.2.27 radius-server (2aa AOM@IN VIEBW) ...t sssesssssssss s sas s sssasasasssssasasssasasasnes 9381
13.2.28 radius-SEIVer @CCOUNTING.....ccoiureeeeectrearieieesetseeseeseas sttt ses s seas ettt esses s se b st se s s enesassasssnens 9382
13.2.29 radius-server accounting-stop-packet rESENd........cccoviurueriereeierieirisies s sss s sssesseesessssssssnsans 9386
13.2.30 radius-Server algOITNM. ... ettt ss s bbbt ss s s s s s s snsas 9387
13.2.31 radius-server attribute message-authenticator aCCeSS-reqUEST..........cccovvereurrereerereeeeissereireiseeseeseaeeaes 9389
13.2.32 radius-server attribUte tranSIate. ...ttt sss bbb s s sssssansans 9390
13.2.33 radius-server aULNENTICAtION. ...ttt et 9391
13.2.34 radius-Server aULNOIZATION. ..ottt ettt es ettt bes 9396
13.2.35 radius-server authorization attribute-decode-sameastemplate.........cccoereeeieeceicnreesesssesesenenens 9399
13.2.36 radius-server authorization attribute-encode-sameastemplate...........ccooovererrrrrrereneneneseesierees 9400
13.2.37 radius-server authorization calling-station-id decode-mac-format.........cocooeeeeeeoresneneneneninenenne 9402
13.2.38 radius-server authorization hw-ext-specific command bounce-port disable..........cccccoonrerrrerenene. 9404
13.2.39 radius-server authorization hw-ext-specific command down-port disable..........ccccccvererrrrrerrrrernnnee. 9406
13.2.40 radius-server authorization MatCh-TYPe.......co et ees 9407
13.2.47 radius-Server aULNOIIZAtION POIt....... ettt ss s s sas bbb st enssssessesanen 9409
13.2.42 radius-server authoriZation SEIVEI=SOUICE.........couewriureeeemreireire et esseeseesees st sessses s ssse e b sasesns 9410
13.2.43 radius-server dead-detect-condition DY-SErVer-ip.........covrrririreineineireirreeesee et 9411
13.2.44 radius-server dead-interval dead-count deteCt-CYCLe........omirrierieiierierreeeees et 9412
13.2.45 radius-server detect-SErVer INTEIVAL ...ttt 9414
13.2.46 radius-server deteCt-SErVEr LIMEOUL.......coiviiurieeeieieireir sttt ettt st ea st eees 9415
13.2.47 radius-server detect-server UP-SeIver iNEIVAL ... e ssss s sesssssssssssssansans 9418
13.2.48 radius-SEIVEr AEAU-TIME.....cciureereeeeireireieiireie ettt bbbt b bbbt 9419
13.2.49 radius-server encapsulation ipv4 traffic-statistics enable.........covrrrerinrcrsrre e 9420
13.2.50 radius-server format-atlribDULE.........ccoorire sttt 9421
13.2.51 radius-server framed-ip-address NO-USEr-ip €NADLE........c..coorrrrieririririrsreer et sesseseeees 9425
13.2.52 radius-server hw-ap-info-format iNClUd@-ap-iP.....cccceorururruneiriirireesererer et 9426
13.2.53 radius-server hw-dhcp-0ption-fOrMat. ...ttt s s ns st ssesees 9427
13.2.54 radius-server Nas-identifier-fOrmMat. ...ttt saeene 9429
13.2.55 radius-server Nas-POrt-fOrMAt........coorrrieeeire ettt ssa sttt 9430
13.2.56 radius-server Nas-Port-id-fOrMAt. ...ttt s st sssssas s bnen 9432
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13.2.57 radius-Server retranSmit TIMEOUL......ccvrueeeriireieiereiree et eets s sessse bbb sseesnees 9434
13.2.58 radius-Server SESSION-MANAGE. .......c.cewurireurerereeretreeseeresseseasses s tssssesssssessessasesssss s sese s sssesseassassasssssssesesssssensens 9435
13.2.59 radius-server SesSioN-MaNAgE SEIVEI-SOUICTE.........ccwururrrrrursersersenssssssssssssssssssssssesssssssssssssesssssssssssssssssssnes 9437
13.2.60 radius-server shared-key (RADIUS server temMplate VIEW).......ccovrerererrrineeneeneniensesssssssessessessssssssans 9439
13.2.61 radius-server shared-Key (SYSTEM VIEW) ...ttt ssesas s st 9441
13.2.62 radius-server support chargeable-User-ideNtity.......c..ccoerririerereieeeireiessse e seesessenes 9442
13.2.63 radiUS-SEIVEI TEMPLALE ...ttt es st s st bbb e snsnssssseses 9444
13.2.64 rAAIUS-SEIVET TESTUSEN .....cueeeeereieietreie ettt esseasess ettt s et s bbbt st s ettt s e e e s senen 9445
13.2.65 radius-Server traffiC-UNit. ...ttt bbb s s s e bbbt nee 9446
13.2.66 radius-server user-name domaiN-iNCLUAEd.........ccocoecuririiiriinineinnerereie et ssesaseies 9447
13.2.67 reset radius-server aCCOUNtING-StOP-PACKET..........ocevuriririreireireireireee ettt s s ssaseaseaseans 9449
T3.2.68 LT - ettt ettt sttt bbbttt h et ettt bttt et aeae 9450
13.3 HWTACACS Configuration COMMIANGS.......cccvveureriereenienesenissesssssessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 9455
13.3.1 COMMANA SUPPOI ...ttt ettt sess st s ss st b s s see s st sebeesseseesnens 9455
13.3.2 display hwtacacs-server accounting-StoOP-PACKET..........ccoveiuriuriiereeienieieseiss st sessessssssssans 9455
13.3.3 display hwtacacs-Server tEMPLATE.........ooerrrreecr sttt sss st sanses 9457
13.3.4 display hwtacacs-server template VEIDOSE. ...ttt eae s 9461
13.3.5 NWEACACS ENADLE ...ttt bbbt a bbb bbb s s bbbt s st s s sanen 9469
13,36 NWEACACS-SEIVE ... vttt b bbb s 9470
13.3.7 hWEaCACS-SEIVET QCCOUNTING....ccrtitrireeieieeie ettt eeasessesete st b s tss st s st b s sseasenesassenen 9471
13.3.8 hwtacacs-server accounting-stop-packet rESENd.........ccrueiuerueereeererieieseries st ssssassanses 9474
13.3.9 hwtacacs-server aULhENTICAtION. ..ottt ss sttt 9475
13.3.10 hwtacacs-server authentication user-name in-authentication-start..........cccoccoeovevennenncoseseenenennnes 9478
13.3.11 hwtacacs-SErVEr QUENOTIZATION. .....coivivieeiecteeeeceeiiete sttt sss bbbt s s s bbb nses 9479
13.3.12 hWtacaCS-SEIVEr SNAIEA-KEY........covcrereririeireirieriestsie ettt sss s sttt snssssssssssssassnses 9482
13.3.13 NWEACACS-SEIVET SOUITE=IP ... uueurreeeeuieeireiseseereasesetseeasessesssse s sesesseasesssss st sssse s eseesseasasssssss s st e ssesstaseassnssssssssanens 9484
13.3.14 hWLACACS-SEIVELF SOUITE-IPVO......oucvereeeereerierienisissstsstssesssessssssssssssssssssssssesssssssssssssessssssssesssssssssssssssssssssssessssansans 9485
13.3.15 hWtACACS-SEIVEE TEMPLALE. ...ttt sttt sas bbbt et ens st s sesanen 9486
13.3.16 hWtaCaCS-SEIVEr LIMEI QUIBT.....ei ittt ettt baneas 9488
13.3.17 hwtacacs-server timer reSPONSE-TIMEOUL.........cccoiuiueieereeieeiereissesiesieseesee s sss st ssssesssssssssssssssssssesssssnsans 9489
13.3.18 hWtacCaCs-SEIVEr LraffiC-UNiT. ..ottt 9490
13.3.19 hwtacacs-server user-name domaiN-iNCLUAEM............covrirurireiriireirire ettt eeeesseaeen 9491
13.3.20 hwtacacs-user change-passWord NWEACACS-SEIVET .........c.cweweerierireirsirsissieseseesssss st ssssesasssssssssssassenens 9493
13.3.21 reset hwtacacs-server accouNting-StOP-PACKET........c..courirrurirrirrririnie ettt sssssessssesns 9494
13.3.22 reset NWEACACS-SEIVEL STATISTICS. ..c.ovururereereercereieie ettt ettt bbb een 9495
13.4 HACA Configuration COMMANGS........cccoeuiueiuererierieninisiisissiesiesssessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssnes 9496
13.4.17 COMMANA SUPPOI . .ciriierierierierieisisisetssessesssssssassssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnses 9496
13.4.2 display haca-server accounting-stop-pPacket @ll......ccccerrrrrnnineeeseire e 9496
13.4.3 display haca-server CONTIGUIAtION.......cc.oiiueieeieeieicieieie ettt bbbt ss s ssnssnaes 9497
13.4.4 display NaCa-SEIrVEr STAtISTICS....cvovurirrirrerieririr ettt sttt es s bbbt sss s s st st snsensesanen 9502
13045 NACA ENADLE ...ttt et a b a e e b s st s anaen 9509
13.4.6 haca-server (AAA dOMAIN VIEW) ...t eese et ssssss s s sssssssssassssssssasssssssssssssssssasassssssases 9510
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13.4.7 haca-server accounting-Stop-PacKet FESENG........ccceorurerrurierierinineee sttt sssssssssssssssssssssnsnss 9511
13.4.8 NACA-SEIVEL SEIVEI-AUUIESS........ceeeeeeeirei ettt cee st s et s et sseseeasens 9512
13.4.9 haca-server server-address AYNAMIC.......oeeieieieisiesiesesseesssssssss st s ssssssssssssssssssssssssssssssssessssssssnses 9514
13.4.10 NACA-SEIVET SOUICE=IP..cruiererrrerisrerrersesieniessssasssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 9515
13.4.17 NaC@-SEIVET TEMPLATE. ...ttt cs sttt eee 9516
13.4.12 haca-server timer dOWN-AELAY.......ccccowirrererieriririsisissies sttt ss s ssssss st st sssssessssansssssssnsenen 9517
13.4.13 haca-server timMer NEAIT-DEAT. ...ttt sttt een 9518
13.4.14 haca-Server tiMer FECONNECHION. ...ttt ees et bbb ess sttt sb s eas s s s besseses 9519
13.4.15 haca-SerVer tIMEr FEQISTEI-SYNCu.. oot ssesssssss bbbt st s s s s sss s s ss bt st essessssasssssasssnsnes 9520
13.4.16 haca-server timer reSPONSE-TIMEOUL........cc.corurrureririe et ss st tsssssssssssssssssssssssssssssssssssanen 9521
13.4.17 NACA-SEIVET TIMET USEI=SYN....uiuiuierereireeieeeeseasissessssessesess st ssessssssssessessessss st sessessesseaseasbassesesssessessssssnssns 9522
13.4.18 NACA-SEIVEI USEI-NAMIE.....oitreeerrerienierissssestesessessssssssssssssssssssssessssssssssssssssssssssssessessesssssssssssssssssssssssssnssssansassanses 9523
13.4.79 reSet NaCa-SEIVEL STATISTICS. ..vuiueeereereieeireireietir ettt esees ettt 9525
13.4.20 reset haca-server accounting-stop-PaCKet @ll.......ccooorririereririeerere s 9526
13.5 NAC Configuration Commands (UNified MOE)........ccceururrrrrrneinrnieneeisisissiessseesessessasssssssssss s sessssssssssssnsns 9527
13.5.1 COMMANA SUPPOI ...ttt tssessessssssssssss st sss st sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnses 9527
13.5.2 access-context Profile @NaDLe......... et 9527
13.5.3 2CCeSS-CONLEXE PrOfile NAMIE. ...ttt bbb st sesa s sanen 9529
13.5.4 access-author POLICY GLODAL....... ettt sas 9530
13.5.5 2CCESS-AULNOT POLICY NAME.....eiieii ettt sttt 9531
13.5.6 QCCESS-AOMAIN....ciiiiiriiieeieieeieie ettt s bbbt st s s s e s bbb st s s es s bas bbbt s s s s s b as s s s b b en s s s st ensessnsans 9533
13.5.7 QCCESS-USEI QIP-AELECE ...ttt sttt sss st ss st aeasessssnssrnsanen 9535
13.5.8 authentication arp-repPly trIGQEN ...ttt ettt 9537
13.5.9 access-user arp-detect default iP-addrESS........ et s s enssssessssanes 9538
13.5.10 access-user dotTX-identity SPEEA-LIMit.......ccooririoriorierresreee ettt ssssss s saen 9540
13.5.11 2CCeSS-USEr Arp-AetECE ALAY....covueeceeeeieeceirei ettt et 9541
13.5.12 access-user arp-deteCt fallDACK ..ottt 9542
13.5.13 ACCESS-USEI CAI-IMOME.......oivriirieeieieeeeeireteteeeise et es st eb e ss sttt sttt sttt 9544
13.5.14 access-user https SPEEA-LIMIt. .. ..ottt ettt 9545
13.5.15 access-user POrtal SPEEA-LIMIL. ...ttt ss s s bbb e s sssssasssnsanes 9546
13.5.16 access-user SySlog-reStrain @NAabLE.........o. ettt ss st saen 9547
13.5.17 access-user SySlOg-reStrain PEIIOM. ...ttt bbbt s s sassas 9548
13.5.18 acl authorization StatiStiCS @NADLE..........ccciieeee ettt sas st 9549
T13.5.19 ACl-id (SEIVICE SCNEIME VIBW) ...ttt e as s se s s s sssssensssssassns 9550
13.5.20 authentication NANASNAKE. ...ttt 9552
13.5.21 authentication CONLIOL-AIrECHION.......cc.ovveee ettt sttt s s bbb bnen 9554
13.5.22 authentication device-type VOICE QULNOFIZE. ..ot sssssssnnens 9556
13.5.23 authentication device-type iCONNECt QULNOIIZE.......c.oouiirieiereeie et 9558
13.5.24 authentication dOtTX=-MaAC-DYPASS......cccvviriririeeeeirieie sttt ss s s s sas s sansas 9559
13.5.25 authentication drop dhcp-packet user-no-online enable...........rrreinnneee s 9560
13.5.26 authentication event action QUENOKIZE...........oireee ettt 9562
13.5.27 authentication event authen-server-down action close re-authen...........eeeeeiceienseersseenenens 9566

Issue 02 (2024-07-31) Copyright © Huawei Technologies Co., Ltd. CXXXiX



S300, S500, S2700, S5700, and S6700 Series
Ethernet Switches

Command Reference Contents
13.5.28 authentication event authen-server-up action re-authen..........eecninenrese s 9567
13.5.29 authentication event client-no-response action aUthOFIZe...........corurreveirenereeeeerere e 9568
13.5.30 authentication event portal-server-down action aULNOIIZE............ceeeeeieieriereeeeese e 9570
13.5.31 authentication event portal-server-up action re-authen.........rrninnecnnse s 9571
13.5.32 authentication https-redireCt @NAbLE.. ...ttt 9573
13.5.33 authentication ip-address iN-acCOUNTING=StArt........ccoeoririieiirrerieeiririe st eses s s ssnees 9574
13.5.34 authentication ipv4-address in-accounting-start MaNdatory.........coererrerininiesisssessesssesssessnenns 9575
13.5.35 authentication ip-conflict-Check @Nable...........oi et 9576
13.5.36 authentication ipv6-CONTIOL @NADLE..........c.oviiee st 9578
13.5.37 QUENENEICATION MIOTE...... ittt sttt 9584
13.5.38 authentication Mac-authen-first fOrCe.......coie sttt 9587
13.5.39 authentication MAaC-MOVE ENADLE.........c.oe ettt 9588
13.5.40 authentication Mac-Move deteCt ENADLE.......o e seeees 9591
13.5.41 authentication mac-move detect retry-interval retry-time........ocovrneneneneseseeeeseseeieieees 9592
13.5.42 authentication mac-move qUIet-L0g ENADLE..........cciieiereeceeee st 9593
13.5.43 authentication mac-move quiet-times QUIEt-PEriOd..........covrriricrirrireineresesee et seeens 9594
13.5.44 authentication mac-move quiet-user-alarm enable..........cnreeneee e 9595
13.5.45 authentication mac-move quiet-user-alarm PercCeNtage......eeierierinsissseeesesssssssssesesessessenses 9596
13.5.46 authentiCation NO=IP=CRECK. .......cvierie ettt senen 9598
13.5.47 authentication NO-rePlACE AOTTX  .u.owu ittt sttt es st 9599
13.5.48 authentication Order MAC AOTT X . ittt es s ee bbbt sasease b 9600
13.5.49 authentication pre-authen-access ENADLE...........ococerrrereeree et seasesssss s 9601
13.5.50 authentication port-vlan-modify USEr-0NliNe.........cco et seaseaeeaas 9603

13.5.51 authentication { roam-accounting | update-info-accounting | update-ip-accounting } * enable 9604

13.5.52 authentication roam pre-authen mac-authen enable..........oonnn e 9606
13.5.53 authentication redirect-acl original-url @Nable..........coeieirireeeee e 9607
13.5.54 QuthentiCation SINGLE-ACCESS......ovruierrr ettt sttt s st s sas s s st snssssnnnns 9608
13.5.55 authentication single-stack-control @Nable...........o s 9609
13.5.56 authentication SPEEd-LMIt QULO.........ccuceeirieieeeecceeee sttt ssases 9610
13.5.57 authentication termination-action reauthentiCate.......ocvrnnerncercreetre et 9611
13.5.58 authentication timer handshake-period..........onnniree et 9612
13.5.59 authentication timer authen-fail-aging......c..cccornirieeeieireee s 9614
13.5.60 authentication timer authorize-KeeP-aging......cccouveriririrrireirrirserinisisesess st ssssssssssssssesns 9615
13.5.61 authentication timer pre-authen-aging.......ccoocrerrieererere ettt eaen 9616
13.5.62 authentication tiIMEr FE-aUENEN ...ttt sttt ns s 9618
13.5.63 authentication traffic-CONTIOL STFICE. ..ottt eees 9620
13.5.64 authentication trigger-condition (802.1X authentiCation).......ccccoeveeerereeirirensnererereeeeeee e 9621
13.5.65 authentication trigger-condition (MAC address authentication)..........ccccceceueeerirnnrsensseenesessninnns 9623
13.5.66 authentication trigger-condition dhcp dhCp-0ptioN..........covvririririreireree e 9626
13.5.67 authentication UNIfIEd=-MOGE.........cc.oc ettt st 9627
13.5.68 authentication USEr-alarm PErCENTAGE. ...ttt bbb s s s s s ssnsnsnanns 9628
13.5.69 authentication-profile (Interface view or VAP profile VIEW).......cccorrvrnrnininenireseseesesessesessnnnns 9630
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13.5.70 authentication-profile (SYSTEM VIEW) ...t ssssssssssssssssssssssssssssssssssssssssnsens 9632
13.5.77 band-Width SNAr@-MOGE.........cooiriirieee ettt ettt 9634
13.5.72 CAPWAP FrAGMEBNT....ciiiieceeiieieieiet sttt sttt s s bbb st s s b s bbbt st en s ssessnsanen 9635
13.5.73 CAPWAP UNKNOWN-UNICASE.....cuverierierierieisisississessessesassssss st st ssssssssssssssssss s sssssssssssssssssssssssssssssssssssssssssssssssnssns 9637
13.5.74 CUL @CCESS-USEI UCI-GIOUP....u vttt ettt ssesseasess st ss s bbbt essesssassasssesas 9638
13.5.75 AEVICE-TYPE.....oeeeeeeeeeie sttt b sttt ss s bbb st s s a bbb bbb s s s as bbbt s s s s e st 9639
13.5.76 AOVICE-PIOFILE.. ettt sttt as st s st sns st ensesanen 9640
13.5.77 device-SeNSOr ANCP OPLION. ...ttt ettt eneens 9642
13.5.78 dEVICE-SENSON LLAP tlV.uruiteieieieeiecieiec sttt s s bbb bbb s bbb s e 9643
13.5.79 dEVICE-SENSON CAP V. ettt sttt s ss s s s st sessssss s ssss s s st snssnssssnsans 9645
13.5.80 display aaa statistics acCess-type-aUtNENIEQ......ccoviurieriririeireirereiree et 9646
13.5.81 display aCCesS-CONLEXE PrOFile..... ittt bbbt sss e ssss s s bnen 9647
13.5.82 display aCCeSS-aULNOT POLICY.....coiriririririsisrircrts sttt sttt sssans s s ssens 9649
13.5.83 diSPlay @CCESS-USE .....euieieeereeeieieitireis ettt seasea sttt s et st sttt st b e enesaesenen 9650
13.5.84 display access-user dot1x-identity STAtiSTICS.....cccviererrieieriirireiere et e e sasssesanes 9655
13.5.85 display access-USer NEPS STAtiSTICS. ..ottt sss s s st sss s ssssssssnsns 9656
13.5.86 display access-user POrtal StAtISTICS. ......ccovuiuriurieriree ettt bbb seen 9657
13.5.87 display access-USEr rO@M=-taDLE.........coeieiriiiiiiceceee ettt essssas s s sanen 9658
13.5.88 diSPlay @CCESS-USEI-NUIM.....covureieriiererierisisisisssssessessassssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssanes 9660
13.5.89 display @p POrt-aULN-STALE.......c.oceeeecrerr ettt sttt 9661
13.5.90 display authentication mac-move CoONfiIGQUIAtioN........cccriveiueieeeeieieees st esseeses s 9663
13.5.91 display authentication Mac-MOVE QUIET-USEN ........ccvorurrureurrerierenireeisiseiress st st ssssssssssssssssssssns 9665
13.5.92 display authentication INTEITACE..........cco ettt 9667
13.5.93 display authentiCation MOAE...........irierreeeetese sttt bbbt s banes 9668
13.5.94 display authentication user-alarm coNfigUIation.........ocerrereeeinisieree e sesesseessees 9669
13.5.95 display authentication-profile CONfigUIratioN.........cccoiiuirerirriercr e 9670
13.5.96 diSPlay deVICE-PIOFile...... ittt sttt bbb s s bbbt s s saessnsanen 9682
13.5.97 diSPLAY AOUT X e ettt st st sss st s st st ss et s st sssssss s sss st enssssensassnsssssnsns 9684
13.5.98 display dot1x-access-profile CONfIGQUIATION........c.oceceiririrrireircrree ettt 9692
13.5.99 display dot1x-client-profile CONfiIGQUIAtioN.........ccceueieeierieiereieee ettt nen 9697
13.5.100 display dOtTX-ClIENT STAtISTICS.....cvrrurerrerrrierieirieirsisseseeses st esss s s s s st sssssssssssssssssnsenssssssssssen 9699
13.5.107 diSplay dOtTX-ClIENT STALUS......ccrirererieereereie ettt eb sttt nene 9701
13.5.102 diSPlay AOTTX QUIBT-USET .....cureevereeerrierieisiseiesiesesesesssss st sssessssssssss bbb s st ssssssssssssssassnsessssssssesssssnssnsanes 9703
13.5.103 display dns snooping interface €Nable-LiSt........ccirrriririereesse e esees 9704
13.5.104 display dns sSNOOPING dN-iP-CaCNE.......ccoiurieieirreirertetreee ettt 9705
13.5.105 display dns SNOOPING AN-FULE-LISt.......ciureeieeieririeieieieseseceeeee sttt s bbb sssssas s sanes 9706
13.5.106 diSPLAY fIrEE-TULE......eoeeeeeeeeee ettt sttt s et essnsssssnsas 9707
13.5.107 display free-rule-template CONfIGUIAtION. ...ttt saen 9708
13.5.108 display Mac-address QULNEN............coeieieieirreseee ettt sse bbbt se s ssanses 9710
13.5.109 display Mac-address Pre-aUthen........... st sss s sssssssessssssssssssssssssssssasens 9711
13.5.110 display mac-access-profile CONfiGQUIatioN..........cceereeirinrineiriirerree ettt 9713
13.5. 1171 diSPlay MAC-AULNEN.......cececeeeeeee sttt sttt s bbb s bbb s bbb snens 9719
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13.5.112 display Mac-QULNEN QUIET-USEI ..ottt sssssssssssssss s ssssssssssssssssssasssnssnsnsens 9725
13.5.113 diSPLAay POMTAL...u ettt ettt sttt 9726
13.5.114 display portal https-redirect BLACKLST........c.ccciriririeee ettt sessae s 9731
13.5.115 display portal https-redireCt WhiteliSt.......c.ccoverrrrirrireereririnisieie sttt sss s snens 9732
13.5.116 display portal-access-profile CONfiGQUIAtioN........ccoeuiuierrirircriererere ettt 9733
13.5.117 diSPlay POrTAl QUIBT-USE ..ottt tssa s bbb s s s s s bbbt s s s s s sanssnses 9736
13.5.118 display portal url-encode CONFIGUIAtION........cuevrririreirirenee ettt ssssesassssssssssssnens 9738
13.5.119 display POrtal USEIr-LOGOUL ..ottt bbb 9739
13.5.120 diSplay POrTal-SEIVEE STAtE.....ccieeeeeeeieeieirieieeisieeieeeeie sttt s sss s bbbt se st sas bbb s s s enssssessssanen 9740
13.5.127 diSplay SErVEr-deLECE STALE......cccieeeeeriereesiete sttt st s s ss s st s s nnsensneas 9742
13.5.122 diSPlay STATIC-USEI....cueiececeeieieereir ittt ettt st es st bbb et ssesanen 9744
13.5.123 diSPlay UCI-groUP @l ettt b st s s sss bbb ss s s s s s s ssnaes 9747
13.5.124 display UCl-Group iP AOM@IN.......ciieieririririeisieisesee s iss st ssssss s sss s st ssssssssssssssssssssssssssssssssssssanen 9748
13.5.125 diSPlay Url-TeMPLALE. ..ottt sttt ss 9752
13.5.126 display web-auth-server CONfigUIatioN.........cocoueeicrierinreeseeee ettt sas s snes 9755
13.5.127 display WebmNg CONfIGUIATION.......c.oiuieeiererieireiriesee sttt st sssssssnsns 9763
13.5.128 dOmain MAaC-QUENEN fOICE.......ccoiieicrerr ettt ettt sttt 9765
13.5.129 dot1x abnormal-track CaChe-reCord-NUML........coceiriirririreireieere et essee et easees 9767
13.5.130 dotTx authentication-METNOM........c.ovriircrecere ettt e 9768
13.5.131 dot1x authentication-reject reSPONSE EAP-SUCCESS.......ccowururerriureeremrereeserseseressesseaseasessssssessssssssessesssasens 9770
13.5.132 dOtTX €aP-NOLH{Y-PACKEL ...ttt s s bbb bbb s s sesas 9771
13.5.133 dot1x-client-profile (AP wired port profile VIEW).....c.cevirineniriniseressssesesssse s ssssssessessesssssaes 9772
13.5.134 dot1x-client-profile (INTErfaCe VIEW) ..ot snes 9773
13.5.135 dot1X-client-profile (SYSLEIM VIBW) ..ottt sesesssssss s ssss st s sssssssassassnsnsnns 9775
13.5.136 OLTX MCAIIGGEON ettt sss s s s ss st ass s s s s s s s st en s s s s sessnssnssnsas 9776
13.5.137 dot1x mc-trigger port-up-send ENabLe...........ccouuriririreiniireiriireee ettt 9777
13.5.138 dot1x no-response authorize aUtheN-SEIrVEr-AOWN...........ccceveveiririnrrerireieesssisss s sesssesessasss s 9778
13.5.139 dOLTX POFT-CONTIOL.....eieieriereerieieieiceres ettt ettt st ss s st st s s sssssssssssss st snssnsesssssnsnns 9779
13.5.140 dOLTX QUIBT-PEIIOM. ... eeieieeeeieereiei ettt sttt bbbt bsene 9781
13.5. 14T dOLTX QUIBT-EIMES ..ottt sttt ss s s bbbt s st s s s s ban s s s st st s sesenen 9782
13.5.142 dotTx reauthenticate MAC-adAreSs.........coeeurieneerreireineieeireiseesei s es e ssses e ssees st ssse s e 9783
13.5.143 dOtTX rEAULNENTICALE . ...ttt ettt 9784
13.5.144 dot1X receive-packet VIAN-IgNOTe........... s ssss st sssssssssssssssss st sssssssssssssssssanens 9785
135 T45 OLTX FREIY .ttt st s s e b bbbttt 9786
13.5.146 dot1x send-packet UNTAGGEM........coo ettt st 9788
13.5.147 dOtTX SENA-PACKEE VIAN..c..c ittt sttt bbb s bbbt as bbb snen 9789
13.5.T48 OLTX LIMIEI ettt s bbbttt 9790
13.5.149 dot1X timer Mac-DYPass-AELAY........cccoirrirereeeere ettt sttt 9792
13.5.150 dOtTX timMer QUIET-PEIIOM. ...ttt bbb ss s ss s bbb s s s s sas bbb ssnen 9793
13.5.1571 dot1x trigger dNCP-DiNAiNgG.......ocoiririrreee ettt ss st nens 9794
13.5.152 dOLTX TIMEE TX-PEITOM. . ce ettt ettt se sttt seen 9796
13.5.153 dOLTX UNICASE-EIIGGEN ...ttt b st s bbb bbb s s s s s bbbt s sessessnsanen 9797
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T35.T54 AOETX UFLeiiiiireieieireeti ettt b bbbt 9799
13.5.155 dot1x-access-profile (authentication profile VIEW).........ceerereneneineneeeeseerese s 9800
13.5.156 dot1X-acCess-Profile (SYSLEM VIEW) ...ttt st s sssssssssssssssss s ssssssssnssnsas 9801
13.5.157 dNS SNOOPING ENADLE.......ciriee ettt ss st st ssssssssssnssas 9803
13.5.158 dns SNOOPING SEIVEI-IP-QAUIESS.........coieeereereereirieeieeieie ettt et ss sttt es e ssesas 9804
13.5.159 dns SNOOPING Tt ALAY-TIME.....ouieeeeieeieire ettt bbbt ss s bbb ns b s s saen 9805
13.5.160 @AP-MELNOM.......oiriieieeer sttt sttt sttt s s bbbt s s ssasessnsansnns 9806
13.5.161 enable (terminal type identification profile VIEW).......cccvrrerrieinenererercreeeee e 9807
135 T2 FrEE-TULE .ottt ettt sttt es 9808
13.5.163 free-rule-template (authentication Profile VIEW)........ccrrrrinrinenenenseiss s sssssnens 9814
13.5.164 free-rule-template (SYSTEM VIEW) ..ottt es sttt eees 9815
13.5.165 http parse USer-agent @NabLe........... et s bbb ssss s b s naes 9816
13.5.166 http get-MEthOd ENADLE........ce ettt sns s saen 9818
13.5.167 NEEP-METNOMA POSL..... ettt bbbttt eee 9819
13.5.168 FOICE-PUSN......oeceeeeteeee ettt s bbb s e bbb bbb st sassansansensans 9824
13.5.169 If-MALCH VIAN-I. ettt e bt 9826
135770 IFaMAECN ettt s bRt st 9827
13.5.17 7T IP-STAtIC-USEI @NADLE.......ceieeeecete ettt bbbt bbb s s b s s bbb st ensessnnans 9829
13.5.172 link-AOWN OFfliN€ LAY .....cvurverererereieie ettt s st ss s ssnsas 9831
13.5.173 lldp sensor-ap authentication diSADLe. ...ttt 9832
T3.5.174 10AA-TIle (WLAN VIBW) ...ttt sttt sssss s s st s sssassssssasassssssssasassesssasassssssasassesssnsassas 9834
13.5.175 mac-access-profile (authentication Profile VIEW) ... sesees 9835
13.5.176 Mac-access-profile (SYSTEIM VIEW) ..ottt ssessess sttt ess s seeas 9836
13.5.177 mac-authen authentication-METNOM..........coirie ettt 9838
13.5.178 mac-authen offline ANCP-TELEASE. ..ottt snsssssnans 9839
13.5.179 mac-authen permit MAC-AdArESS.........coviiurriririeeieie ettt st eb st st ssessesseassasenes 9840
13.5.180 MAC-AULNEN QUIBE-EIMIES.....oiiiiiirieeiere ettt bbbt s s s s s s bbbt sssnssnsas 9841
13.5.181 mac-authen reauthenticate MaAC-AdAIESS.........cocereemreireereeineireeiseire et ssees st sssessessesaseies 9843
13.5.182 MAC-aULheN rEAULNENTICATE. ..ottt st 9844
13.5.183 mac-authen reauthenticate dNCP-TENEW........cc.iiiveiiereereee sttt bnes 9845
13.5.184 mac-authen tiMer QUIET-PEITOM. .......c.ovririrrieieeieiseeee ettt st sss s sssssss s s s st snssssssans 9846
13.5.185 mac-authen timer reauthenticate-period.........correnireree ettt sees 9848
13.5.186 mac-authen trigger dNCP-DiNAING........cooiiueeiereeieeees et 9849
13.5.187 MAC-QULNEN USEIMAIME. ...ttt es bbbttt 9851
13.5.188 match access-CoNteXt-Profile @CliON. ...ttt eaen 9856
13.5.189 match access-context-profile action access-dOMAIN........cccceeieeirrieriereneeeieieses e sses s 9859
13.5.190 MANS SNOOPING ENADLE........ceierieie sttt s sttt se e 9861
T3.5.TO07T PATAMELET ...ttt b bbb st st st s et bbbt bbb s et st st eeaes 9861
13.5.192 PKi KEY-PaIT-WItN=COI .. ..cvreeeeeereeirieteetet sttt s bbb s s s bbb st snes 9863
13.5.193 PKITEALM ..ottt sttt ss s st ss s s s s st sn s et s s s s snn s senen 9865
13.5.194 port (Portal Server teMPLATE VIEW) ...ttt esseas st st ess s esssasens 9866
13.5.195 POIrtal QUEN=NEEWOIK......oeoieieice sttt b b se s b bbb s s s esassansas 9867
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13.5.196 portal captive-adaptive ENabLe..........oieeieeieee sttt sas s ssss s snen 9869
13.5.197 portal captive-bypass E€NaDLe........ ..ottt 9871
13.5.198 portal https-redir€Ct DLACKLISt........cccoivriiieieeie ettt sttt s s s e 9872
13.5.199 portal https-redirect blacklist @giNG-tiMe.........ooovririrerierreerr et ssssssnenes 9874
13.5.200 portal https-redirect blacklist PACKET-TAte..........ocvieeeireeerreree et sees 9875
13.5.201 portal https-redirect blacklist retry-times iNTerVal...... e seseeneesees 9877
13.5.202 portal https-redireCt tIST.T @NADLE........o st snes 9878
13.5.203 portal https-redireCt WHITELIST.........cceirieeeree ettt 9880
13.5.204 portal https-redirect Wired @NabLe............oeririneeee ettt ssss s bnes 9882
13.5.205 portal logout different-server @NabLe........... st nes 9883
13.5.206 portal logout reSENA LIMEOUL. ...ttt sttt ea st ssassanens 9884
13.5.207 POFEAL MAX-USEI....vuivirririeesirierieeisisistss e sesssesssssssssssssssssssssssssssssssss s s sssssesssssessssasssssessessessssssssssansssssssssssssnssnsansas 9885
13.5.208 pOrtal Pass ANS ENADLE........ovrieeerirrie ettt s st st ss s bbbt et nsssssssnsns 9886
13.5.209 POItal QUIET-PEIIOM. ...ttt sttt saen 9887
13.5.270 POItAl QUIET-EIMIES. ..ottt bbbttt s bbb s s bbbt s s s s ssbsssasb st s snnsensenas 9888
13.5.211 portal redireCt-302 @NADLE........c.coorrieereie ettt sss sttt sas s s s s s senes 9889
13.5.212 portal redir@Ct S @NADLE.......c. ittt sttt 9890
13.5.213 POrtal reAIir@CE-NEEP-POIt... ittt bbb s s sas bbb s s s s ssas 9891
13.5.214 portal timer QUIEL-PEIIOM. ...ttt sss s s st st ssessassssnssnsns 9893
13.5.215 portal timer OffliN@-0ETECE. ..o ettt sttt 9894
13.5.216 portal Url-eNCOAE ENADLE...........oeeeeece ettt sttt s e 9895
13.5.217 portal USer-alarm PEIrCENTAGE. .......ccowieririreris sttt ssssssssssssssssssssssssssssssssssssssssssnsens 9896
13.5.218 POrtal WED-aUENEN-SEIVET ...ttt sttt sttt eens 9898
13.5.219 portal Web-aUth@N-SEIVEI SEIVEI-SOUICE..........ccceurrrrrrrrrerirsersensenssssssssssssssssssssssssasssssssssessesssssssssssssssssns 9899
13.5.220 portal-access-profile (authentication Profile VIEW) ... ssessessessessssssssanes 9901
13.5.221 portal-access-profile (SYSTEM VIEW) ......ccrruririerieneirieieie ettt eiees ettt esscsssss s sss s s s sessesssanenns 9902
13.5.222 protocol (Portal server tEMPLAte VIEW) ...ttt tsssesssssssss st sssssssssssssssssnses 9904
13.5.223 qos-profile (SErviCe SCHEME VIBW).......coovririeirieireniereeisisieis et ssssssssssssssssssssssssssssssssssssnsns 9905
13.5.224 reset aaa statistics acCess-typPe-aUtheNIEQ.....ccocoiiirireieererer et eaen 9906
13.5.225 reset access-user dotTX-identity STAtiSTICS.....ccovrririerirrierrieieeseete st ssssenees 9907
13.5.226 reset acCess-USer NEPS STAtISTICS.....covivrurrrreieirieeie ettt ss st s sasssssensans 9908
13.5.227 reset access-USer POrtal STATISTICS......coooiiriurierririeeieire sttt bttt 9909
13.5.228 reset acCess-USer TraffiC-STatiSTiCS......couiurirreriireiecereireeece sttt ce e es e es et es e se s 9909
13.5.229 1St AOLTX STATISTICS. .. vuvuieeiueireicieieire sttt ti ettt bbbttt st i 9910
13.5.230 reset dOtTX-ClENT STATISTICS.....ccovuorirerirrireirir ettt ettt sttt 9912
13.5.237 reset MacC-aUthen STATISTICS.....ocovrirriecertireie ittt ettt cs bbb 9913
13.5.232 rule (terminal type identification Profile VIEW)........orriririeirreescscnes s 9914
13.5.233 remMOtE-aCCESS-USET MANAGE. ..c.cuiimrieerereerietriaetrisetstaesseaesstsesstaesssessssbass st s st s sttt betaesstaebstaebesebasassasastasaen 9916
13.5.234 remote-access-USer MANAgE SEIVEI-SOUITE. ......coueururereueurerereuetetstreaesetstsesesststessesststsesesetstassessssensassessseans 9918
13.5.235 SEIVEI-AELECT. ...ttt e bbbt 9920
13.5.236 SEIVEI-AELECE LYPE.... ettt b ettt st eaneas 9922
13.5.237 server-ip (Portal server teMPLate VIEW) ...t assesssesssssssssssssssssssssssssssssansans 9924
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13.5.238 server-source (Portal Server teMPLAte VIEW) ..o tssessssssssss s sssssssssssssssssanes 9926
13.5.239 shared-key (Portal server temMplate VIEW) ..ottt sses st essesssas s 9927
13.5.240 source-ip (Portal server tEMPLAte VIEW) ...ttt tssesssessssss st s sssssssssssssanes 9928
13.5.241 source-interface (Portal server temMplate VIEW) ... ssssssssens 9929
T3.5.242 SEATIC-USEI ..ttt ettt sttt sttt st s st et a sttt s e s et et et sse st st eassss et esnsesesnsesssessaen 9931
13.5.243 static-user NOt-UPdAte-iP ENADLE........coririieieee ettt sa s 9934
13.5.244 StAtiC-USEI PASSWOIT......ceriereerierieirieereissessesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssnsans 9935
13.5.245 static-user username formMat-iNCLUAE. ..ottt bbb ees 9937
13.5.246 static-user username Macaddress fOrMAt. ... bbbt s s sas s snens 9938
13.5.247 TraffiC-TILEEN @CL.cuucmieeeeee ettt bbbt 9940
13.5.248 LraffiC-TEAINECE QCL....oueeieeie ettt ettt s s se s s s s nsesassesassesansenans 9942
13.5.249 UCl-group (SEIrVICE SCNEMIE VIEW).....civririeirieieeieeeeie et sss s ssssss st s s s ssssss s s st st sssssssssssnsans 9944
13.5.250 UCL-GIrOUP AOMI@IN..ctiiiiiiiriririeinireireiseis ettt se st s sss st s sss s sss st snsessssssssssssssssnsssssssssssssssssanen 9945
13.5.25T UCL-GIOUPD TP ittt ettt es sttt sttt s s ettt ees 9947
13.5.252 UCL-GroUP (SYSTEM VIEW)....ouiueiiriieiesisieiie s ssstssesssssss s ssssss b st s s ssssss s st esssssessssssssssssssssasssssessnsssssnsanes 9949
13.5.253 USEr-qUEUE SINGLE-USEI-IMOAE.........covorrrereririreiseesieseesis sttt sssssssssss st sssssssasssssssssssssnsssssssssssssssansas 9951
13.5.254 Url (URL LEMPLALE VIEW) ..ottt sssas s ssss s st sss s sss s ssssesassessssssnsansnsns 9953
13.5.255 url (Portal server teMPLate VIEW) ...ttt ssssss st tsssssssssssssssssssssssesssssssssssses 9954
13.5.256 url-parameter Mac-address fOrMAt.......cooierririninieesee sttt s s ss st ssssssssnens 9955
135,257 UMl PAIAMEELEN ...ttt bbb e bbbttt 9956
13.5.258 UFl-ParamMELer SEL....ouiuierieieieieieeieete sttt st as s bbb s s bbb b se s s s s b ssneas 9962
13.5.259 Url-t@MIPLAtE NAME......ceieeeerrte ettt ettt s s bbbt et ensssssssssanen 9963
13.5.260 url-template (Portal server teMPLAte VIEW) ...ttt ssse s ssseens 9964
T3.5.267T USEI-SYNCniueiieiieieietr ettt ettt ettt ettt bttt ettt bbbttt b et ettt e bt ae s e bt aeasbetetaeaeaas 9965
13.5.262 USEr-VIan (SEIVICE SCREIME VIEW) ..o ss s asssssssssnsasasasnn 9967
13.5.263 vOICe-VIaNn (SEIVICE SCREIME VIEW).....ooieereeeieeeetet ettt se st tese s s s 9968
13.5.264 vpn-instance (Portal Server teMPLate VIEW)......cieeerieieisie ettt ssssssss s sssssssassssenes 9969
13.5.265 Web-auth-Server IStENING-POIt.......ccooririririririrrirsseissssessisss s tssssssssss s s s s ssssssssssssssssssssssssanes 9971
13.5.266 web-auth-server (Portal access Profile VIEW)........eieieceeceets ettt s essssssanens 9972
13.5.267 WEb-aULh-SEIVEr rEPLY-MESSAGE......ooivierierireerieeiieie sttt s st sesssssssss bbbt sssssssssssnssnssnsansnns 9974
13.5.268 WEb-aULN-SEIVEr (SYSLEIM VIBW).....ooieririeririsicireiseseeessss s sssssessssssssssssssssssssssssssssssssssssssssssssssssssssssanen 9975
13.5.269 web-auth-server server-source (SYSTEM VIEW).......c.cieiurirueeeineeireeisesssse st s sesssesssssssssssssenes 9977
13.5.270 WED-QUELN-SEIVET VEISION......ouririerieirieieeie et tsstssesses st st ss s s ssssssss st st sssssessssassssses s sssssessssenen 9978
13.5.271 web-redirection disable (Portal server temMplate VIEW).......coceuriorirerenrineerenereeesieese s essessessessssssssanes 9979
13.6 NAC Configuration Commands (COMMON MOAE)........ccuirirrinreririresinesieisisesiesessssesssssssssesssesssessssessssesans 9980
13.6.1T COMMANA SUPPOI . .cvitieieeieeieeieeieisies s sesssesssssssss st ssss s s sssssssssbss bt e sesssssssssssssasssssss s st sssessessssassassnsssssnssnses 9980
13.6.2 ACCESS-USEI QIP-AEELECE. ...ttt sttt sss st ss st s s s bbbt en s s s st essssnsssnsenen 9980
13.6.3 access-user arp-detect default iP-addreSs........c ettt eaeen 9982
13.6.4 2CCeSS-USEr ArP-AELECE AELAY....coiuieeeeeeeeeieicete ettt bbbt s bbb s s ssssesassansas 9983
13.6.5 access-user arp-deteCt fallDACK ...ttt sss st snsssssnnes 9984
13.6.6 access-user dot1x-identity SPEEA-LIMIit. ...ttt seaens 9986
13.6.7 access-user SYSlog-restrain @NAbLe... ...ttt bbb ss st s s s snes 9987
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13.6.8 access-user SYSlOg-reStrain PEIIOU.......cccovririeririririsieire sttt sssssssss s ss st st ssssssssssssssssssssnsnes 9988
13.6.9 acl authorization StatiStics @NADLE...........o et eaen 9989
13.6.10 ACL-Id (USEI GIOUP VIEW) ..oveieiiriiiiereieieeiesis it tssessssssssssss s sssssssssssssssassssssssss s ssssssssssssssssasssssssssssssssassassansanes 9990
13.6.11 authentication CritiCal @APOL-SUCCESS.......ccovrierrrieririririre sttt ssssss s ssssssssssssssssssssssssssenes 9991
13.6.12 QuthentiCation CrtICAL-VIAN ...ttt e 9993
13.6.13 authentication device-type VOICE QULNOFIZE. ...t sss st sssssansans 9995
13.6.14 QUENENEICATION EVENT ...ttt sttt s sttt 9996
13.6.15 authentication event reSPONSE-Tail ...ttt 10000
13.6.16 authentication event SESSION-LIMEOUL..........ccceueieirierieiesieeeeese st s s s s sssssssssssssessensens 10001
13.6.17 QUENENTICAtION GUESE-VIAN ...ttt bbb ss s s snssnsans 10003
13.6.18 authentication MAC-MOVE ENADLE..........ccovu ettt 10006
13.6.19 authentication Mac-MoVe detect ENADLE...........c.orirrieeceee et 10008
13.6.20 authentication mac-move detect retry-interval retry-time......oeeeeererrereness s 10009
13.6.21 authentication mac-move quiet-log ENabLE..........cccooirirrcee et 10010
13.6.22 authentication mac-move quiet-times QUIEt-PEriOd.........ccoreeeeeininiinienirseeeeeseesess s 10011
13.6.23 authentication mac-move quiet-user-alarm enable...........c e 10012
13.6.24 authentication mac-move quiet-user-alarm percentage........rereesereeneineereereeseeseeeseeesessseseens 10013
13.6.25 authentication MaX-rEAULN-TEQ.......ccoceieieeeererieiei ettt bbb s s sassas s snaees 10014
13.6.26 QUENENTICAtION OPEN....ceierieeeeieis ettt s s bbbt ssnsssssns 10016
13.6.27 authentication port-vlan-modify USEr-0NliNE..........c.coocrrireirireee ettt 10017
13.6.28 QULheNTICAtiON FESTIICE-VIAN ...ttt sss bbb s s s s bbb s saenans 10018
13.6.29 authentication SPEEd-LIMIT QULO......cccocriririreree sttt ssssanans 10020
13.6.30 authentication tiIMer FE-aUENEN ...ttt 10021
13.6.31 authentication USEr-alarm PerCENTAGE........ccoeieieieeieetee ettt sss s bbbt assssssnssnsans 10023
13.6.32 band-Width SNar@-mMOe...........ccvicrrecreree sttt ettt 10024
13.6.33 CAr (USEI GrOUP VIBW) ...eueuriuiueereinrieireeseeeeaseasaseesessssessessessssssss st sessssesssesssssssssssssssessessesssassassssssesssssssssssssessesassns 10025
T3.6.34 CUL QCCESSUSEY ..ttt ittt ettt a sttt bbbttt sttt et b ettt s bt et s et et e bt et ae s e b et tas st et ens 10027
13.6.35 display aaa statistics access-type-aUtNENIE......ccoivveirierireieeeree et sssssaseans 10028
13.6.36 display authentiCation MOAE...........o ettt 10029
13.6.37 diSPLaY QCCESS-USE .....eeeeeereierisisisissiesessee s st ss st sssssss s st st as s s sassss s s b st essessessssasssss s b st st s sessnssnsas 10030
13.6.38 display access-user dot1X-identity STAtiSTICS...c..ccorrrrrrririririr ettt ssssnsnas 10035
13.6.39 display authentication mac-move coNfigUIration.........cooererieineineineree et 10036
13.6.40 display authentication MaC-MOVE QUIET-USEN ........c.couerurieriereeeieeieeeeieie st sessessssssssssss st sssesssssssssssans 10039
13.6.41 display authentication user-alarm conNfigUration.........cocoereereeninennsee s seeees 10040
13.6.42 diSPLAY AOTT X ettt ettt es sttt s ettt sttt ss et seneenstans 10041
13.6.43 diSPlay AOTX QUIBT-USE ..ottt ssas s bbb st ss s ssssss s s bbb st s s ssssanssssensssssesssssnsans 10050
13.6.44 display Mac-addreSs QUENEN........c.coieeeirirreireseeeesesee sttt se s s st ss st s ssn s s st ssssssssans 10051
13.6.45 display Mac-address Pre-aUthEN..........oo ettt ss s ssens 10053
13.6.46 diSPlay MAC-QULNEN.......o. ettt bbbt bbb s s s s sasssnsansas 10054
13.6.47 display MaC-aULNEN QUIBT-USEN .......cvrvrirerieeiceeeerieteis sttt ss s sss s st ss st ssssssssnsensns 10060
13.6.48 display port connection-type @CCESS All.......corrirririineiriirireeeeire sttt seeees 10062
13.6.49 dIiSPLAY POITAL..ciuiiiiieieeiieee ettt sttt s s ss bbbt b s s s s b s bbb s s s e ensensen 10063

Issue 02 (2024-07-31) Copyright © Huawei Technologies Co., Ltd. cxlvi



S300, S500, S2700, S5700, and S6700 Series
Ethernet Switches

Command Reference Contents
13.6.50 diSPlay POItaAl frEE-TULE.......coveeeeeeeereee ettt sttt s st s s ssssss s sensns 10066
13.6.51 display portal https-redire@Ct DlAaCKLliSt..........oeeiririrrnerirre ettt 10067
13.6.52 display portal https-redir@Ct WHItELISt..........cveveveeieieei et sessasssnsans 10069
13.6.53 diSPlay POItaAl QUIBT-USEI......cuieeeecereeeeeirieie ettt ss s sss s s sttt ssssssssssssssssssnsnssnsensnssssans 10070
13.6.54 display POrtal USEr-LOGOUL.........cciuruiuiuieriiriirieiieeeie ettt es st s s sseassnssssensns 10072
13.6.55 display portal url-encode CONfIGQUIAtioN........c.ccceveirieieiierecee ettt sanes 10074
13.6.56 diSplay SEIrVEIr-AELECE STALE......cieeeeeeeeeereeieies ettt sttt sss st s s s sasssnssnsns 10075
13.6.57 diSPLlaY STATIC-USEI ...ttt bttt 10076
13.6.58 diSPlay Url-tEMPLALE......ovieieeet ettt b st s s et s s sssssnsanes 10079
13.6.59 diSPLAY USEI-GIOUP.....ceireerieieririrseseseissesassassssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssanses 10081
13.6.60 display web-auth-server Configuration..........o e 10083
13.6.67 device-SENSOr ANCP OPLION.....iircecre ettt s bbb ss s s s bbb s s s s snssnsans 10091
13.6.62 AEVICE-SENSON LLAP V. iuieieriieirieieie ettt sttt sess s s s s s st snssnsnssnsnns 10092
13.6.63 dot1x authentiCatioN-MELNOM..........c.couiiriierie ettt been 10094
13.6.64 AOTTX ANCP-TIIGGEN ..ottt see bbbttt bbb s bbb st e s sasas 10096
13.6.65 AOTTX AOMI@IN.utittttritiiiriiriieiiireie ittt ts et ssse bbb bbb ettt 10097
13.6.66 AOtTX EAP-NOTITY-PACKET ...ttt ettt es sttt ss 10098
13.6.67 AOTTX ENADLE. .. ..ottt s e bbb s 10099
13.6.68 AOTTX @I ettt st st ss s st s e s st s e s s sss s s s st nsas 10102
13.6.69 AOTTX MAC-DYPASS.....ieieeierieieieieireireie ettt st s sttt s s e seassnesassnsas 10103
13.6.70 dOtTX MAC-DYPASS QCCESS-POMt...c.ceierieriirriiireiesesiieiessssss st sesssssassssss s st sssssssssssssss s ssssssssesssssssssssssnsssnss 10105
13.6.71 dot1x Mac-bypass MaAC-QUEN-FIFST.......ccccorrrrrrrireriee ettt sttt sssssssas 10106
13.6.72 AOTTX MIAXUSEN c.cerererireeeereeseaeeseesissesetsesesas s s s s st et essessesseas s s s s et s seesseas e bsss e b e bt s s essesssassass et eesesseesnens 10108
13.6.73 AOTTX MICEIIGQEN ettt sttt et s s s s bbbt et s s s s sas b b ss bt st ensssnsans 10110
13.6.74 dot1x mc-trigger port-Up-SeNd €NADLE..........coovriririrreer ettt snseseen 10111
13.6.75 AOTTX POIT-CONTIOL. ittt ettt ese st bbbttt ese st senses 10112
13.6.76 dOTTX POIt-IMELNOM.......ooeieeieiecec ettt bbb s s s bbb st s s ssessnsansans 10115
13.6.77 AOTTX QUIBT-PEITIOM. ..ottt s s bbbt s s s s s s s st snsssssnsssssssnsnns 10117
13.6.78 AOTTX QUIBT-TIMIES. ...ttt ettt st ea sttt et ees 10118
13.6.79 dOTTX FEAULNENTICATE ... ettt see sttt baneees 10119
13.6.80 dot1X reauthentiCate MAaC-AdArESS........c.ccverriniereereireeeeireere e es e ssses s sessessesaes 10121
T3.6.8T OTTX FBEIY .ttt et es sttt se b st e s sas s et nbrs 10122
13682 AOTTX TIMIBT ettt s e bbb bbbt 10124
13.6.83 AOLTX tIMEI @IP-UELECE ..ottt sttt bbbttt s st enssas 10127
13.6.84 dot1x timer reauthentiCate-PeriOd........cco ettt st eeaeeas 10128
13.6.85 dot1x trigger dNCP-DiNAiNG.......ccoveieeierieirieeeseeeeeeets sttt s bbbt sessssss s sesaens 10130
13.6.86 AOTTX UNICAST-EIIGQEN eu vttt sttt sss s s st ss s s s s st ssssssssas st ensenssssensesas 10131
T3.6.87 OTTX ULttt ettt et ce s st bbbttt s e bbb s e eeaen 10133
13.6.88 fOICE-PUSKN.....oeeeetete sttt bbb bbb s bbbt s s e bbbt s s s s s sbsnsanes 10134
13.6.89 http get-MEthOd ENADLE........coeee ettt s st enssnsnan 10136
13.6.90 htEP-MELNOA POST. ettt s sttt 10137
13.6.97 liNK-AOWN OFfliNE AELAY.....coveeiiiceeeeeee sttt bbb bbb ssasans 10142
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13692 MAC-AULNEN ...ttt eb sttt e b bbbttt st 10143
13.6.93 MAC-AULNEN THIGGON ...ttt ettt bbb bbbttt eee 10146
13.6.94 mac-authen dhcp-trigger dNCP-0PtiON.. ...ttt 10148
13.6.95 MAC-AULNEN AOMI@IN..u ittt bbbt 10150
13.6.96 MAC-AULNEN MAX-USET ..ottt ettt st eas et st s st es st s st st eassses s bass et eessesnsans 10153
13.6.97 mac-authen offling ANCP-TELEASE...........o ettt s sensans 10155
13.6.98 mac-authen PermMit MAC-AAAIESS. ..ottt ssssssssssssssssssssssssnssssssssssssanen 10157
13.6.99 MAC-QUENEN QUIBT-EIMES. ...ttt sttt 10158
13.6.100 MAC-aULhen rEAULNENTICATE. ..ottt sttt 10159
13.6.101 mac-authen reauthenticate dNCP-TENEW.........ccoveririririreeeereees ettt ssessees 10161
13.6.102 mac-authen reauthenticate Mac-address.........covvrrirrinrineineinere ettt 10163
13.6.T03 MAC-AULNEN TIMET ...ttt s e s s bbb 10164
13.6.104 mac-authen timer reauthenticate-period.........ccorerrininirrie s sss s sasseses 10166
13.6.105 MAC-AULNEN USEINAMIE......c.iiieieieeeeie ettt es st sttt es s sessesesas s snens 10167
T3.6. 106 PArAMIEBLET....cueeee ettt ettt ettt a bttt et st e bbb et e b ettt ettt e b et et tas st etacn 10171
13.6.107 POt CONNECLION-LYPE QCCESS....viuieerietrieireeireeiresisee sttt st sttt sttt sttt et seas 10173
13.6.108 port (Portal Server tEMPLALE VIEW) ...ttt ssee st s s sasens 10175
13.6.109 POIrtal QUEN=NEEWOIK......oveiieiiiiceeteeer sttt bbbt s bbb s s s s sas s ssnsas 10176
13.6.170 POFtAl AOMI@IN....u ittt sssess st se s s sttt ss s st s st sesesssasesansansrnsas 10178
13.6. 17T POILAL FrEE-TULE ...ttt bbbt 10179
13.6.112 portal https-redireCt BLACKLIST........cccocierveiiereeie ettt sttt sss s ssesansans 10183
13.6.113 portal https-redirect blacklist agiNG-tiMe........coovrieririrrirrreree et sssssssssssssssnanns 10185
13.6.114 portal https-redirect blacklist PACKET-Tate........coeurieeeirirrererer ettt 10186
13.6.115 portal https-redirect blacklist retry-times iNterval........rieeeeeeeese s seeseesees 10187
13.6.116 portal https-redir@Ct WHILELIST........ccvvrieeeeeeeee sttt s st snssnssssssans 10189
13.6.117 portal logout different-server @NabLe............ et seaeeaes 10191
13.6.118 portal logout reSENA LIMEOUL........ccueiririeeieeie ettt ss bbbt se s sss bbb e ssssassanssnssnaes 10192
13.6. 1719 POIEAL MAX-USEI.....oeierirerireirierisessistssissassesessssssssssssssssssssssssasssssssssssssssssssssssssssssssssssssssssssssssssssssssnsnssssesssssssans 10193
13.6.120 POItal QUIEE-PEITOM. ...ttt ettt st s st 10194
13.6. 12T POItAl QUIET-LIMIES. ...ttt sss bbbt s s s bbbt e s s s sas s s snens 10195
13.6.122 portal redir€Ct S @NADLE........oveee ettt st sass st nes 10196
13.6.123 portal timer OffliN@-0ETECE.........ovu ettt 10197
13.6.124 portal tiMer QUIEE-PEIIOM. ...ttt sss bbbt sss bbbt bsssssssasssnssnssnsas 10198
13.6.125 portal Url-eNCOdE ENADLE..........oreree et as st 10199
13.6.126 portal USer-alarm PerCENTAGE. ......ccccowurrreerierereeieeretseisetseeseae ettt b e ess s s bbb ss s easesssssesens 10200
13.6.127 POIrtal WED-aULNEN-SEIVEN ..ottt sttt s s bbb s s ss bbb b s s s ssesssas 10202
13.6.128 protocol (Portal server tEMPLAte VIEW) ...t sessssssssssssssssssssssssssssssssssssns 10203
13.6. 129 FEMAIK. .. ettt ta ettt st st s sttt skttt bbbt eeaeeaneas 10204
13.6.130 reset aaa statistics access-typPe-aUtNENIE......ccoieirierireeee et sesssssensans 10205
13.6.131 reset access-user dotTX-identity STAtiSTICS.....cocvrrerirrierirrirersreree ettt ssesess s ssseas 10206
13.6.132 reset access-USer traffiC-STatiStiCS. ......ouuririririrrieirrreir ettt ettt ees 10207
13.6.133 FESEE AOLTX STATISTICS. .. eueeeeeeuecereieie ettt ettt eee ettt e st 10208
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13.6.134 reset MacC-aULhEN STATISTICS.....ccviiriree sttt e ettt sees 10210
T3.6. T35 SEIVEI-AELECE......cvieeeecteeeieei ettt bbb s s s st ss bbb ae s en s s s s s s st snes 10211
13.6.136 SEIVEI-AELECE LYPE....cereeieeieieieie sttt esse s bbb bbbt s s s b bbb b st s s sansansas 10213
13.6.137 server-ip (Portal server teMPLlate VIEW) ...t ssssss st sssssssssssssssssnsnns 10214
13.6.138 shared-key (Portal server template VIEW) ..ottt seseesseassaees 10216
13.6.139 source-ip (Portal Server tEMPLALE VIEW) ..ot sssssssss s sessssssssssssssssnssnsans 10217
13.6.T4D SEALIC-USE ...ttt eas b ese s e sttt e ettt aesenssatnc 10218
13.6.141 static-user NOt-UPAAte-iP ENADLE. ..ottt sttt 10220
13.6.142 SLAtIC-USEI PASSWOIT.......cueieeierierieirieieeereeesssssssses st ssssssssssss s s st ssssessssssssss s s sssssessessessssanssssesssssssssssssnsans 10221
13.6.143 static-user username format-iNCLUAE. ... 10223
13.6.144 static-user username Macaddress fOrMAt. ..ot 10224
13.6.145 url (Portal server teMPLAte VIEW) ...ttt sssesssssssssssss st sssssssssssssssssssssssnns 10226
13.6.146 Url (URL tEMPLALE VIEW) ...oveierieieieieireis sttt tsses st sss st st ss s s s sssssssssssssssssssssessssssnnsensnns 10227
13.6. 147 UMl-PATAMEELET ...ttt et s sttt ea bbb sttt et seesstans 10229
13.6.148 url-parameter Mac-address fOrMAt.......ccocoieieieirieee ettt s st ss s sas s 10231
13.6.149 url-template (Portal server tEMPLALE VIEW) .....co.coreuierierrrinieisieississiseiseessesssssss st ssssssssssssssssssssssssnns 10232
13.6.150 Url-tEMIPLATE NAMIE.....oiiee ettt st nbnbes 10233
T3.6.157T USEI-GEOUP...ucuuiiriieicieerieueieis ettt ettt bttt ettt bttt bt a e bt et s et st b b et ae s e b ettt e b et sttt et eeaeassetstaeas 10234
13.6.152 USEI-GrOUP ENADLE.......oeeeeeeeee ettt sttt ensnssessesas 10236
T3.6.T53 USEI-SYNC.noutriuiieeiriucireieitieetae it eea sttt bbbttt ettt et ettt bt bttt 10237
13.6.154 USEI-VIAN (USEI GIrOUP VIEW) ....cuivieeeeieeieeiesieisissssessessssssessssssssssssssssssssssssssssssssssssssssssssssssssssssasssssessnssssseses 10238
13.6.155 vpn-instance (Portal server teMPLlate VIEW) ...t issesssssssssssssss st ssssssssens 10239
13.6.156 WED-QULN-SEIVET VEISION.....oceiiiecieicieieieieistete sttt sss s s s s s s st s b s st s st ssassssssssnssssnsessnsesansenans 10241
13.6.157 Web-auth-Server (INTErfACE VIEW) ...ttt s s as s sas e s sens 10242
13.6.158 Web-auth-Server LIStENING-POIt. ...ttt sss s s st sss st s ssssssssssssessnsenes 10244
13.6.159 Web-auth-Server reply-MESSAGE. ...ttt ea sttt bbb ss s st ssssessessesetans 10245
13.6.160 WEb-aULN-SEIVEr (SYSLEIM VIBW).....oooiiveireiricieieeieisisss sttt sesssesss s ss st sssssessssssssssssssessessnsssssssanes 10246
13.6.161 web-redirection disable (Portal server template VIEW).....c.coerurrrereerineninieis et ssssesenes 10247
13.7 Policy Association Configuration COMMANGS..........cccueereeirinrineeneirierires et seseeeeses e ss s essesesasens 10248
13.7.7 COMMANA SUPPOI ...ttt sssssssssss st sssssssessssss s s ss s ssessssssssssssssssasssssesssssesssssssassssssssnsessnssnsansas 10248
13.7.2 access-user arp-detect control-point Mac-ip €NADLE..........correrriee s 10249
13.7.3 @S ACCESS CONLIOLLET IP-AAAIESS. ... ettt sttt sttt 10250
13.7.4 @S QCCESS INEEITACE ...ttt b bbbt a bbb bbb s s b s s s b bbb sessessessssansans 10251
13.7.5 aUtheNntiCatioN ACCESS-POINT......ccoiriereeeeirieirireissi sttt sttt ssss s st s st sasssssansns 10252
13.7.6 authentication aCCESS-POINT MAX-USEN .......ccewerririrereireieereereaeeseesesesessessssssssessessesssssssssssssssssssesssassssssssssns 10253
13.7.7 authentication associate alarm-restrain ENabLe.........cccoiieeeeeiririeeeeee st ssaans 10255
13.7.8 authentication associate alarm-restrain Period........ccerriniriniinissirrissseessssssssss s ssssssssss s ssssseens 10256
13.7.9 authentication CONTIOL-POINT ..ottt ettt saseaas 10257
13.7.10 authentication open UCL-POLICY ENADLE..........ciriiiier ettt sassnsnaas 10258
13.7.11 Quthentication SPEEA-LIMIT.......cccoicririrr ettt ss bbbt st ns s s ssssans 10259
13.7.12 control-down offline delay (authentication access deVICe).......coorrrreereeieeeseeeeeee e 10261
13.7.13 control-down offline delay (authentication control device).........cwmvereeereireeiesreeisseeseeseseians 10262
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13.7.14 disSplay @CCESS-USEI @S-NMAMIE........covrrrrrrerirrirrieeseessssessasssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssesssssssssssssanes 10264
13.7.15 display access-user arp-detect CONtrol-POiNt MAC-IP......cccoeueeierreruiriereeeeieese st sasses s e 10265
13.7.16 diSPlay @SSOCIATE-USEI .......ceeereeereireerieeee ettt es st st ssessas s ss s st et sessessasesansassrnens 10266
13.7.17 display aSSOCIate-USEI STATISTICS......cevcrvrrririreierirsissiseee ettt st ss s s s sss bbbt ssssssssssssanes 10269
13.7.18 display authentiCation @SSOCIAtE. .......ccovrrrririereeceee ettt st es et 10270
13.7.19 display authentication associate alarm-restrain-table..........oorroriceeerrrsrsss e 10272
13.7.20 LOCAL-AULNOIIZE. ...ttt sttt b bbb s b s bbb st s senensan 10273
13.7.271 1EMOTE-QUENOIIZE ...ttt bbbttt 10276
13.7.22 USEI-AETECE.....ceueeueeeieeeeeetre et ea ettt a et es s b bbb st 10277
13.7.23 user-sync (Quthentication @CCESS AEVICE)......cocieuieeiieeieieirieeeeistees e ssssessssesssssss s s sansens 10279
13.7.24 user-sync (authentication CONTrOL AEVICE)......covririmieeirrireessieresisie ettt sssassssssssanes 10280
13.8 Kerberos Snooping Configuration COMMANGS..........c.ccueeurverierieeeeeeeeeeieies e st eses s s sessenens 10281
13.8.1 COMMANA SUPPOI . ..eiiierierierieieisiseisseseas s asesssssssssssesssssssssss st sssssssssssssssssssssssssssssasssssssssssssnsssssssssssssssssssssns 10281
13.8.2 display Kerberos-sn00PIiNG=-Profile......... s esessess e sssssssss s essesssssssssssssssssnssnsans 10282
13.8.3 display access-user access-type Kerberos-SN00PING.......cccecieeerirerireeririeirsessseesssiesssesssesssesessesssssssssesens 10283
13.8.4 kerberos-snooping-profile (authentication profile VIEW)......c.ccerrerneneneneeissssssssessessessesssesanes 10284
13.8.5 kerberos-snooping-profile (SYSLEM VIEW).......ccovrererrireinienrireeseese s eeeessis s isesssssssssssssssssssssassssssssaneens 10286
13.8.6 port (Kerberos sn00ping Profile VIEW) ...t sssssstsssssssssssssssssssssssssssssssssssssssssnns 10287
13.8.7 server-ip (Kerberos snooping Profile VIEW)........eieieieisiesesseeesssesissssssssssesessassssssssssssssssssssesssssnsans 10288
14 Security COMMANMS........cceeeiereereceennreeeseeceesaesseesasessesssessssssssasssssssssasessesssssassssssassans 10290
14.17 ACL Configuration COMMANGS.........ccoeurierreeeereereieeeseississisesssisssesesss s ssssssssssssssssssssssssssssssssssssssasssssssssasssssnssanses 10291
T4.1.17 COMMANA SUPPOI . ..eiiiirieririeieisieeseessss s ssssssssssssssssssssassssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssssssssssssssssssssses 10291
TA.1.2 QCLIP"POO ..ttt bbbt s bbb bbb s st s bbbt s s aensnnes 10291
TA.1.3 ACLIPVE IP-POOL ettt bbb bbb s e s bbb s bbb s s s s s s sesenen 10293
TA.1.4 QCLIPVO NMAMIE....eeeieieieieietste sttt sttt st s s s bbbt s s s s b s s b s s b st ensessessessnsassans 10294
T4.1.5 ACLIPVE (SYSTEIM VIBW) c..eiieirieeeree ettt ettt eb et sttt 10297
TA.T.16 @CL NAME..c.tieee ettt b bbbt 10299
TA.1.7 ACL (SYSTEM VIBW) .ottt sa st bbbt a e as bbb st se s b s bbb s st essesansans 10302
14.7.8 ACL TNIEShOLA-ALATMN...cc ittt e e bbbt 10305
14.1.9 assign resource-template acl-mode { enhanced-acl | nac | normal Jo.ooieeeeeeeiceesseeeeeeeeeeens 10307
TA.T.10 AESCIIPLION....e ettt es st bbb eae s sttt st s e b ane s e st nens 10309
TAT T ISPLAY ACLoeueieieriieieieieie ettt bttt st st s s s bbbt en st e st ssssssssnbrss st ensnnsnsans 10310
14.1.12 diSPlay QCL IP=POOL...ueeieiecieieeetereeteeteee ettt bbb bbb bt s s as s s 10312
14.1.13 diSPlay @CL PV IP-POO ... ittt sttt st s s ass s s s st snsssssesesssssssnns 10314
TA.1.14 ISPLAY QCLIPVB....eeeeeeeeeeeeeeeeie sttt sttt s s as bbbt s et sassa s s bt st s sssnnans 10316
T4.1.75 diSPLAY QCL FESOUITE. ...ttt bbbt b se b s s s s sansesansesansnas 10318
T4.1.16 diSPlay tIME-TANGE ...ttt s s bbbt ss s s bbb st en s s s sas s s s nsenen 10325
14.1.17 ip address (ACL IP addreSss POOL VIEW).......oc.eueeurueeerierisieeeeeseseesssssssssssssssssssssssssssasesssssssassssssssssssssssssnnes 10327
14.1.18 ipv6 address (ACL IPV6 address POOL VIEW).......c.corurerririerrenienienisisississesssssssssssssssssssssssssssssssssssssssssssssnsens 10329
TA.1.19 TESEL ACL COUNLEN ..ottt bbb bbbt s bbb s bbbt es s s s s s st st nen 10331
T4.1.20 FESEL ACL IPVO COUNLEN ...ttt ettt b e s s s s s s s s s s s s as s sa st sasssansesaes 10333
T4.1.27 rUle (QAVANCEA ACL VIBW) ...ttt ssas s st sssas st s sass s sssasssaesssssassesssasassssssasas 10334
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T4.1.22 rUle (AAVANCEA ACLSD VIEW) ...ttt se s ss s s s s assssssesessassssssssssssssssssessssssnas 10352
T4.7.23 FULE (DASIC ACL VIBW) .ttt ettt s et se s st sas s s sesasassesessassesessasansenas 10371
T4.7.24 FULE (DASIC ACLE VIEBW) ...ttt ettt sas st sas s s st s assssssasassssssasssssssassssssssasassosas 10375
T4.1.25 1ULE (LAYEI 2 ACL VIBW) ..ouiieririreeriereie sttt sssssssss st ssssssssssssssssssssssssssssssssssssssssssssssssnsssssssssssssssssnsnnses 10381
14.1.26 rule (USEr-defiNed ACL VIEW) ...ttt sttt ettt se s st s s ssanas 10387
TA.1.27 FULE (USEE ACL VIEW) ..ottt st se st s sss st ssss s s s sasas st sasassssssssnssssssnsasasssssassenes 10396
TA.T.28 FULE (USEE ACLSD VIEW) ...ttt ss st ssassssssssssssssssesssssssssssssssssssssasssssssssssssenssssenn 10407
T4.1.29 FULE AESCIIPTION. ...ttt ettt es et a st s s et ee bt sessesntan 10418
TZ.T.30 SEOP . eueureereeeeeeetrete ettt ts ettt ts st s e s e s b s R AR AR R ettt eaes 10419
TA.T.3T LIMIE-TANGE. ...ttt sttt st as st s s bbb se et s st st st as s st e st e s ebses et b eeasteeassseasteeans 10420
14.2 Local Attack Defense Configuration COMMAaNS...........ouveeererinrineineineeneineeeees s isesseasesseseessess s sesssssans 10424
14.2.7 COMMANG SUPPOI . .cvuitieeierierierieisisieseesee s ssssss s sssssssssssssssssssssssssssessessssssssssassasssssesssssessssassasssssassssessnssnsansas 10424
14.2.2 auto-defend attack-Packet SAMIPLE........coorerreeeer ettt sssssss s sss s 10425
14.2.3 QULO-AEfENA ENADLE........ceee ettt ettt 10426
14.2.4 QUEO-AETENA @CTION. ... ettt b ettt 10427
14.2.5 auto-defend alarmm ENabLe....... ettt 10429
14.2.6 QULO-AEFENA PrOTOCOL...... ettt st bbbt 10430
14.2.7 auto-defend threSNOLd. ...ttt ettt 10433
14.2.8 QULO-AEFENA LrACE-TYPE.....eceeeeeeeereeee ettt s s sttt s s s s st ensenes 10434
14.2.9 QULO-AefENd WHILELIST.......ceeeeeee ettt ettt 10436
14.2.10 auto-port-defend AgiNG-LtiME........ccoweeiririeieee et b st ss s s bbb sassssssesanen 10438
14.2.11 auto-port-defend alarm @NADLE.......... ettt naes 10440
14.2.12 auto-pOrt-defend ENADLE.........c.ov ittt et 10441
14.2.13 QULO-POIrt-defeNd PrOTOCOL.......cicceeeeeeeeiecieiete sttt e s bbb s s sssssssanes 10442
14.2.14 auto-port-defend protoCol threShOLd...........covrriririeeere et sssssssananes 10444
14.2.15 QULO-POrt-defenNd SAMIPLE.......ce ettt 10447
14.2.16 QULO-POrt-defeNd WHILELIST.......oveveieieiee ettt sae s bbbt ss bbb snaes 10449
TA.2.T7 DLACKLIST.cou ettt st b bbbt 10451
14.2.18 car (attack defense POLICY VIEW) ...ttt ettt sttt saen 10453
14.2.19 cpu-defend application-apperceive ENabLe.............iereieeeeieesses st ssaesanes 10457
14.2.20 cpu-defend dynamic-adjust @NADLE..........coveieieiririrree st ssss st
14.2.21 cpu-defend dynamic-Car @NADLE...........co ettt
14.2.22 CPU-AEFENA NOST-CAN ...ttt s st sse bbb b s b s s s s s sassa st nsnes
14.2.23 cpu-defend host-car drop-packet cir

14.2.24 cpu-defend host-car drop-packet Monitor diSable...........rreereerer e 10467
14.2.25 cpu-defend hOSt-Car @NADLE.........eece ettt st sesassansans 10468
14.2.26 CPU-AEFENT NOST-CaI PPS...cirriririrririerieriririsiseissessesesssssssss s st sssssssssssssssssssssssssssssssssssssssssssssssssesssssssssssssnns 10469
14.2.27 CPU-AEFENA POLICY...cueueieieiriereiree ettt ettt bbbt essese s snstas 10471
14.2.28 CPU-AEFENA-POLICY.....reierieeirieiet ittt sttt s s bbb s s s s s bbbt s ssssessesssssnsenssnsas 10472
14.2.29 cpu-defend trap AroP-PaACKET.......cireirierieirieeeie ettt ssssss st sss s ssssssssssnsnsns 10473
T4.2.30 AENY.ooreriieeeireieie sttt es s sss et st s s s e s AR R £ E e ae e ae e en et 10474
14.2.31 description (attack defense POLICY VIEW) ...t sessss s sssesssesss bbb sssens 10476
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14.2.32 display auto-defend attaCk=-SOUICE.......coviiriririririeieiee ettt s st sssssssssssssans 10477
14.2.33 display auto-defend CONfiGUIAtION.........ocei ittt esaes 10481
14.2.34 display auto-defend WHItELISt.........ccceuririeiieieieee ettt sttt s s sa s 10484
14.2.35 display auto-port-defend attaCk-SOUICE. ..ottt sssssssassss s ssens 10485
14.2.36 display auto-port-defend CONfIGUIAtioN.......c.ccoieririririerererere ettt es e 10487
14.2.37 display auto-port-defend StAtISLICS.......cccoiiiririeieieieise sttt ses s bbb ssssssssesassan s 10490
14.2.38 display auto-port-defend WHiItELISt.........c.ccrririririereeie ettt ses e sesaes 10492
14.2.39 display cpu-defend aPPLIEA........ccoririerireeeerere ettt st eeaes 10493
14.2.40 display cpu-defend CONFIGUIAtION.........c.cceiririeiei ettt s ss s s s snaes 10495
14.2.41 display cpu-defend dynamic-adjust hiStOry-reCord.........ccoovrrnrirrnrrrnensninisisissseessessesssssesssssessens 10500
14.2.42 display cpu-defend dynamic-car hiStOry-reCord........ccoovrurerereseneineireireiseesesesee s eseesetsesseasessesssnas 10503
14.2.43 display cpu-defend host-Car STAtISTICS. ......ccoreieeirirrisrieceeeee et s s ss s sassss s sesens 10505
14.2.44 display CPU-AEFENA POLICY....o.rrrirrririrrireiriiririsisisisirst sttt sttt s s s s s s s st sss st ssssssssssssssnsensnns 10506
14.2.45 display CpU-defend POrT-tYPe.......cco ittt ss sttt s es s snssns 10509
14.2.46 display CPU-AEFENA FAtE.....ouiiiiieeeeeeeeeee ettt s st ss bbb s s s s sas s s s 10510
14.2.47 display CpU-defend StATISTICS......covuviuriereririeirireirer ettt sss st ssssssssssssnsans 10511
14.2.48 hOSt-Car AiSADLE........eieee ettt bbbt 10515
T4.2.49 lINKUP-CAI ettt sesssss bbbt sss s s ss bbbt ss s s s e b s s s bbb s s s s s s b sas b b en s st st essesansansas 10516
TA.2.50 POIT LY Pttt ettt sttt ettt et sttt bttt bt st s b bataea bt etacaes 10521
TA.2.5T POMT-EY POttt ettt bttt aeen 10523
14.2.52 reset auto-defend atlaCk-SOUICE........ci ittt ettt 10525
14.2.53 reset auto-defend attack-SOUICE traCe-tYPe.....ccoririerinirinisirisr st sssss s sssssasssssss s s ssssssens 10526
14.2.54 reset auto-port-defend STAtISTICS. ..ottt 10528
14.2.55 reset cpu-defend dynamic-car NiStOrY-rECOId.........coiiuiiriereieeieirisiessseeiese e sssesessse s sansas 10529
14.2.56 reset cpu-defend hoSt-Car STAtISTICS.....coorrrrrrrrieiririeieise st ss st sssssssssssssssans 10530
14.2.57 reset CPU-AefENd STATISTICS....covu ittt sttt 10531
14.2.58 USEI-AeFINEA-TLOW.....ceieeeeee ettt e bbbt 10533
T4.2.59 WHTEELIST....cueeeeteee sttt b bbbt 10534
14.3 MFF Configuration COMMANGS.........ccoeureuriureurieeeerisieineessiseeseiseaseaess st ssessessessess st sas st ssssessssssssesssssssssesssesnees 10535
14.3.17 COMMANA SUPPOI . ..vieieeieeiieieieisisieseesee e sssss st sssssssssssssssssssssssssssessesssssssssssssasssssesssssesssssssssssnsassssessnssnsansas 10536
14.3.2 display Mac-forced-fOrWarding........cocornrnnnsieires st sssssss st ss s st ssssssssnsns 10536
14.3.3 mac-forced-forwarding arp-trigQer ...ttt es st sseas s seanenes 10538
14.3.4 mac-forced-forwarding dumb-terminal-compatible.........cccieieerieieieesesee e 10539
14.3.5 mac-forced-forwarding €Nable........... ettt ssssssssss s sansas 10540
14.3.6 mac-forced-forwarding gateWay-deTECK.........ccvuueerrieireereirer ettt 10541
14.3.7 mac-forced-forwarding igmp-query diSCard.........c..coeecreeeinrinsieseeseeisssssisss s ssssssssssssesassans 10543
14.3.8 mac-forced-forwarding iPVO-ISOLALE.......cccvrrirrireerieiririeiere sttt ss st st sssssssssssssnns
14.3.9 mac-forced-forwarding network-port

14.3.10 mac-forced-forwarding NetWoOrk-port-arp-trigger....... s sssessesessesssssanes 10546
14.3.11 MAC-fOrCed-fOrWAIAING SEIVE ........oveeeeeeeieeeirirri et sttt sss st st sssssessssssssssnsssssssessssassans 10547
14.3.12 mac-forced-forwarding StatiC-gat@WaY ...ttt easeae 10548
14.3.13 mac-forced-forwarding user-detect tranSPArENt.......cceeeieieresirseses st sseesse s sesssssenes 10550
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14.4 Attack Defense Configuration COMMANGS.........ocevrieriririeisirsireissessenssssssssssssssssssssssssssssssssssssssssssssssssssssssans 10551
T4.4.17 COMMANG SUPPOI . .ciiiiieierieeieieieeiretsetsese ettt bses s sess s st s es st s eas st st se st s st st eas et seb s b sesseasesesaseas 10551
14.4.2 anti-attack abNOrmMal @NADLe......... sttt sssss s sansas 10551
T4.4.3 @Nti-attaCK @NADLE......c. ittt bbbt 10552
14.4.4 anti-attack fragment ENADLE. ...ttt 10553
14.4.5 anti-attack fragMENE Cal ...ttt bbbt ss s s bbb s st ssssnsans 10554
14.4.6 anti-attack iCMP-flood ENADLE.........c et 10555
14.4.7 anti-attack iCMP-FlOOM CaT.......o ettt sttt ees 10556
14.4.8 anti-attack tCP-SYN ENADLE.........oo ettt bbbttt 10558
14.4.9 @Nti-atLACK TCP-SYN CATeririririeirieirieie ettt sttt s s s s st st ss s s s s ssss s s s snsensenssssssssssssnns 10559
14.4.10 anti-attack Uudp-flood @NaDbLe.............oo et 10560
14.4.17 display anti-attack STATISTICS. ....ccceirieririririeeeee ettt s bbbt assanssnsanes 10561
14.4.12 reset anti-attack STATISTICS.....cv ettt et 10563
14.5 Traffic Suppression and Storm Control Configuration ComMmMaNds...........ceeeeeeeneereereineeneeneneseeesseneenes 10564
14.5.7 COMMANA SUPPOI . ..vitieeieeieeieieisisieseesie s sssssssssss st ssssssss bbb ss s sessessesssssssessasssssesssssesssssssassnssssssessnssnssnsas
14.5.2 broadcast-suppression (INTEIfACE VIEW).......c.ovveririririeieiesissisessssesss st sssssssssssssssssssssssssssssssssssssssnns
14.5.3 broadcast-suppression BloCk OUEDOUNG.............ouriiniirerie et eeees
14.5.4 broadcast-suppression (VLAN VIEW) ...t esessiesissesss s sssssssssssssssssssssssssssssssssssssssssssssssssssssenes
14.5.5 display flow-SUPPreSSiON INTEITACE. ...ttt sssssssssssnsans
14.5.6 diSPLlay STOIMI=CONEIOL...cuiiiiiierieeeeiee ettt sttt et s ettt s et b
TA.5.7 ICMP FAE-LIMIL. ettt sttt s s bbb s b ss s s bbb s s s s essesanes
14.5.8 iCMP FAtE-LMt @NADLE. ...ttt sttt s s s st e
14.5.9 KNOWN-MULICAST-SUPPIESSION.....oucurceieeierieiretrettteeie ettt setsessess s sttt es s sasbnseeas
14.5.10 KNOWN-UNICAST-SUPPIESSION......uiviereieeierierisisisesssesesssssssssssssessssssssssssssssssssssssssssesssssssssssssssssssssssssssssssanssnsans
14.5.11 multicast-suppression (INTEIfACE VIEW)........ccvrioririrrirrreerenisieis st sstssesssssssssss s sssssssssssssssssssssssssssssens
14.5.12 multicast-suppression BlOCK OUEDOUNG..........c..ovuviuiiirirrre ettt seaeen
T4.5.13 SEOIM=CONEIOL.c..cveiieitrecieiic ettt sa bbbt e s s s bbbt se s s s s ss s s en bt essenssssesansassans
T4.5.T4 SEOrM=CONTIOL @CTION...ceu vttt et et
14.5.15 StOrM-CONTIOL @NADLE........oee ettt ettt
14.5.16 StOrM-=CONEIOL INEEIVAL....cveieeceeieeiecieie ettt bbb s s ss bbb bbb s s s e s bt b nen
14.5.17 storm-control Whit@liSt ProtOCOL. ...ttt ss s ssssssssnsans
T4.5.18 SUPPIESSION MOUE......ciiieiirieeeeieeie ettt ettt ss et bbb st bbb s eastaesesbes s et sessesntans
14.5.19 unicast-suppression (INLEIFACE VIEW) ...ttt st s s s s ssesssssssssssssanes
14.5.20 unicast-suppression blOCK OUEDOUNG.........cc.ovuieierieriririrees sttt ssssssss s ssssas
14.6 ARP Security Configuration COMMANGS........cc.ovrieieiririneireineeneiseeeeetees e esetsessee sttt sssssssasessssssenes
14.6.17 COMMANA SUPPOI ...ttt s sssss s sssssssssssssssss s sssssssssssessessssssssssasssssasssssessssssssssanssssssessnssesansas
14.6.2 arp anti-attack check user-bind alarm €Nable.......... e

14.6.3 arp anti-attack check user-bind alarm threshold
14.6.4 arp anti-attack check user-bind check-item (interface VIEW).....c.ooeeeieeeeeeeeeenieieeeseeeseseseeesininns 10614
14.6.5 arp anti-attack check user-bind check-item (VLAN OF BD VIEW).....cocovurerreriereninirireinsineensesseseesssanenns 10616
14.6.6 arp anti-attack check user-bind @Nable...........o ettt saes 10617
14.6.7 arp anti-attack entry-CheCk @NabLe..........iiceeece ettt bbb sensans 10618
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14.6.8 arp anti-attack gateway-duplicate €NabLle..........orieee s 10620
14.6.9 arp anti-attack loG-traP-TiMEr . ..ottt eas i 10622
14.6.10 arp anti-attack PACKEL-CHECK. ...t sa s sssansans 10623
14.6.17 arp anti-attack rat@-liMit. ...ttt s st enees 10624
14.6.12 arp anti-attack rate-limit alarm enable........... e 10626
14.6.13 arp anti-attack rate-limit alarm threShold............erre e 10628
14.6.14 arp anti-attack rate-limit @NADLE..........cooee et 10629
TA.6.T5 QP LFUST SOUICE.....uuiuiierieieieerieir ettt sttt ettt bbbttt bttt et 10630
14.6.16 arp gratuitous-arp SENA ENADLE...........ceeere ettt bbbt s bnen 10632
14.6.17 arp gratuitous-arp SENA INTEIVAL.......corrrerirerereesee sttt sssase s sss s 10633
14.6.18 arp learning ANCP-trigQeI ... ettt sttt eees 10634
14.6.19 arp LEArNiNgG diSADLE. ...ttt bbb bbb eessessnsanes 10635
14.6.20 arp learning Strict (INTEITACE VIEW) ..ottt sttt ssssss s st sssssssssssssnsnns 10636
14.6.27 arp learning StriCt (SYSTEM VIEW) ......coc ittt etsetsessass sttt ss st ss st s ssessesesassnsenes 10638
14.6.22 arp optimized-passby ENADLE.............er sttt 10639
14.6.23 arp optimized-reply diSADLE..........oovrirre sttt sss s 10640
14.6.24 Arp OVEIr-VPLS ENADLE...... ettt st sstes 10643
14.6.25 arp snooping anti-attack ChECK @NADLE.........c.coriiirieeeee et ss s snes 10644
14.6.26 arp snooping anti-attack entry-check @Nable........ e sees 10645
14.6.27 Arp SNOOPING ENADLE......oeceieceeeet ettt st es et 10648
14.6.28 arp sN00PING AeteCt AEFAULL-IP.....oveieieieieieeicreteee ettt s e s s s s s s ssssss s snaes 10650
14.6.29 arp sNOOPING AELECE IGNOTEA-IP.....cvririrerireireireireerieteisis sttt st s ssesssssssssss st ssssnssnsssssssssnns 10651
14.6.30 arp SPEEd-LiMIT SOUICE-IMAC. ... ciurirerrireereireereereaseseeese et ssesstss st b sttt s s seaseasenssssesssens 10652
14.6.31 arp SPEEA-LIMIT SOUICE=IP....iuiivreeeeeieeieieie sttt sss bbbt et sesss s s bbb s s st essssanssnsanes 10654
14.6.32 arp vValidate (INTEIfACE VIEW) ..ottt sttt sss s st ssssss s s sss s s s sssssssssnssssnns 10656
14.6.33 Arp-fake @XPIr@-tiMIE......oiu ettt ettt sttt ese s s 10658
T4.6.34 AIP-LIMITeceieiiiiiiiieiecieceie ettt bbbt bbb s s se s bbbt s et b s s s s s b b st ensensssesans 10659
14.6.35 arp-miss anti-attack rate-limlit. ..ottt sese s sssssssssssssnsnns 10662
14.6.36 arp-miss anti-attack rate-limit alarm enable.........oo e 10664
14.6.37 arp-miss anti-attack rate-limit alarm threShold...........oeeieiees e 10665
14.6.38 arp-miss anti-attack rate-limit @NaDLE........oooiiceree et snsnnees 10667
14.6.39 arp-miss SPEEA-LiIMIt SOUICE-IP ..ottt ettt sttt es st ssessnans 10668
14.6.40 display arp anti-attack arpmiss-reCord-iNfO.........ccoomeieieicrierirsinsseeeeeess st ssesessansans 10672
14.6.41 display arp anti-attack configuration check USer-bind..........c.cocorrnrersnenneesseseeseeseneenes 10674
14.6.42 display arp anti-attack CONfiIGQUIATION........c.oc ittt ees 10676
14.6.43 display arp anti-attack gateway-dupliCate itEM.....ccciiereeeeeeeeeieeeeeee ettt ssssaes 10681
14.6.44 display arp anti-attack packet-Check StatiStiCS.....c.comrrrnrniririnrise e aseens 10682
14.6.45 display arp anti-attack statistics check user-bind interface..........cccvrernrnnnrsee e 10684
14.6.46 display arp LEArNING SEICE.......ceueierieieeireie ettt b st s s s s bbb s st sessssssssnsansans 10685
14.6.47 display arp optimized-passby STATUS.......c.cccvveiririririeieeireseseets sttt sssssssss s sssnsns 10687
14.6.48 display arp optimized-reply StAtiSTICS......coviurirreririeireirereireir ettt es s ssens 10688
14.6.49 display arp Optimized-rePly STAtUS........ccoceiveiiereeeeeeeeieisiees ettt ssssssssss bbb s sss s s sassasssnses 10690
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14.6.50 display arp PACKET STALISTICS.....coririrrrirrirrireireiresisistetss st sss sttt st sssssssssssssssss s st sssssssssssssssssnns 10691
14.6.57 diSPlay @rP-LiMit.......oc ettt sttt snstas 10693
14.6.52 display arp-miss Speed-limit SOUMCE=-IP.......ccceuririririinirirsesieetese sttt sessssssssss bbb s ssssssssssnssnsans 10694
14.6.53 diSPlay @rP SNOOPING.....curirerieirireireeeeis e asssssassessssssssssssssss st st ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssseses 10696
14.6.54 reset arp anti-attack packet-Check StatiStICS......coviriurieiriririreir ettt 10698
14.6.55 reset arp anti-attack statistics Check USEr-bind..........oceeeeieieieinneeieeeesssss s sessesenes 10698
14.6.56 reset arp anti-attack statistics rate-limit. ... 10699
14.6.57 reset arp optimized-reply StAtiSTICS. ..ottt 10700
14.6.58 reSet arp PACKEL SLATISTICS....ccvieiriiierieeiecieeie ettt bbb se s sss bbb s st ssessssas bbb st st ensssnsans 10701
T4.6.59 FESEL QrP SNOOPING..cuceiueeeireieieirieirtei sttt sttt sess ettt bt bt se st sttt et et tasbeeassseasens 10701
14.7 Port Security Configuration COMMANGS.........cccoeururiiriuriererieirereisetseiseseeses st tsesssssess st sss st ssssessesesassasenas 10703
14.7.1 COMMANA SUPPOI . cuviieieeieeieeiesieisisiestesee e sssssssssss st ssssssssssssss s ssss s ssssssssssssssssassssssssesssssssssssssassssssssssssnssnsansas 10703
14.7.2 display Mac-address SEC-CONTIG.....coorururrirririeririnirieisirsissesse s ss st ssssssssss s s s sssssssssssssssssssssssssnssnsnes 10703
14.7.3 display MaC-addreSS SECUITY ......eurirerrereireerieeeireeee ettt a s ese st bbb stesees 10705
14.7.4 display MaAC-addreSs SLICKY......ccueiriririririreiesie ettt sssss s bbbt st ssssssssssss s s s st sssssessssssssnssnsans 10707
14.7.5 display Mac-address StICKY-CONTIG.....cccorriiririniririsieisse st sssssssssssssssssssssssssssssssssssssssssssssnsnes 10709
14.7.6 diSPLay POIT-SECUIITY ...cuvuiucereereeeieireiretreirete ettt ettt b st bbbt se b s ensseanesntans 10711
T4.7.7 POIt-SECUILY QQING-TIME. ..ottt ettt s s s s s bas e ass e sessesassesassnas 10713
14.7.8 POIt-SECUNILY ENADLE ...ttt sttt ss st s s st st ensnasessssansas 10715
14.7.9 POrt-SECUNItY MAC-AUAIESS......c.vuieeeeeeeieieireireer ettt ee sttt es st ss st s s ssessnses 10717
14.7.10 port-security mac-address StCKY-CONFIg......cccorrrinierereeieisises et tssses s ssensnes 10719
14.7.11 port-security MaC-Address STICKY .......ccoorururrirrirrirrrirtnir ettt ssssssssssssssssssssssssesssssssans 10720
14.7.12 POrt-SECUIILY MAaX-IMAC-NUM.ciuiiiriiiirieeeieesiseesieestaeestaessesesstse s s sstse s ssassstae st s st sstaesetsesstaebstaessesesssesasaeen 10722
14.7.13 POrt-SECUITY PrOTECE-ACHION....iiiieeieeeiete ettt ettt enansnes 10724
14.7.14 port-security Static-flapping PrOtEC.......o ettt s sassss s sessns 10726
14.7.15 UNAO MAC-AAAIESS SECUNTLY....urvieieierenierieireir ettt ettt ese st b s s ss s s ss et ssesenaseasesnsnas 10727
14.8 DHCP Snooping Configuration COMMANAS..........cceueueimiminsirsinsiessseessessssssssssssssessssssssesssssssssssssssssssssssnsans 10729
14.8.1 COMMANT SUPPOI . ..vieierierierieieisieiseesees s sssssssssssssssssssasssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 10729
14.8.2 arp dhcp-Sno0opiNg-detect ENADLE. ...ttt ees 10729
14.8.3 dhcp option82 append VENAOI-SPECITIC. ...ttt sssss s st sssssssssssnsans 10730
14.8.4 ANCP OPLIONB2 ENADLE........cceeeerireete ettt sttt ss st ss st s s sssssnsnssnsans 10732
14.8.5 dhcp OptioN82 @NCAPSULATION........cuieieirieici ettt bbbt senen 10734
14.8.6 ANCP OPLIONS2 FOIMIAL...ciiiiiiieieeeeieciei ettt sttt sss bbbttt s s sas e s benes 10735
14.8.7 dhcp option82 suDSCHDEr-id fOrMat. ...t ss s sassss s sessas 10741
14.8.8 dhcp option82 vendor-specific fOrMAt. ... ..ottt st ees 10742
14.8.9 ANCP SEIVEE ELECT ...ttt b st se bbb s s s bbbt en s s s sasssnsanen 10744
14.8.10 dhcp snooping alarm dhCp-rate @Nable.........eieee et sassssnsns 10745
14.8.11 dhcp snooping alarm dhcpv6-rate €nable..........e et 10747
14.8.12 dhcp snooping alarm dhcp-rate threShold.............iieicieirsee et snaes 10748
14.8.13 dhcp snooping alarm dhcpv6-rate threShold...........ooeieinirieeeee e 10749
14.8.14 dhcp SN00PING AlAarm @NADLE.........c.oc ittt et 10751
14.8.15 dhcp snooping alarm threSNOL...........reieieeese et ses bbb b sesnsssansans 10753
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14.8.16 dhcp snooping check dhcp-giaddr @NabLe........o.o i 10755
14.8.17 dhcp sSN00PiNg CheCK ANCP-Tate......o ettt 10757
14.8.18 dhcp sNooping CheCK ANCPVB-TALE..........couieeeeeeeeeiee ettt sas s ns s bnen 10759
14.8.19 dhcp snooping check dhCp-rate @NAbLe........oo e snsnes 10760
14.8.20 dhcp snooping check dhcpv6-rate @nable...........n et sees 10762
14.8.21 dhcp snooping check dNCPVE-rEQUEST MAC........ciiiereeieeieeirinissiesie et ssss s ssssessssssssssassassensnans 10763
14.8.22 dhcp snooping check dhcp-chaddr @Nable........ st 10765
14.8.23 dhcp snooping check dhcp-request @Nable........... et 10767
14.8.24 dhcp snooping check local-reply €Nable........ st 10769
14.8.25 dhcp snooping check server-vian @nable........... st sssssesaees 10770
14.8.26 dhcp SNO0PING AENY ENADLE........cu ittt ea st bbbttt ees 10771
14.8.27 dNCP SNOOPING AISADLE.......coveieiieeee sttt sttt s bbb s ssssse s sensas 10772
14.8.28 dNCP SNOOPING ENADLE.......ceieeieeieeeeer ettt sttt ss st st ss s bbbt ssssessssansans 10773
14.8.29 dhcp snooping enable NO-USEr-biNdiNg........coeririnririneineireeeeete ettt sseseess s sasenes 10776
14.8.30 dhcp SNOOPING MAX-USEI-NUMDET .........cveieriririririiiesiesenss st sesseseessessssssssssssessssssssessssssssssssssssssssssssnsans 10778
14.8.31 dhcp SN00PING OVEI-VPLS ENADLE........ce ittt sttt ssssassaas 10782
14.8.32 dhcp snooping packet-flow L0g @nable......... e 10783
14.8.33 dNCP SNOOPING tIUSTEM......ecceieierieieieieire ettt b bbb s s bbb s st ssessssanssssensensnes 10784
14.8.34 dhcp snooping USEr-alarm PEICENTAGE. .....ccvririreerirrerrireereisseseesess s ssssssesssssssssssssssssssssssssssssssssssssssssesanes 10786
14.8.35 dhcp SN00PING USEr-biNd @UEOSAVE.......c.cceiuiereerierieeeeie ettt asese st st sssssseasenntans 10787
14.8.36 dhcp snooping user-bind Cache @NabLe......... st saes 10789
14.8.37 dhcp SNOOPING USEI-DINA FLP...uivrieririeeiriieirisieisisi sttt s st ssssssssssssssssssssssnssnsans 10790
14.8.38 dhcp snooping User-bind ftP LOAd.........covuurierririreee ettt 10792
14.8.39 dhcp snooping USer-bind NttP NEEPS......ccciierieiieierieirieie et sss bbb ssssaesans 10795
14.8.40 dhcp snooping user-bind http https Ll0ad.........covvrirririrrererese s 10797
14.8.41 dhcp SNOOPING USEI-DINA STEP....ciiieieicieeir ettt eaeae 10801
14.8.42 dhcp snooping USEr-bind STEP LOAM........coivieieeieeieieieiceeseeeses sttt sss s s s 10803
14.8.43 dhcp SNO0PING USEI-DINA TfEP...uiirieieieicireeirieisirisssies st s s st ssssssssssssssensns 10805
14.8.44 dhcp snooping user-bind tfP LOAd.......ccovurerieee ettt es s 10807
14.8.45 dhcp snooping user-offline remove Mac-address...........eieirieieinseseseesessssss st sssens 10809
14.8.46 dhcp snooping user-bind upload fOrMat @SCii......ourrrrrieririririeieireiseseses et ssssssnes 10810
14.8.47 dhcp snooping user-transfer @NabLe....... .ttt eaen 10811
14.8.48 dhcpv6 INterface-id FOrMAL. ...ttt ss s snen 10812
14.8.49 dNCPVE OPLIONTS FOMMAL. ...ttt sttt ss s bbbt ess s sassssssnsanen 10815
14.8.50 dNCPVE OPLIONST FOMMAL.....iuieieeieeieete ettt et es sttt sttt een 10820
14.8.51 dhcpv6 { option18 | OPtioN37 } @NADLE........ereiee ettt ss s snaes 10823
14.8.52 dNCPVE remMOLE-id fOrMAL....ooieereeeeceeeeriee ettt ss st snssnsnssnsans 10825
14.8.53 dhcpv6 snooping check relay-forward @nable............ne e 10830
14.8.54 dhcpv6 snooping relay-information €Nable............cceceeeees sttt 10832
14.8.55 dhcpv6 snooping user-bind detect confirm-client enable........cooirieerirreeeseeee e 10833
14.8.56 dhcpv6 snooping user-bind detect retranSmMit. ...t ee et 10834
14.8.57 dhcpv6 snooping user-bind mac-conflict detect enable..........eeeieieeeee e 10835
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14.8.58 display dhcp option82 CONFIGUIAtION.......ouririereiirerieee ettt ssssssssesns 10837
14.8.59 display dNCP SNOOPING. ...ttt ettt et s st b st sas 10839
14.8.60 display dhcp sn00PIiNg CONFIGUIAtION........cccieieririeiries ettt s s sasssnssnsas 10847
14.8.61 display dhCp SNOOPING STATISTICS....cuvurerreriereiririeieisirsisri sttt s s st ss st sssssssssssnsesenes 10848
14.8.62 display dhcp SNOOPING USEI-DINd..........ooiiiiiiriiririieirieeise ettt eseese sttt sssseasesssans 10852
14.8.63 display dhcpV6 SNOOPING SLALISTICS.......vuiveieieeiieirieieies sttt s e ssssssasssnssnsens 10856
14.8.64 display dhcpv6 SNOOPING USEI-DING......c.ouiiieieriiriririeieisssissseeesiessssss st sss s ss s s ssssssssssssnsanes 10860
14.8.65 reset dNCP SNOOPING STALISTICS.....vuiurereurieieireireireireie ettt ettt bbb essese s saseas 10864
14.8.66 reset dNCp SNOOPING USEI-DING.......coriririiiiiiieeieieierieis sttt ss st esssssss s s s st sssssssessesansans 10865
14.8.67 reset dNCPV6 SNOOPING STALISTICS.....uvurieririririririsie ettt s st sss s s st nsssssnsssssssnsans 10868
14.9 ND Snooping Configuration COMMIANGS..........ccowruriuriereririeireineiseisesstseesesesssssssssessessessssssssssssssssssssessesssans 10868
14.9.7 COMMANA SUPPOI . ..vieieeierierieisiesisieseesee et sss sttt ssssssssssssss s s ss s sssssssesssssssssbasssssesssssessssssssssssassnsessnssnsansas 10868
14.9.2 display Nd SN0OPING CONFIGUIAtION......ouiiriieericecee ettt sttt sassssssnsanen 10869
14.9.3 display Nd SNOOPING PrefiX...cioirirurerieieireieireiseieee sttt st esseaseas bbb esseas e sesssss 10869
14.9.4 display Nd SNOOPING STALISTICS. .....cueveirieiriiiesieree ettt sss bbbt sas bbb s s sassanssnsanes 10872
14.9.5 display Nd SNOOPING USEI-DING......coooiuriurieririririnisisireises e sssssssssssssssss s sssssssssssssssssssssssssssnsnsnns 10874
14.9.6 nd snooping alarm binding-table check enable.............o e 10876
14.9.7 nd snooping alarm binding-table check threShold.............ccoereirreireeeeeeee e 10878
14.9.8 Nd SNOOPING CHECK ENADLE.......oeieeeeei ettt sttt st snssnsnssssans 10879
14.9.9 nd snooping check dad-ns retranSMIt-rate rate.........coerrrrerererieee et seesseaeeans 10880
14.9.10 nd snooping check dad-ns retransmit-rate €Nable.........c.ccoeurrnreieeeeeeeeee e 10881
14.9.17 Nd SNOOPING AISADLE......oeeeee sttt ss s bbbt st ss s s st st ensnnsnnsn 10883
14.9.12 Nd SNOOPING ENADLE.......coieieeir ettt ee st sttt 10884
14.9.13 nd snooping €Nable ANCPVE ONLY ...ttt s s sasssssasssnsans 10885
14.9.14 nd SNOOPING MAX-USEI-NUMDEN ......rvrrreririeirrirresiestisisisessssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssans 10887
14.9.15 Nd SNOOPING SEALIC-PIEIiIX..ceuieierieierierieeeteire ettt te sttt sttt es s esseas 10888
14.9.16 NA SNOOPING LFUSLEM. ..ottt bbbt ss s bbb bbb s s s s bbb s en b ssssensnssnsans 10890
14.9.17 nd snooping trusted ANCPVE ONLY ..ottt sss s ssnsnes 10892
14.9.18 nd SNOOPING USEr-alarm PerCENTAGE. .....cooviuriuriuriurerreeie ettt st s st ss s easesssaesas 10894
14.9.19 nd SNOOPING WaIt-tiMe LIf@-TIME.....ceieeiririceee ettt snsssaen 10895
14.9.20 NA USEI-DINA AEEECT.......ceieieeetreeceeeireeet ettt ses ettt s st et 10897
14.9.27 Nd USEr-bind deteCt ENADLE.........cieeeee ettt 10898
14.9.22 r